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ABSTRACT
Cybersecurity simulations can offer deep insights into the behav-
ior of agents in the battle to secure computer systems. We build
on existing work modeling the competition between an attacker
and defender on a network architecture in a zero-sum game using
a graph database linking cybersecurity attack patterns, vulnera-
bilities, and software. We apply coevolution to this challenging
environment, and in a novel modeling approach for this problem,
interpret each population as a distribution over fixed strategies to
form a mixed strategy Nash equilibrium. We compare the results
to solutions generated by multi-agent reinforcement learning and
show that evolutionary methods demonstrate a considerable degree
of robustness to parameter misspecification in this environment.

CCS CONCEPTS
• Security and privacy→ Intrusion/anomaly detection and
malware mitigation; • Computing methodologies→Multi-
agent systems; Game tree search; Markov decision processes;
Genetic algorithms; • Networks→ Network simulations.
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cybersecurity, coevolution, evolutionary algorithms, machine learn-
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1 INTRODUCTION
Cyberattacks pose a material and substantial threat to both govern-
ments and industry. The Solarigate attack of 2020 exposed the data
of thousands of individuals, corporations, and even the U.S. govern-
ment to malicious hackers[16]. The CryptoWall ransomware attack
was able to extort over $18 million in its first year of operation[4].
The WannaCry ransomware attack, developed by North Korea, in-
discriminately affected more than 80 hospital systems worldwide,
and is part of a growing trend of attacks that aim for maximum

GECCO ’22, July 9–13, 2022, Boston, MA, USA
© 2022 Copyright held by the owner/author(s).
ACM ISBN 978-1-4503-9237-2/22/07.
https://doi.org/10.1145/3512290.3528844

damage against a host of targets[29]. Given the immense risks to
both safety and property, it is in the public interest to better un-
derstand the behavior of attackers in order to develop effective
defensive strategies.

In mitigating and preventing cyberattacks, network adminis-
trators have limited options. They can engage in vulnerability
scanning, or simply enumerating all potential vulnerabilities on
a network[1]. However, with one database showing an average
of 255 known vulnerabilities per software configuration, this ap-
proach does little to identify the most pressing vulnerabilities to
mitigate[12]. Penetration testing involves dedicating a team to dis-
cover weaknesses by conducting, for example, capture-the-flag ex-
ercises on a network. Although important, this form of testing costs
between $10,000 and $100,000, is often only conducted biannually,
and can result in network downtime if an attack is successful[1].

Breach and simulation (BAS) tools attempt to provide an au-
tomated solution that addresses the drawbacks of each of these
methods. BAS tools benefit from an understanding of real attacker
behavior, providing insight into which vulnerabilities are most
pressing. Since attacks are simulated, these benefits can be real-
ized without the cost and risk of penetration testing. BAS tools
do not eliminate the need for penetration testing completely, as
they rely on existing data and are not robust to zero-day or new
attacks[1]. However, they offer a necessary intermediate provid-
ing an automated, context-aware prioritization for vulnerability
mitigation. These tools can be seen as a form of cyber hunting, or
proactively anticipating and mitigating attacks based on a model
of the attacker’s behavior[18].

In this paper, we use a BAS framework to model and simulate a
game between attackers and defenders on a network. We analyze
two potential models for agents and show that coevolution results
in a strong and diverse solution set while reducing computational
overhead. Simulations such as this could lead to a better understand-
ing of attacker behavior and the development of more effective and
efficient mitigations.

In line with prior research, we model a cyberattack as a zero-
sum game played between an attacker and defender on a network
environment[27]. Specifically, the attacker selects one or more at-
tack patterns to leverage against the defender’s network. Simultane-
ously, the defender selects software(s) to patch, or upgrade, to the
next software iteration. The reward for the attacker is computed
as the sum of the risk scores of the product configurations affected
by their attack; the defender’s reward is the negation of this. We
model these as simultaneous actions, for, in a real-world setting,
an attacker may not know the complete network structure before
launching an attack, and the defender certainly cannot know an
attacker’s strategy, tactics, or techniques a priori. Furthermore, no
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internal state is revealed after either action, since a failed attack
does not uncover new insights into the network structure. Unlike
other BAS tools, which primarily focus on modeling attacker behav-
ior, bringing in the defender can help us better understand zero-day
attacks, a traditional weakness of BAS[1].

We note the challenging nature of these environments, which
can be viewed from several angles, including solving for Nash
equilibria, combinatorial optimization, Markov decision processes
(MDPs) with adversarial rewards, or reinforcement learning (RL).
In any case, the problem is NP-hard, and any solution will be ap-
proximate. With the infeasibility of finding an optimal solution,
we compare two different approaches: multi-agent reinforcement
learning (MARL), or a competition between two RL agents, and
coevolution, an evolutionary competition between two populations.
Figure 1 contains an overview of the system. In our implementa-
tion, we use grammatical evolution (GE) as the evolutionary search
mechanism[22].

Past research on this problem formulation has focused on apply-
ing coevolution as a means to solve for specific Nash equilibrium
(NE) solutions among a population, and can be extended to popula-
tion members that represent mixed strategy NE, or NE composed
of a distribution over fixed strategies[31]. We take a slightly dif-
ferent approach and make a connection between coevolution and
RL in the process. Instead of looking for individual equilibrium
solutions among the population, we model the populations itself
as a distribution over fixed strategies, so the group as a whole be-
comes a mixed strategy NE. Under this model, the mean population
reward has a beautiful interpretation as the expected reward ob-
tained by selecting a strategy to play uniformly at random from
the population. Rather than hand-picking a Nash equilibrium from
the population, we let the evolutionary dynamics, which seek to
maximize the average population reward, select the distribution
of strategies for us. The population as a whole can now be com-
pared to an RL agent which selects actions based on some learned
probability distribution.

We primarily focus on mixed strategy equilibria because our
knowledge of the environment tells us that, intuitively, there exist
very few stable fixed strategy NE. To see why this is the case,
take, for example, an attacker who threatens a certain product
configuration with an attack pattern. The best response of the
defender is to patch that product, thus mitigating the attack and
resulting in a lower reward for the attacker. In this scenario, it may
become advantageous for the attacker to randomize their actions
according to some probability distribution over attack patterns.
These dynamics are also seen in practice[21]. We also note that the
set of mixed strategy NE is a superset of fixed strategy NE, so we
gain, rather than lose, generalizability through this assumption.

Through this simulation, we hope to answer the following re-
search questions. How do the solutions generated using a mixed strat-
egy coevolutionary model compare with a standard RL algorithm?
Since we are operating in an online learning setting in which agents
learn by interacting directly with the environment, the tradeoff
between exploration of new strategies and exploitation of existing
ones bearing high reward is key. As a subquestion, we add: How
do exploration/exploitation decisions vary between the RL and GE
algorithms? In answering these questions, we offer the following
contributions:

Figure 1: A representation of the system. Both coevolutionary
and multi-agent RL systems interact with the environment
(a network) and learn through observed rewards.

• Proposing a novel approach tomodelingmixed strategyNash
equilibria as a coevolutionary population in cybersecurity
simulations
• Comparing the results of such a coevolution to reinforce-
ment learning agents competing in the same cybersecurity
environment

We proceed as follows. Section 2 details the background neces-
sary to understand our contribution. Section 3 describes our method
and evaluation. Section 4 presents our results. Section 5 analyzes
these results, and Section 6 proposes several avenues for future
research.

2 BACKGROUND
A variety of approaches exist to simulating cyberattacks. To play
optimally, agents must find best response functions which lead to a
Nash equilibrium. We begin by highlighting the general landscape
of cybersecurity simulations, define Nash equilibria on a game, and
introduce both algorithms for analysis.

2.1 Cybersecurity Simulation
Much research has been done to simulate the competition between
attackers and defenders in cyber warfare. These methods vary in
their algorithmic variant, participant behaviors, environment, and
objective function, but the primary differentiator is the choice of
action space, or range of possible actions an agent may take.

The breadth of action spaces utilized in prior research can be
placed on a spectrum from very concrete actions on specific sys-
tems to more general, network-wide abstractions. One class of
simulations has focused on operating on particular code bases and
could prove useful in training models for threat detection and mon-
itoring. Coev-Malware and ArmsRace involved injecting lines of
malicious code while a vendor aimed for early detection of the
security bug[8, 26]. In the middle of the spectrum lies RIVALS-
DDOS, which simulates a DDOS environment while not actually
running any malware itself[23]. Taking a broader view, a recent
development, EvoAPT, creates a competition using abstract attack
patterns on a simulated network[27]. We describe more details of
the EvoAPT framework in Section 2.4.
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2.2 Nash Equilibria
A Nash equilbrium occurs when two players are playing their best
response to the strategies of their opponent(s), and no player can
deviate to achieve a higher payoff. Let (𝑆, 𝑟 ) be a game of n players,
where 𝑆 = (𝑆1 . . . 𝑆𝑛) contains the strategy set 𝑆𝑖 for each player
and 𝑟 : 𝑥 → R is the reward function. Each player selects a strategy
𝑥𝑖 ∈ 𝑆𝑖 from their strategy set. For simplicity, we denote 𝑥−𝑖 as
the selected strategies of all other players except player 𝑖 . A set of
chosen strategies 𝑥∗ is a Nash equilbirium if

∀𝑖, 𝑥𝑖 ∈ 𝑆𝑖 , 𝑟 (𝑥𝑖 , 𝑥−𝑖 ) ≤ 𝑟 (𝑥∗𝑖 , 𝑥
∗
−𝑖 )

In other words, no player can deviate from their equilibrium
strategy 𝑥∗

𝑖
and receive a higher payoff. In the context of our simu-

lation, this corresponds to selecting a distribution of attack patterns
for which no further improvement in reward can be made, given the
defender’s mitigation strategy, and vice versa. The key is finding
an intersection of each player’s best response function, such that
no player would deviate to achieve a higher payoff.

To find a player’s best response function exactly, one could draw
a game tree, enumerate all possible branches, and find the optimal
action via backwards induction. The problem then becomes one of
performing brute force search over the entire state space. In our case,
this amounts to search over all combinations of attack patterns and
software patches. Heuristics such as alpha-beta pruning improve
the search time by proactively pruning branches, but solving still
requires search and full knowledge of the opponent’s actions[11].
This approach becomes infeasible when the number of possible
states or actions becomes too large.

2.3 Multi-Agent Reinforcement Learning
Reinforcement learning consists of one or more agents who interact
with an environment consisting of a set of states X, actionsA, and
a reward function 𝑟 : X𝑥A → R. The goal of the agent is to
maximize its reward. RL environments typically rely on the Markov
assumption that the environment is essentially memoryless, and
that the present state and reward only depends on the previous
state and action. Reinforcement learning agents are often evaluated
based on their regret 𝑅, which is defined as

𝑅 =

𝑇∑︁
𝑡=1

𝑟
𝜋𝑡
𝑡 −

𝑇∑︁
𝑡=1

𝑟𝜋
∗

𝑡

where the agent acts in 𝑡 = 1 . . .𝑇 rounds, 𝑟𝜋𝑡𝑡 is the average
reward achieved in round t from following policy 𝜋𝑡 , and 𝑟𝜋

∗
𝑡 is

the average reward achieved in round 𝑡 from following the optimal
policy 𝜋∗. Intuitively, regret is the difference in expected rewards
between following the learned policy and some optimal policy 𝜋∗.

Recent research has focused on multi-agent reinforcement learn-
ing (MARL), including problems in which two or more agents either
cooperatively or competitively act in an environment[30]. A special
case arises when agents neither observe their opponents’ actions
nor their impact on the agent’s state. In this case, the problem of
finding a best response can be reduced to solving a Markov decision
process with bandit feedback (where an agent only receives infor-
mation about the reward for actions taken) and adversarial rewards.
A recent algorithm was introduced which led to the lowest known

regret bound in this challenging environment, but their work has
not been implemented due to the need to solve a global optimization
problem using Online Mirror Descent after every environmental
interaction[13]. A recent publication introduced dilated bonuses
to maintain optimistic reward estimators in the face of adversarial
rewards, a key step to ensuring that agents continue to explore new
actions. This algorithm, however, requires the explicit enumeration
of the entire state and action space unless specific assumptions
are made, something that may be infeasible for the large action
spaces we are modeling[15]. For example, our task of selecting three
attack patterns simultaneously leads to over 100 million possible
actions–more rows than we want to store in a table.

An alternative to directly constructing this table is to use a neural
net to approximate each entry, in a field known as deep reinforce-
ment learning. Some work has been done on training robust deep re-
inforcement learning agents, but it has mainly focused on bounded
(and not adversarial) changes in the reward function, so using this
approach currently means setting aside theoretical guarantees on
the regret bound[20].

2.4 Coevolution
An alternative is evolution strategies, which have been used to solve
several traditional RL problems, including Atari and humanoid
walking[25]. Two evolutionary populations can be adversarially
paired in coevolution, and this has been used to solve for optimiza-
tion problems in which the environment can change, just like our
adversarial rewards[14]. Coevolution presents several key advan-
tages over RL models, including eliminating the need for gradient
updates and value function estimation[25]. Evolutionary methods
are much more flexible and pose few restrictions on the types of
environments that may be used.

EvoAPT applied coevolutionary algorithms to a competitive
cybersecurity environment[27]. The EvoAPT framework is note-
worthy for its method of quantifying the objective function for
optimization. While other simulations have focused on detection
time, accuracy, and disruption as measures of success, the EvoAPT
utilizes the Common Vulnerability Scoring System (CVSS) scores,
an extension of the Common Vulnerability Enumeration (CVE)
database, as a measure of the success of a particular attack[3, 5, 27].
Linking several necessary databases, including CommonAttack Pat-
tern Enumeration and Classification (CAPEC) attack patterns and
Common Platform Enumeration (CPE) software configuration iden-
tifiers is possible through a graph database called BRON[2, 6, 12].
Using CVSS scores is advantageous as it allows quantifying the
impact of attacks by their risk level, thus meeting the goal of BAS
tools to rank vulnerability risk based on anticipated attacker behav-
ior. We borrow the reward function and simultaneous attack and
defense environment from the EvoAPT framework.

Prior work on finding Nash equilibria in cyber simulations has
focused on finding strategies that are evolutionarily stable and
therefore correspond to Nash equilibria[31]. The results from such
attempts were mixed, and did not show a clear advantage to using
coevolutionary algorithms over other techniques for finding Nash
equilibria. To our knowledge, no work has been done treating the
coevolutionary populations as a mixed strategy in the cybersecurity
simulation domain.
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3 METHOD
Webegin by detailing themodeling assumptions of the environment.
We then describe each algorithm in turn and the modifications to
the environment necessary for its function.

We define our simulation environment as follows:
• The game proceeds in rounds. In a single round, both an
attack and a defense aremade simultaneously, independently,
and without knowledge of the other player’s actions. This
models a real-world scenario, where an attacker may not
know the network structure before launching an attack, and
the defender certainly cannot know which attack patterns
will be selected. At the end of the round, both players see
their own reward, but do not learn the other player’s actions.
• An attack is the selection of three attack patterns from the
CAPEC repository[6]. There may be 0, 1, or more than 1
software configurations affected by each attack pattern. Cur-
rently, there are 546 CAPECs resulting in 162,771,336 poten-
tial combinations.
• A defense is the selection of three software configurations, as
identified by CPE, to patch on the network[2]. A patch incre-
ments every instance of the particular software to the next
available version, similar to how a network administrator
would roll out a systemwide update. There is no guarantee
the upgrade will fix any security risks to particular attack
patterns, and may introduce new ones. In our simulations,
we used a network with 20 unique software configurations
for a total of 8,000 patch combinations.
• The environment is a model of an enterprise network. It
contains a map between each software configuration and
the number of occurrences on the network. We used a single
network to keep all experiments consistent.
• The reward is the sum of the CVSS scores for every software
configuration on the network affected by the selected attack
patterns. This is a minimax game, so the attacker receives
a positive reward with increased risk, while the defender
receives the negation of that reward. The defender’s max
reward is 0, while the attacker’s max reward depends on the
network.

In this environment, a Nash equilibrium strategy involves a
distribution over attack patterns (patches) that results in the highest
(lowest) average reward, given the opponent’s strategy.

We now describe the application of this game to each learning
algorithm.

3.1 Coevolution
Due to the versatility of coevolution, the process of encoding this
game in a grammar is relatively straightforward. The grammar
used for attacker-defender interactions is found in Listing 1. The
chosen hyperparameter combinations for evaluation are displayed
in Table 2. GE baseline and GE elite are based on default arguments
for the coevolution[10]. GE low mutation and GE low mutation,
elite are based upon prior research[27]. An interpretation of these
hyperparameters may be found in Table 1.

In a novel modeling approach, we treat each population as an
agent (either attacker or defender) and its members as strategies
in a mixed strategy NE. To understand the motivation for this

Listing 1: Coevolution grammar. The attacker selects three
attack patterns (denoted ap in this listing) while the defender
selects three application identifiers to patch. A single round
involves input from both <attack> and <defense>.
\ # ATTACK GRAMMAR
<a t t a ck > : : = <ap > , <ap > , <ap>
<ap> : : = 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 . . .

\ # DEFENSE GRAMMAR
<de fense > : : = < so f tware > , < so f tware > , < so f tware >
< so f tware > : : = 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | . . .

Table 1: Interpretation of coevolutionary hyperparameters. A
high mutation probability resulted in higher turnover in the
population, leading to exploration. An increase in crossover
probability resulted in greater recombination among solu-
tions in the population, leading to faster adoption of strong
solutions. A larger elite size created more consistency in the
population over multiple generations, thus dampening oscil-
lations in the population reward.

Hyperparameter Interpretation

Mutation probability Exploration parameter
Crossover probability Exploitation parameter

Elite size Convergence pressure

model, we recall that a mixed strategy is simply a distribution over
fixed or deterministic strategies. Assume we have a mixed strategy
we would like to play by sampling elements from a population of
strategies. We could play this mixed strategy by sampling each
strategy from the population according to our desired distribution.
If we wanted to store fewer strategies, we could approximate the
full distribution by limiting the size of the population to some upper
bound 𝑘 by taking the top 𝑘 strategies with the highest probability
of play.

Now assume that we can only sample from our population
with uniform probability. If we had a near-infinite population size
(𝑘 = ∞), we could approximate any continuous distribution, or
mixed strategy, by allowing duplicate strategies in our population
and assigning slots in the population according to the desired prob-
ability distribution. As 𝑘 decreases, the approximation becomes
more rough, but we can still sample uniformly from the population
and get an approximation for our mixed strategy distribution. Just
as each representative in a democratic government stands for a
portion of the people, each representative in the population stands
for a portion of the strategies in our distribution.

This formulation has two advantages. First, there is no need
to hand-pick strategies from the population, as the evolutionary
dynamics allocate members of the population in order to maximize
individual fitness, which in turn maximizes the collective fitness. In
other words, the dynamics are already present to select for members
of the population which approximate the optimal mixed strategy
NE. Secondly, the mean population reward obtained from the coevo-
lutionary algorithm is exactly equal to the expected reward from
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Table 2: Coevolution hyperparameters. All experiments were conducted with a population size of 10 and tournament size of 2.

Algorithm Name Mutation probability Crossover probability Elite size

GE baseline 0.5 0.25 0
GE elite 0.5 0.25 4

GE low mutation 0.1 0.8 0
GE low mutation, elite 0.1 0.8 4

playing a round with a single randomly selected strategy from the
population. This means we have an exact metric to measure perfor-
mance, and a fair way to compare a coevolutionary population to a
single RL agent operating under its own learned distribution over
actions.

For all algorithms we keep the tournament size constant at 2 in
line with previous research[31]. For the population size, we had
two warring factors that had to be balanced. To model the entire
continuous space of mixed strategy Nash equilibria, we would need
an infinite population size. However, the most expensive aspect
of the coevolution is the 𝑂 (𝑛2) fitness evaluations that must be
conducted, where 𝑛 is the population size. We selected a population
size of 10 as the largest possible while maintaining reasonable
runtimes in our implementation.

3.2 Reinforcement Learning
For the reinforcement learning case, we had to be a bit more careful
in our design. Standard RL algorithms, such as those present in
the StableBaselines3 package which we used, require a specific
environmental API, which does not allow the opponent’s actions
to be taken in parallel[24]. In fact, since each agent is only taking
a single action and observes a reward, without seeing the action
of its opponent, our environment is much more like a multi-armed
bandit problem with adversarial rewards than a standard MARL
environment. With this in mind, we model each agent as acting
in an MDP with adversarial rewards. We developed two separate
OpenAI gym environments–one for each agent–and updated each
with changes to the opponent’s strategy[7].

We also altered the action spaces of our environment in order
to ensure compatibility with the RL algorithms, as RL algorithms
generally perform poorly when presented with large discrete action
spaces[9]. To handle the large number of attack pattern combina-
tions, we converted the action space for the selection of attack
pattern triplets into a continuous action space represented by a
cube of edge length 2 centered at the origin. The agent’s action was
represented by the selection of a coordinate within this cube. To
convert this point into three attack patterns, we simply partitioned
each axis into equal-sized intervals, with each interval representing
a single attack pattern. Thus, we could determine the attack pattern
𝑐 (𝑥𝑖 ) for coordinate 𝑥𝑖 of dimension 𝑖 by taking

𝑐 (𝑥𝑖 ) = 𝐶𝐴𝑃𝐸𝐶𝑆

[ ⌊
𝑥𝑖 + 1
2

𝑙𝑒𝑛(𝐶𝐴𝑃𝐸𝐶𝑆)
⌋ ]

where 𝐶𝐴𝑃𝐸𝐶𝑆 is some zero-indexed list of CAPECs, 𝑙𝑒𝑛 de-
notes the length function, and 𝑥 [𝑖] denotes the 𝑖th element of list
x. Note that this is equivalent to partitioning the size-2 cube into
𝑙𝑒𝑛(𝐶𝐴𝑃𝐸𝐶𝑆)3 smaller cubes of side length 2/𝑙𝑒𝑛(𝐶𝐴𝑃𝐸𝐶𝑆), where

each represents a unique combination of 3 CAPECs. We recognize
that this structure could imply some sort of spatial relation between
CAPECs that may adversely affect the model’s learning. On the
whole, however, we hypothesize that this spatial relation was to the
algorithm’s advantage, since CAPEC identifiers are often grouped
by similarity in the CAPEC taxonomy[6].

We encountered several design decisions when selecting an RL
algorithm for comparison. We selected the A2C model due to its
fast wall clock running time, versatility in state and action space
representations, and well-tested implementation in the Stable Base-
lines3 package[19, 24]. Due to the NP-completeness of the problem,
it would be impossible to compare the quality of the RL solutions
relative to the unknown set of Nash equilibria. Since our goal was
primarily to compare our grammatical coevolution approach to
some other baseline, we simply used the default learning rate of
0.0007 provided in the StableBaselines3 package[24].

Next, we needed to derive our own adversarial training algorithm.
We trained both the attack and defense agents in an alternating
schedule using a single environmental sample (ie a batch size of
1) for each agent per episode. Each agent would learn using an
environmental sample, update its internal model, make a predic-
tion, and update their opponent’s reward function based on their
adversarially chosen action. Our variation stands in contrast to
some other adversarial machine learning methods, such as Genera-
tive Adversarial Networks (GANs), in which generally one agent,
say the generator, is trained using a much larger batch size before
alternating to train the discriminator, and vice versa. This is usu-
ally done for performance reasons, since training a GAN using a
batch size of 1 would waste too much time in performing gradient
updates. The drawback to such time-saving measures lies in issues
such as mode collapse, where one agent can quickly evolve and
fail to provide useful gradients to its opponent[17]. We anticipated
similar issues with larger batch sizes in our case, including agents
that could specialize in thwarting a single attack from their oppo-
nent and catastrophically forget a more diverse strategy set. Our
training algorithm is presented in Algorithm 1.

3.3 Comparison
Our overarching research question as stated in Section 1 was to
compare both coevolution and RL approaches in solving our cyber-
security problem. In order to answer this question, we needed a
basis to quantify the amount of learning each algorithm had per-
formed to accurately compare the results. For this purpose, we
chose to evaluate each algorithm based on the number of internal
parameter updates made. In the case of coevolution, this would cor-
respond to 10 (the population size) updates per generation for both
the attacker and defender; for RL, one update is accumulated every
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Algorithm 1MARL Training Algorithm. The algorithm takes in the attacker and defender reinforcement learning agents and environments,
and executes each over n episodes with a batch size of 1. This version stores cumulative reward; modifications can be made to log individual
rewards
Input:
a: Agents e: Environments 𝑛: Episodes, 𝑛 > 0 𝑁 : Network
Output: 𝑟 cumulative reward
𝑟 ← 0 // Initialize reward
for 𝑖 ∈ [1, . . . , 𝑛] do // for each episode

learn(a𝑎, e𝑎) // Learn attack agent on environment for 1 step using one environmental sample
(𝑐1, 𝑐2, 𝑐3), 𝑟𝑎 ← 𝑝 (a𝑎) // Predict CAPEC attack patterns from agent and get reward
𝑟 ← 𝑟 + 𝑟𝑎 // Update cumulative reward
𝑒𝑑 .set_capecs(𝑐1, 𝑐2, 𝑐3)) // Update defense environment reward function based on CAPEC attack patterns, i.e adversarial reward choice
a𝑎 ←reset(a𝑎) // Reset attack environment
learn(a𝑑 , e𝑑 ) // Learn defense agent on environment for 1 step using 1 environmental sample
(𝑝1, 𝑝2, 𝑝3), 𝑟𝑑 , 𝑁𝑝 ← 𝑝 (a𝑎, 𝑁 ) // Predict patches, modify network from agent, and get reward
𝑟 ← 𝑟 − 𝑟𝑑 // Update cumulative reward. Minimax, so 𝑟𝑎 is negative of 𝑟𝑎 .
𝑒𝑎 .set_network(𝑁𝑝 ) // Update attack environment reward function based on modified network, i.e adversarial reward choice
a𝑑 ← reset(a𝑑 ) // Reset defense environment

end for

return 𝑟 // Cumulative reward

episode, since our batch size was 1. We therefore grouped every
10 RL episodes into a generation, where we use the term loosely
here as a matter of convenience to compare to the coevolution. We
note that other heuristics for comparison could have been used,
including number of environment calls and CPU time.

4 RESULTS
We expected both the reinforcement learning and coevolutionary
algorithms to achieve rewards on the same order of magnitude, but
thought that the RL algorithm would achieve a modestly higher
cumulative reward for the attacker. This is because RL algorithms
are tuned to minimize regret, or, in other words, to optimize the
decision between exploration and exploitation. In our model, the
attacker had the largest state space to search, so we would expect
the benefits of RL to be more pronounced in this challenging case,
leading to a higher cumulative reward. We also expected more
stability in the RL rewards, as coevolutionary population dynamics
can vary significantly between iterations.

Our hypothesis about oscillations in the coevolutionary reward
were correct. In some cases, the reward oscillated wildly during
training, as shown in Figure 2. This is because the population size for
coevolution is somewhat analogous to a batch size for RL, since the
entire population of attack strategies is updated before an update
to the defense strategies is made, and vice versa. Several hyperpa-
rameters could be tuned to minimize such oscillations. We found
the best results with a low mutation and high crossover rate in line
with prior research[31]. We believe this combination performed
well since the low mutation probability preserved strong solutions,
while the high crossover probability leveled the playing field be-
tween individual solutions in the population, in line with our model
of the population as a probability distribution over individual strate-
gies. To a lesser extent, a positive elite size helped convergence by
maintaining consistency in the population across generation.

Figure 2: Comparing the average reward as a function of
training generation for the coevolutionary algorithm under
four sets of hyperparameters. A low mutation rate seemed
to offer the strongest dampening on the reward. Hyperpa-
rameter values for each variant may be found in Table 2.

As an aside, we note that although the choice in coevolutionary
hyperparameters had a large impact on the strength of the reward
oscillations, in most cases, it had little impact on the cumulative
reward achieved, as shown in Figure 3. This suggests that coevolu-
tion is robust to some hyperparameter misspecification[28]. This
could prove to be a huge benefit in training, due to the complexi-
ties involved in training adversarial machine learning methods in
general and MARL methods in particular[30].

Contrary to our expectations, the coevolutionary and RL algo-
rithms seemed to converge to very different equilibria, as shown
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Figure 3: Cumulative reward as a function of training gen-
eration. Although the choice in hyperparameters had a big
impact on the strength of the reward oscillations for coevo-
lution, in most cases, it had little impact on the cumulative
reward. Note that, although the optimal policy is not known,
a higher cumulative reward means a lower regret for the
attacker—hence, all GE variants were able to achieve a better
attacker regret bound than the RL variant under these pa-
rameters.

Figure 4: RL reward compared to average GE low mutation
reward over 5 runs with min andmax ranges shaded. In most
cases, the average RL reward does not meet the minimum
GE reward.

in Figure 4. Specifically, the attacker in general performed much
better through coevolution than the RL variant. We break down this
difference into several potential causes. The first could be related
to our necessary adjustment to the attacker’s action space in the
RL variant. Because the algorithm had no clear delimiter between
combinations in the continuous space, it may have wasted time ex-
ploring small perturbations that resulted in the same attack patterns

Table 3: Number of unique CAPEC attack patterns explored
by algorithm. The RL algorithm explored more than all but
the GE baseline.

Algorithm Number unique CAPECs explored

GE baseline 282
GE elite 192

GE low mutation 112
GE low mutation, elite 82

RL 248

being selected. If this were the case, however, we would expect the
RL algorithm to have explored fewer unique attack patterns, not
more as shown in Table 3 A more likely explanation stems from
the fact that the RL algorithm relies on optimistic estimators for
the rewards of particular actions in order to regulate the level of
exploration. As shown in Table 3, the RL algorithm explored more
unique attack patterns than all but the baseline coevolutionary
algorithm. It seems that the adversarial rewards place a downward
bias on the optimistic reward estimators, pushing the RL algorithm
toward excessive exploration.

In many cases, the RL reward lay below even the minimum re-
ward range over multiple runs of the GE algorithm, further proving
that these are indeed very different equilibria. Due to the nature
of the problem and the possibility of multiple NE, it would be im-
possible for us to make a value judgment as to which solutions
was "better." In this specific scenario, and under the specific hy-
perparameters we used, however, we were able to find several
certificates of non-optimality demonstrating that the RL agents had
not converged to some stable equilibrium. If the RL attacker were
performing optimally under a mixed strategy, we would expect its
reward to sometimes lie above the minimum GE realized reward.
This is because we would expect the attacker to occasionally select
an attack pattern combination for which the defender does not yet
have a good defense, leading to a high attack reward. This is not
the case, and suggests that the RL algorithm did not achieve an
optimal ratio between exploration and exploitation under these
parameters. We also found many iterations in which the RL defense
agent patched the same software multiple times in a single action,
a policy that could not lead to further improvement in reward. The
defender could at least diversify its portfolio of mitigations to safe-
guard against new attacker exploration. It seems that excessive
exploration led to suboptimal performance for the RL algorithm
over training. The cumulative effect of this was a lower reward for
the RL attacker, as shown in Figure 3.

5 DISCUSSION
Our goal was to compare the results of both an RL and a coevolu-
tionary algorithm in solving for Nash equilibria in a competitive cy-
bersecurity environment. Finding an optimal selection of strategies
can be framed as a game tree search or combinatorial optimization
problem, which is NP-hard, and infeasible for all but the smallest of
problems. To compare these two approaches, we developed a novel
method for framing evolutionary populations as mixed strategy NE,
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and we created an approach to adversarially train two reinforce-
ment learning agents over the same cybersecurity environment as
coevolution.

In the absence of a concrete knowledge of the local equilibria in
our reward function to which we could compare our solutions, it
was impossible to rank the approaches and qualify the performance.
This was not our goal. In fact, what is better for the attacker is
worse for the defender, and vice versa. We were left instead to
compare algorithms and create benchmarks, which is what we
did. We relied on indicators of optimality: the reward to which the
algorithm converged after many iterations, the cumulative reward
as a proxy for (negative) regret, and the distribution and quality of
the solutions themselves.

These indicators suggest that, with the hyperparameter combi-
nations we used, the MARL approach did not achieve high quality
solutions. This was likely due to the fact that the reward estimators
used are not robust to adversarial attacks–a known limitation of
the algorithm we utilized. This is not to say that there does not
exist some combination of hyperparameters under which the RL
algorithm may have fared better. On the contrary, we are convinced
that there are. We are instead focused on the purpose of our inves-
tigation, which was practical: to develop the tools to compare these
two approaches, which will allow us to make a judgment call on
which variant to use for a specific network model on a case by case
basis.

Among all the potential equilibria, and without theoretical guar-
antees of optimality from either algorithm, it may be this process
of comparison that affords us the highest quality solutions. Just as
the RL results served as a baseline for which we could compare
various GE hyperparamter configurations, maybe the GE results
could serve as guidance to tuning RL hyperparameters in the future,
sort of like an alternating optimization method. GE’s robustness
to some level of hyperparamter misspecification may make it es-
pecially suitable for this process, as one could quickly arrive at a
representative solution for coevolutionary algorithms as a baseline
for comparison.

In the face of this challenging environment, we note the versatil-
ity of coevolution. Without any assumptions about the adversary’s
behavior, environment, or the shape of the rewards, we were able
to achieve high quality solutions that demonstrated a trend toward
convergence. There was no need to alter the action space as neces-
sary in RL, and both the attacker and defender could simultaneously
act in the same environment. Finally, the simplicity of themodel and
the absence of the need for gradient updates can be advantageous.

One previous drawback of coevolution in this context was the
need to select a Nash equilibrium strategy from the population. By
modeling the population as a mixed strategy NE, we were able to
sidestep this difficulty altogether. We found that, in our model, a
high crossover probability among the population helped to stabilize
the reward of the solutions, likely because it allowed for a more
diverse mixture of attack pattern and patch combinations to be
played. One limitation of this approach is the fact that a finite-size
population is only a rough approximation for a distribution over
strategies. Another limitation is the possibility of the crossover
events creating strategies that are less optimal (such as duplicating
attack patterns), but this seems to be outweighed by the benefits

toward convergence. The key result is that this model allows coevo-
lution to create mixed, probabilistic strategies in a manner similar to
RL while requiring fewer assumptions and with greater robustness
to hyperparameter misspecification in our environment.

6 FUTUREWORK
There are several avenues we hope to explore in future work. On
the subject of coevolution, the mutation probability is the key hy-
perparameter that controls the exploration/exploitation balance.
Research could be done to determine the relationship between this
parameter, the convergence of solutions, and the cumulative reward
achieved. Heuristics could be developed for setting this parameter
based on environmental conditions, such as the size of the action
space. Finally, modifications could be made to bar crossover events
from resulting in repeat attack patterns in the same strategy, for
example.

The next major RL-related development to pursue would be to
tune its hyperparameters and compare the results to those obtained
from coevolution. We anticipate that in our model, we could im-
prove the attacker’s cumulative reward to be more in line with that
of the coevolution. A linkage could be found between the optimal
hyperparamters for GE and RL, allowing one to train the coevolu-
tion, which generally runs much faster on a CPU, and use those
results to tune the RL hyperparameters.

A major weakness we identified in RL was the lack of theoret-
ical guarantees on robustness to adversarial losses. We hope to
implement the dilated bonuses algorithm discussed in section 2 to
see if this improves outcomes. The combination of this theoretical
grounding with investment in hyperparameter tuning could lead
the RL agents to be a basis for comparison and evaluation of the
coevolutionary solutions.

Future work could also expand upon the environment in order
to more realistically model cyber attack progressions. The option
of using taps as a form of mitigation on certain software could be
added. We also hope to create more realistic network models using
a data driven approach on which we could evaluate simulations
and observe trends.
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