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ABSTRACT

Dynamic binary translation (DBT) is a ubiquitous technique
for program emulation, instrumentation and debugging. Full-
system dynamic binary translators, which can run operating
systems, are required to emulate interrupt delivery. Existing
full-system dynamic binary translators use a simple scheme
to do so, by attaching to each translated code block a prologue
that checks for pending interrupts. However, this approach is
inefficient, as interrupts are delivered infrequently, relatively
to the execution of translated blocks, and therefore most of
the interrupt checks are unnecessary and wasteful.

In this paper, we present an alternative novel and effi-
cient interrupt checking scheme. Our main insight is that
emulating interrupt delivery can be done more efficiently
by interrupting the execution of translated code blocks as
it eliminates the need for repeated checks for pending in-
terrupts. To deliver interrupts in such a fashion, we employ
binary rewriting and handle the various situations in which
the blocks might be interrupted. We implement our interrupt
delivery scheme on our full-system dynamic binary trans-
lator LATX, which is based on QEMU. The experimental
result shows that it provides a speedup of 2.x% on average
for SPEC CPU2000, hdparm and CoreMark benchmarks. Al-
though our scheme increases the interrupt latency by up to
30%, the overall performance is not affected negatively in
any benchmark.
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1 INTRODUCTION

Dynamic binary translation is widely used in program emula-
tion [2, 6, 9, 10, 31], instrumentation [3, 7, 19, 23], debugging
[8, 12, 21], and additional use cases [30]. There are two types
of dynamic binary translators (DBT) based on the use-case.
The first one is user-mode DBT, which can only execute user-
space programs. The DBT and the program must be compiled
for the same operating system. The second one is full-system
DBT, which can run a complete operating system. With hard-
ware emulation, the operating system can be arbitrary. In
general, the term guest refers to the program executed by
DBT. And the term host refers to the platform to run DBT.
In a full-system dynamic binary translator, emulating in-
terrupt delivery is an important component [25]. Modern op-
erating systems are usually interrupt-driven to manage hard-
ware resources. The state-of-the-art full-system DBT, QEMU
[2], contains many software implementations of many hard-
ware devices, such as serial and network chips. The emula-
tion of devices is separated from the emulation of CPU, which
is running on a standalone thread named "vCPU thread".
The vCPU thread is responsible for translating and execut-
ing the guest binaries. When an interrupt is delivered to the
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guest, the vCPU thread should pause code translation and
execution, and instead handle the pending interrupt. The
simplest way to do so is to add an interrupt checking pro-
logue into the translated blocks. The translated blocks are
generated through binary translation and they are used to
emulate the guest instructions’ functionality. During the ex-
ecution of the translated blocks, the vCPU thread continues
to check if there are interrupts pending.

In fact, the interrupt happens much more infrequently
compared to the execution of translated blocks. In addition to
checking the pending interrupts inside the translated blocks,
the vCPU thread also has additional opportunities to serve
the pending interrupts. The interrupt checking code inside
each translated block is wasteful if there is no interrupt
pending. According to the profiling result in Figure 3, a large
number of pending interrupt checks are unnecessary.

In this paper, we propose a novel and efficient scheme to
eliminate the overhead of unnecessary interrupt checks. The
main idea is to inform the vCPU thread when an interrupt
should be delivered, instead of checking the pending inter-
rupts repeatedly. When the vCPU thread receives the info, it
will stop executing translated blocks and go to handle the
interrupts. We utilize the Linux/Unix signals and run-time
binary rewriting technique to inform the vCPU thread.

Implementing this idea introduces two challenges. The
first challenge is that we need to make sure the interrupt is
handled within a reasonable time. The second challenge is
performing binary rewriting and synchronization correctly
in the presence of multiple vCPU threads. Both are described
in detail in Section 4.

The main contributions of this paper are as follows:

e We design a novel and efficient scheme for interrupt
checks in a full-system dynamic binary translator.
With this new approach, we can eliminate the unnec-
essary overhead during the emulation of CPU.

e We implement this scheme in our full-system dynamic
binary translator LATX, which is based on the state-
of-art DBT, QEMU 6.0. LATX runs on LoongArch [16]
host and is able to run x86 guests. Our scheme can be
easily applied to other full-system DBT.

e We present a detailed evaluation of LATX interrupt
checking scheme and its impact on interrupt latency
and performance.

The rest of this paper is organized as follows. Section 2 tells
the basic concepts in binary translation and Section 3 shows
the motivation example. Section 4 describes the design and
implementation. Section 5 performs the evaluation. Then
Section 6 gives a brief description of related works. Finally,
Section 7 concludes the above.
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2 BACKGROUND

In this section, we give some background on dynamic binary
translation and full-system dynamic binary translator (DBT).

2.1 Dynamic Binary Translation

Dynamic binary translation is a ubiquitous technique to
emulate programs. The instruction set architecture (ISA) to
be emulated is the guest’s ISA and DBT follows the host’s
ISA. By translating the guest binaries into host binaries, DBT
can be cross-ISA. For example, it can translate ARM binaries
into x86 binaries, and run them on the x86 platform.

The translation process is organized as code blocks.
A piece of continuous guest instructions forms a single-
entry/single-exit block. This guest block is translated into
one host binary block. In this paper, we use the term basic
block to represent this piece of guest instructions and the
term translated block to represent the host binary block.
DBT executes as a loop of the lookup-translation phase and
execution phase. During the lookup-translation phase, DBT
searches the existing translated blocks to find the next block
to execute. If that fails, DBT fetches the guest binaries and
generates the translated block. During the execution phase,
DBT simply executes the translated blocks.

A context switch is used to switch between these two
phases. In QEMU, the context switch code is named prologue
and epilogue. The prologue is used to switch from the lookup-
translation phase to the execution phase and the epilogue is
the opposite. The reason context switches are necessary is
that the application binary interface (ABI) is the guest and
the host is different. The binary code of DBT follows the host
ABL. For efficiency, the translated blocks do not follow the
host ABIL. We use the term Block Context to represent the
context in which DBT is executing translated blocks and the
term DBT Context to represent the context in which DBT
is executing its own binaries, which follow the host ABL

DBT Context Block Context Block Context
andie Interrup Block A Block A
Context Switch Jump block B
Lookup Next |:> Context Switch

Figure 1: Block Chaining. In this example, block A ends with
a direct jump targeting block B

Figure 1 shows a typical optimization named block chain-
ing. A basic block usually ends with a branch, a call, a return,
or other control flow instruction. After executing one block,
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DBT needs to look up the next block. For an indirect jump,
this is reasonable since the jump target is known only after
its execution. But for direct jump, the lookup can be redun-
dant since the jump target is fixed. In Figure 1, block A ends
with a direct jump targeting block B. After executing block
A, DBT will look up block B. If block B does not exist, it is
generated through binary translation. Afterward, every time
block A finishes executing, block B will be executed. To be
more efficient, a direct jump instruction is inserted at the
end of block A. After the execution of block A, the control
flow is redirected to block B directly, without any context
switch or lookup.

2.2 Full system DBT

A full-system DBT can run a complete operating system.
To accomplish that, the hardware environment must be em-
ulacode ted. The state-of-the-art full-system DBT, QEMU,
contains the software implementations of many hardware
devices. Just like the real hardware, the emulated hardware
also needs to be managed through interrupts.

Block Context DBT Context
Check Interrupt Check Interrupt Handle Interrupt |
Interrupt
Block A Block B
Lookup Next
Jump block B Jump block C : :

Context Switch |— Context Switch

Figure 2: The Basic Interrupt Checking Scheme

Interrupt handling is processed in DBT Context as shown
in Figure 1. Handling interrupt is a complex job and might
change the control flow to the interrupt handler. Figure 2
shows the basic interrupt checking mechanism in full-system
DBT. A small piece of host’s binary code to check for pend-
ing interrupts is inserted at the beginning of each translated
block. Once there is a pending interrupt, DBT will jump to
the context switch code and switch to DBT Context. This
interrupt checking mechanism works correctly with block
chaining. It maintains precise interrupts for the guest be-
cause the interrupts are handled at the block boundary.

Modern full-system DBTs, such as QEMU, usually utilize
multiple threads to help the emulation of hardware. The
vCPU thread is responsible for managing the translated
blocks. It executes the blocks, searches the blocks, and gener-
ates the blocks through binary translation. It is also respon-
sible for handling the interrupts, which might change the
control flow. The other thread, whose name in QEMU is "IO
Thread", is responsible for the emulation of hardware devices.
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When the emulated hardware needs to send an interrupt to
the CPU, the IO thread will set an interrupt pending flag.
Once the vCPU thread’s interrupt checking code sees the
flag, it will emulate the interrupt injection on the vCPU.

3 MOTIVATION

Existing full-system DBT utilizes the interrupt checking
mechanism shown in figure 2. This is a simple and correct
mechanism, which is easy to implement and not easy to get
wrong. But it is inefficient because it makes the vCPU thread
keep checking interrupts repeatedly. Compared to the exe-
cution of translated blocks, interrupts are delivered much
more infrequently.
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Figure 3: Number of Unnecessary Interrupt Checks

Figure 3 shows the profiling result of interrupt checks.
When an interrupt check reports that there are interrupts
pending, it is regarded as an effective interrupt check. Oth-
erwise, it is regarded as an unnecessary interrupt check. We
record the number of unnecessary interrupt checks between
each two effective interrupt checks. We denote this num-
ber by NUIC. The NUIC is collected with a global counter
that is increased by 1 at each unnecessary interrupt check.
It is recorded and then cleared to zero at an effective inter-
rupt check. The larger NUIC is, the more time is wasted on
unnecessary interrupt checks.

For CoreMark [11], which is a small CPU-bound bench-
mark, the average NUIC is 1,120,754. The total number of
effective interrupt checks in CoreMark is 8252. It is obvious
that a lot of time is wasted on interrupt checks. For hdparm
[18], which is a small I0-bound benchmark, the average
NUIC is 83,655. This is much less than that in CoreMark,
but it is still a large number. The total number of effective
interrupt checks in hdparm is 4603.
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We propose a novel scheme to remove the proactive inter-
rupt checks inside the translated blocks. In the next section,
we will give the details of our design.

4 DESIGN AND IMPLEMENTATION

The main idea is to inform the vCPU thread when an inter-
rupt should be delivered to avoid repeated interrupt checks.
We utilize the Linux/Unix signals as the communication
mechanism. When the vCPU thread receives the info, it will
stop executing translated blocks and switch to DBT Context
to handle interrupts. As a result, interrupt checking code can
be removed.

From another perspective, this is very similar to the behav-
ior of real hardware. While the CPU is executing instructions,
it does not check the pending interrupts proactively. Instead,
the CPU automatically transfers to the interrupt handler
when it receives an interrupt.

4.1 Unlink and Relink

The key operation to implement our scheme is called unlink.
Unlink is operated on one specific translated block to make
sure that the vCPU thread will switch to DBT Context after
executing this block. Every time the vCPU thread switches to
DBT Context, pending interrupts are checked and handled.

Due to the block chaining optimization, one translated
block can jump to another directly through a jump instruc-
tion. Initially, this jump instruction’s target is its next in-
struction. And it is followed by the context switch code,
which redirects the control flow back to DBT Context. After
block chaining, the jump instruction’s target will be another
block’s entry address.

Block Context DBT Context
Handle Interrupt
Block A Block A
Jump block B Jump next
- - :‘ Lookup Next
Context Switch Context Switch T
Block B Block E

Figure 4: The Unlink Operation

Figure 4 shows the unlink operation. Unlink utilizes run-
time binary rewriting technique to modify this jump instruc-
tion’s destination from another block’s entry to the address
of its next instruction, which is the beginning of the con-
text switch code. In LoongArch, this is done by writing the
new jump instruction with an atomic store instruction. In
addition, we bound one vCPU thread to one physical CPU
core, then we can flush the instruction icache to finish the
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synchronization between store and instruction fetch. For
blocks that are not chained, unlink simply does nothing.

DBT Context

Block Context

Handle Interrupt
Block A

Jump block B <:| Jump next :|
Context Switch Context Switch

Block B B]

Block A

Lookup Next

Translation

Figure 5: The Relink Operation

Figure 5 shows the relink operation. Unlink also records
the original chaining data, such as block A jump to block
B. Then relink can recover the block chaining according to
the recorded data. Once the vCPU thread switches to DBT
Context, relink will be done immediately. If no chaining data
is recorded, relink will do nothing.

The main challenge here is to identify the correct trans-
lated block that needs to be unlinked. The vCPU thread is
not executing translated blocks all the time. It does the trans-
lation job when it fails to look up the next block. For some
complex instructions, it uses helper functions to finish the
emulation.

The second challenge is the synchronization of unlink and
relink when there are multiple vCPU threads. Modern full-
system DBT usually utilizes the host multicore architecture
to help the emulation of guest multicore architecture [6,
29]. When two vCPU threads are operating on the same
translated block, the unlink and relink should be carefully
processed.

4.2 Block Execution

The vCPU thread is an infinite loop of the lookup-translation
phase and execution phase. Two important things are done
between these two phases. One is handling exceptions and
the other is handling interrupts. Every time the vCPU thread
switches to DBT Context from Block Context, pending inter-
rupts are checked and handled. During the execution phase,
we need to unlink the translated block that is currently exe-
cuting. After executing this block, the vCPU thread naturally
switches to DBT Context. During the lookup-translation
phase, we simply do nothing,.

We utilize the signal mechanism to inform the vCPU
thread when an interrupt should be delivered to the guest.
The signal handler of the vCPU thread does the unlink oper-
ation. After that, the vCPU thread will go back to execute
the unlinked block and finally switch to DBT Context. The
key information that is needed is the program counter (PC)
indicating the place where the vCPU thread got interrupted
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by a signal. This PC is provided by the signal, so we call it
SGPC (Signal PC) for convenience. Then we need to find out
which block is currently running.

DBT Context

L call helper

Helper

exception —>| Handle Exception |
Handle Interrupt
Lookup Next

(a) (b)

Jump block B
Context Switch

Jump block B
Context Switch

Figure 6: Block Execution

In the first situation, which is also the simplest one, a
translated block contains no jump, branch, or call. If this kind
of block is currently executing when the signal is delivered,
the SGPC must be located inside its address range. We can
find it by searching all the translated blocks to see if there is
one block’s address range that covers the SGPC.

In the second situation, which is described in Figure 6a,
the execution of one block may cause exceptions. To emulate
the behavior of guest exception, the vCPU thread switches to
DBT Context before it completes the execution of the entire
translated block. If this kind of block is currently executing
when the signal is delivered, we can find it when the SGPC
is before the exception. Otherwise, it is the same as the third
situation.

Figure 6b describes the third situation, in which the signal
is delivered while the vCPU executes the helper function.
For some instructions, the DBT does not generate translated
code to directly emulate them. Instead, it generates instruc-
tions to call a helper function, which finishes the emulation.
The emulation of guest exception is also done by helper
functions. If the SGPC is located inside one helper function,
we can not find the currently executing block. In addition,
helper functions usually call many other functions to finish
the emulation work. That means we can not use the return
address directly.

Fortunately, helper functions run in DBT Context. There-
fore context switch must be done before its execution. We
modify the context switch code to save the currently execut-
ing block into memory. We call this block HPBlock, which
stands for "helper block". If the signal handler finds the HP-
Block is not empty, it will unlink the HPBlock directly.

Finally, we need to distinguish the helper functions from
other DBT Context. It is easy to do so since helper functions
are only called from Block Context. We use one flag named
BlockExec to indicate whether the vCPU thread is executing
translated blocks. This flag is set before the execution phase
and cleared after switching to DBT Context.
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4.3 Interrupt Signal Handler

The signal handler of the vCPU thread is responsible for
unlinking the translated block. Algorithm 1 describes the
action that the interrupt signal handler takes. The CCHi
stands for the highest address of code cache and the CCLo
stands for the lowest address of code cache. If the SGPC
is located inside the code cache, the vCPU thread must be
executing translated blocks. Otherwise, the vCPU thread
might be executing inside a helper function, or in other DBT
Context.

Algorithm 1: Interrupt Signal Handler
Input: SGPC, BlockExec, CCLo, CCHi, HPBlock

block = null;
if BlockExec is 1 then /* Block Context x/
if CCLo <= SGPC <= CCHi then
‘ block = search_block(SGPC);

else
L block = HPBlock;

else /* DBT Context */
L do nothing;

if block != null then
L Unlink(block);

Overall, the signal handler is pretty simple. The most com-
plex operation is searching the block with SGPC. QEMU uses
the data structure GTree [28] to help search. According to its
documents, GTree is an opaque data structure representing a
balanced binary tree, which can perform lookups efficiently.

v

=y ez
: H call helper
Helper|
Lookup Next P %@%
A
@ Jump block B
@Z@ Handle Interrupt |« Context Switch
DBT Context &z Signal

Figure 7: Interrupt Situation

Figure 7 shows four different situations in which the vCPU
thread is interrupted by a signal. The signal handler takes
different actions in different situations. For Signal-A, the
SGPC is located outside the code cache, and the BlockExec
flag is 0. The signal handler simply does nothing. For Signal-B,
the SGPC is located outside the code cache, but the BlockExec
flag is 1. This means the vCPU thread is executing a helper
function so the HPBlock should be unlinked. For Signal-C
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and Signal-D, the SGPC is located inside the code cache. The
signal handler searches the blocks to find the block that is
currently running and unlink it.

4.4 Recheck after Handling

For situation A shown in Figure 7, if an interrupt is deliv-
ered after the interrupt handling and before the execution of
translated blocks, the signal handler does nothing. But the
vCPU thread will switch into Block Context soon after, and
it might take a long time to switch back to DBT Context.

To deal with this problem, we add the interrupt checking
code in the context switch code. This small piece of context
switch code is different from those used for helper functions.
It is only used before the vCPU thread starts executing the
translated blocks. The flag BlockExec is also set inside it. With
this modification, the signal handler can safely ignore this
situation. And this kind of context switch is not frequently
executed with block chaining.

4.5 Multiple Threads

Modern full-system DBT usually utilizes the host multicore
architecture to help the emulation of guest multicore ar-
chitecture [6, 7, 29]. This is done by using multiple threads
offered by the host operating system. Each thread is responsi-
ble for emulating one core of the guest. So there can be more
than one vCPU thread. To maintain efficiency, the translated
blocks are shared by multiple threads.

vCPU Thread 1 vCPU Thread 2

l Unlink(block) Block

_| Unlink(block)

_ | Relink(block)

....................... |]|:||::> Jump block B
- A Context Switch
Relink(block)

Figure 8: Unlink and Relink with two threads

The unlink and relink operations must be protected by
locks, in case two or more vCPU threads are modifying the
same block at the same time. But this is not enough. Con-
sider the situation shown in Figure 8. At the time A, thread 1
and thread 2 both finish the unlink operation. Then thread 1
continues to execute the unlinked block and switch back to
the DBT Context. At the time B, before thread 2 starts execut-
ing this block, thread 1 finishes the relink operation. Then
thread 2 continues to execute this block, which is, however,
not unlinked.

We establish a rule to address this problem. The key is
to make sure that only the last relink operation works. In
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the unlink operation, each thread saves its thread ID into
the metadata of this block. In the relink operation, each
thread clears its thread ID. When thread 1 is doing the relink
operation, it can see the ID of thread 2 and know that thread
2 has not relinked it yet. Then thread 1 simply clears its
thread ID and finish the relink operation. At the time B in
Figure 8, this block is still unlinked. After thread 2 executed
this block, it switches to DBT Context. When thread 2 is
doing the relink operation, it can only see its own thread
ID. Then it can safely relink this block and clear the thread
ID. With the lock protecting the unlink and relink operation,
setting or clearing the thread ID is atomic.

4.6 Other Architectures

Our scheme is not limited to LoongArch. We reuse many
functions provided by QEMU, which is a retargetable DBT.
The unlink and relink operation utilize the function designed
for block chaining. Two things are done in this function. One
is modifying the jump instruction atomically and the other
is flushing the instruction cache for certain architectures. In
some architectures, the run-time binary rewriting is more
complex. For example, x86 requires INT3 to be set and more
complicated synchronization [14].

In some platforms, the memory can not be writable and
executable at the same time. We can map two different virtual
memory spaces to the same physical memory space. The
two virtual memory spaces have different privileges. The
RW space is readable and writable but not executable. The
RE space is readable and executable but not writable. The
RW is used to store the translated blocks and enable run-
time binary rewriting. The RE is used to execute translated
blocks. QEMU utilizes the memfd and mmap to implement
this strategy.

The other difference is the signal mechanism. Different
architectures usually have a different definition of the data
structure used by the signal handler.

5 EVALUATION

In this section, we evaluate the performance of LATX with
and without our novel scheme. Since we modify the interrupt
checking mechanism, we also evaluate the extra interrupt
latency introduced by our scheme. In addition, we provide
some profiling results of interrupt handling. Finally, we test
our scheme with multiple-thread mode enabled.

5.1 Evaluation Setup

We evaluate our full-system dynamic binary translator LATX,
which is based on the state-of-the-art DBT, QEMU 6.0. The
host platform is loongson 3A5000 [17] processor using Loon-
gArch [16] instruction set architecture. It is a 64-bit 12 nm
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processor with 4 cores running on 2.5 GHz. The host operat-
ing system is Linux 4.19. The guest platform is i386 ubuntu
server 16.04 with Linux kernel 4.4.

The benchmark we choose is SPEC CPU2000 [24] statically
compiled with O3 optimization by GCC 4.8. We evaluate all
its CINT benchmarks with reference input. We also run two
additional microbenchmarks. One is a CPU-bound bench-
mark, CoreMark [11]. The other is an IO-bound benchmark,
hdparm [18]. The baseline is LATX without our interrupt
checking scheme. LATX is a full-system DBT based on QEMU
6.0 and is able to run x86 guests.

5.2 Performance
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Figure 9: CoreMark and hdparm

We first evaluate the overall performance by running two
benchmarks. CoreMark is run 5 times, hdparm is run 20 times,
and the average score is presented. Figure 9 shows the results.
We limit the maximum number of guest instructions of each
basic block to 1, 2, 4, 6 and 8 to have a better understanding.
The default value is 255.

When the maximum block size is limited to 1, the speedup
is 25.8% for CoreMark and 15.0% for hdparm. This is reason-
able because we remove the interrupt checking code in all
blocks. The more blocks are executed, the more overheads
are caused by the interrupt checking code. With the increase
in block size, the number of blocks is decreased, and the
number of the removed interrupt checking code is decreased
too. Finally, the speedup is 2.8% for CoreMark when the
maximum block size is 255.

For the I0-bound benchmark hdparm, there is nearly no
speedup. This is because the interrupt latency is increased.
And the result of hdparm is not stable enough. More details
are described in section 5.3.

Figure 10 shows the performance improvement of the
SPEC CPU2000 CINT benchmark. Each program is executed
3 times and the geometric mean is presented. The result is
approximately the same as CoreMark. On average, when
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the maximum block size is 1, the performance improvement
is 31%. The overall performance improvement is 2.2% with
the default block size. No benchmark shows performance
slowdown.

Note that the 181 mcf has the lowest improvement among
all benchmarks. Even when the maximum block size is lim-
ited to 1, the improvement is only 7%. This is because the
behavior of 181 mcf is different from others. According to
the profiling results of SPEC CPU2000 in the work [15], the
cache miss ratio of 181 mcf is very high. This tremendously
limits its potential to improve performance. The profiling
results in Figure 15 also prove this.

According to the evaluation result, our scheme works
better when the maximum block size is small. This is usually
used when the full-system DBT is running in single-step
mode.

5.3 Interrupt Latency

The interrupt latency is increased in our scheme since the
interrupts are delivered through an additional communica-
tion mechanism. Consider the situation that an interrupt
is delivered when the vCPU thread is executing inside one
translated block A. In the original basic scheme, one flag is set
by another thread and then the vCPU thread checkes it at the
beginning of the next translated block. In our scheme, a sig-
nal is sent to the vCPU thread. Then the vCPU thread needs
to find the current executing translated block and unlink it.
In both schemes, the translated block A runs to completion
before the interrupt handler is invoked.

We now measure the extra interrupt latency caused by
our scheme. We pick three key time points related to the
interrupt latency. T-send is the time when an interrupt is
sent to the vCPU thread. Usually, the interrupt is sent from
another thread, but sometimes the vCPU thread could send
an interrupt to itself. T-exec is the time when DBT starts
to handle the pending interrupts. Emulation of interrupt
delivery is a complex work, in which the DBT needs to check
the type of the interrupt and find out if the current vCPU
is ready to serve this kind of interrupt. Then DBT needs to
emulate the behavior of the real guest CPU, such as walking
the Interrupt Description Table (IDT) for x86 guests and
switching the context to prepare for handling the interrupt.
Finally, T-done is the time when DBT finishes handling the
interrupt and gets ready to execute the interrupt handler.

We measure two types of interrupt latency. Send-Exec is
the time starting from T-send to T-exec. And Send-Done
is the time starting from T-send to T-done. In general, the
first one represents the interrupt latency seen by DBT and
the second one represents the interrupt latency seen by the
guest operating system.
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Figure 10: SPEC CPU2000 CINT Performance Speedup
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Figure 11: SPEC CPU2000 CINT Interrupt Latency The maximum size of basic block is 255.

Figure 11 illustrates the profiling results of interrupt la-
tency. We still use the ratio of interrupt latency. For Send-
Exec we distinguish between two different situations. The
cross-thread (ct) situation means the signal is sent from
another thread to the vCPU thread. The same-thread (st)
situation means the signal is sent from the vCPU thread
itself. For the latter situation, the signal is redundant. In
our implementation, no signal is sent in the same-thread
situation.

In general, the Send-Exec (st) shows the extra latency
caused by the signal handler. And the Send-Exec (ct) shows
all the extra latency, which includes the signal delivery over-
head and the execution time of the signal handler. According
to the result, the overall overhead is about 30%, and the sig-
nal handler is responsible for about 7%. The Send-Done
(ct) shows the extra latency seen by the guest is about 21%
overall.

Table 1: Interrupt Latency (us)

Latency baseline | our scheme | increase
Send-Exec(ct) 19.51 25.46 30%
Send-Exec(st) 3.69 3.96 7%
Send-Done(ct) | 29.88 36.35 21%

The interrupt latency does increase, but the extra overhead
is only 30% over the baseline. Table 1 is the value of interrupt
latency measured in microseconds. According to the result
in Figure 9 the increased interrupt latency does not impact
the overall performance. And considering the whole process
of interrupt handling, the interrupt handler gets rid of the
burden of checking pending interrupts, which improves the
overall performance. In other words, our scheme speeds up
the common cases but introduces overheads in the infrequent
events in which an interrupt is actually delivered to the guest.
So that the overall performance is improved.
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Figure 12: Signal Handler Profile. NoBlock: do nothing.
HPBlock: simply unlink the HPBlock. Search: search to find the
translated block that is currently executing.
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If the signal handler does not need to search the blocks, it
will be very simple and efficient. We profile the cases that
are met by the signal handler. Figure 12 shows the profiling
result of different cases. On average, there are 67% cases in
which we need to search the currently executing block. And
in 24% cases, the signal handler only needs to unlink the
HPBlock. In the remaining 7% cases the signal handler simply
does nothing.

[ Send-Exec (ct)
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Figure 13: SPEC CPU2000 CINT Interrupt Latency Eval-
uate the affect of the maximum size of basic block. The value is the
average interrupt latency normalized to baseline.

If the signal handler does need to search the blocks, the
overhead will depend on the number of existing blocks. As
the maximum block size decreases, the number of translated
blocks increases, which enlarges the overhead of the signal
handler. Figure 13 shows the result of the interrupt latency
with a different maximum size of the basic block. When the
maximum block size is limited to 1, the interrupt latency is
increased by 42% compared to the baseline. Note that when
the maximum block size is larger than 8, the extra overhead
is always around 30%. The reason is that increasing the max-
imum block size does not increase the actual size of every
block. Many basic blocks are naturally small because one
basic block should end up with a control transfer instruction
including jump, branch and call. Those control transfer in-
structions are pretty common in many programs. Moreover,
in a full-system DBT, many privileged instructions should
be considered as the end of a basic block.

Note that the signal delivery mechanism introduces con-
siderably greater overhead than the signal handler. Recently,
a new hardware extension, named User-Space Interrupts
[5, 20] has been introduced. It enables user-space processes
to send interrupts directly to each other. The testing result
in work [20] shows that the user-space interrupt is 17 times
faster than the signal mechanism. If we use the user-space
interrupts as the communication mechanism in our scheme,
the interrupt latency might be increased by only about 10%,
which is completely negligible. But currently, the support is
limited to certain architectures.
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5.4 Sensitivity Test

The extra interrupt latency introduced by our scheme mainly
comes from two sources. One is the delay caused by the
signal mechanism and the other is the overhead caused by
the signal handler. Since we can not control the first one, we
should keep the signal handler efficient. In the worst case of
our signal handler, searching the translated blocks, which
is time-consuming, should be performed. But in all other
situations, the signal handler is pretty simple.
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Figure 14: Signal Handler Overhead Test. The horizontal
axis is the increasing retio of the interrupt latency. For example,
x=100% means the interrupt latency is doubled. The result is nor-
malized to LATX with our unmodified scheme.

We manually increase the overhead of the signal handler
to test its influence on the overall performance. The result
is shown in Figure 14. Here we use LATX with our scheme
as the baseline. Its interrupt latency Send-Exec(ct) is 25 us
on average, which is shown in Table 1. With the interrupt
latency increasing, the performance should be decreasing. In
both CoreMark and hdparm, when the latency is increased
by 100% (aka 50 us), the performance is still more than 99%.
Even if we increase the latency to 250 us, which is 10 times
longer than the baseline, the performance is still more than
94%. Note that our scheme only introduces a 30% overhead
compared to the original scheme, whose average interrupt
latency Send-Exec(ct) is 19 us shown in Table 1.



SYSTOR ’22, June 13-15, 2022, Haifa, Israel

Gen Niu, Fuxin Zhang, and Xinyu Li

[ BR-num BR-miss-num BR-miss-ratio  EEE CA-num B8 CA-miss-num E= CA-miss-ratio
.
S 120% =
0 =
Q o =
x 110% = N
o] =
@ 100% = e = =g - =
© 90% N RE ENERE NRE - NERE TN A RNERE - R BERE - BRE e PRNESE N
£
§ 80% 1= . 5 TN

70% -
164.9zip 175.vpr 176.gcc 181.mcf  186.crafty 197.parser 252.eon 253.perlbomk 254.gap 255.vortex 256.bzip2  300.twolf Average

Figure 15: SPEC CPU2000 CINT Branch(BR) and Cache(CA) Profile Result

5.5 Speedup Analysis

Here we are trying to find out where the performance im-
provement comes from. A simple fact is that the number
of dynamically executed host instructions is decreased. Our
scheme removes the interrupt checking code from all trans-
lated blocks. This can explain the apparent performance
speedup when the maximum block size is 1.

Figure 15 is the profiling result for branch and cache col-
lected by the Linux perf [22] tool. On average the number
of branch instructions is reduced by 11% and the number of
cache access is reduced by 5%. This is reasonable since the
interrupt checking code contains a load instruction and a
branch instruction. For the behavior of the cache, the num-
ber of cache misses is not reduced at all, so the overall cache
miss ratio is increased. For the behavior of the branch, the
number of branch miss is reduced by 12% and the overall
branch miss ratio is reduced by 1%.

The profiling result in Figure 15 also explains the behavior
of 181.mcf as shown in Figure 10. Both the branch num-
ber and the cache miss are not apparently reduced, so the
speedup of 181.mcf is pretty small.
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Figure 16: Modified Checking Codes Test

Another experiment is performed to evaluate the effect
of the load and branch in the interrupt checking code. We
manually modify the interrupt checking code to test its per-
formance. For this matter, we ignore its function of checking
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interrupt but focus on its overhead. The interrupt checking
code of the baseline consists of one load instruction and one
branch instruction. The OPT is our scheme that removes all
the interrupt checking code. The LD contains only one load
at the beginning of each translated block. Similarly, the LD-
LD contains two loads and the LD-LD-LD contains three.
The LD-LD-BR contains two loads and one branch and the
LD-BR-BR contains one load and two branches.

Figure 16 shows the result of CoreMark with modified
interrupt checking code. The LD-LD-BR and LD-BR-BR
both contain more instructions than the baseline, so their
performance gets decreased. Note that the LD-BR-BR is sig-
nificantly lower, which means the branch instruction harms
the performance more badly than the load instruction. The
LD-LD simply replaces the branch instruction from the base-
line, and its performance becomes better. On the other hand,
the LD is very close to the OPT when the block size is 255.

A similar evaluation is performed on x86 to get further
observation. We modify the standard QEMU 6.0 to run this
experiment. The host platform is AMD Ryzen 7 Pro 4750G
with ubuntu 20.04. The baseline is LD1BR1, which contains
one load and one branch. We add more load instructions
or branch instructions on the baseline to see how the per-
formance gets decreased. The LD2BR1, LD3BR1, LD4BR1
contains more load instructions and the LD1BR2, LD1BR3,
LD1BR4 contain more branch instructions.

Figure 17 shows the result of CoreMark with modified in-
terrupt checking code on x86. In all the results, the LD1BR2
is lower than the LD1BR1 and the LD1BR3 is lower than the
LD3BR1. It is also true for the LD1BR4 and the LD4BR1.

Overall, we can conclude from the above that the perfor-
mance gained by our scheme is mostly from removing the
branch instruction in the interrupt checking code, compared
to removing the load instruction.
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Figure 17: Modified Checking Codes Test on x86

5.6 Multiple Threads

The extra overhead under multiple thread environments
mostly comes from conflicts. Conflict is defined as the situa-
tion where two or more vCPU threads are operating on the
same translated block in their unlink and relink operation at
the same time. The former experiments are performed with
only one vCPU thread so no conflict occurs.

In fact, conflict is rare. Different vCPU threads are usually
executing different translated blocks. Without any synchro-
nization mechanism, different vCPU threads will probably
not execute the same code at the same time.

We perform the experiment with SPEC CPU2000 running
in multiple thread mode. The test, train and reference input
dataset are used. In both two-thread mode and four-thread
mode, no conflict is observed. Without conflicts, no more
overhead will be introduced in multiple thread mode, which
means our scheme is also efficient when a full-system DBT
is running with multiple vCPU threads.

6 RELATED WORKS

In this section, we give the previous design of the interrupt
checking mechanism in full-system dynamic binary trans-
lator. We also discuss that in the hardware virtualization
targeting same-ISA virtualization.

Many full-system DBTs utilize the interrupt checking
mechanism shown in Figure 2. We treat this mechanism
as the basic scheme. Embra [31] says it detects the external
interrupts on its own. QEMU [2] follows this basic scheme
since its version 1.5. Captive [26, 27] runs a full-system DBT
in guest mode using hardware virtualization. Its external
interrupts are propagated as real interrupts into the guest
system. But the interrupt handler simply causes a flag to be
set to indicate the pending interrupts, which is the same as
the basic scheme.

Some full-system DBT runs on bare metal directly. DAISY
[10] emulates PowerPC and it responds to the external in-
terrupt directly on real hardware. Its interrupt handler is an
incrementally compiled version of the standard PowerPC
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interrupt handler. The Transmeta Code Morphing [9] con-
tains a roll-back mechanism to deal with external interrupts.
When an interrupt is delivered, the Crusoe processor will
roll back and switch to handle the interrupt automatically.
They all don’t need to check the pending interrupts inside
the translated blocks.

Other schemes are trying to reduce the overhead of in-
terrupt checking. Spink et al. [25] propose an algorithm to
decrease the static and dynamic interrupt checks in a region-
based DBT. But it only reduces the interrupt checks inside
one region, which is generated from multiple blocks. The
vCPU thread still needs to check interrupts on its own. QEMU
[2] utilizes a similar zero-overhead interrupt handling mech-
anism before its version 1.5. But it suffers from serious race
conditions [25] that all the blocks in the same chain of trans-
lated blocks are required to be modified.

Hardware virtualization has been developed for years to
virtualize a complete operating system. Handling interrupts
is also an important thing for virtual machines. In QEMU
KVM, the IO thread sends the interrupt to the KVM vCPU
thread through the inter-processor interrupt (IPI). But the
IPI can cause VM exit, which is not efficient. Many archi-
tectures support posted interrupt [1, 4, 13] to directly send
an interrupt into the guest system. Unlike the interrupts in
DBT, the CPU in guest mode can handle the interrupt di-
rectly. Then the guest system automatically transfers to the
corresponding interrupt handler.

Recently, a new hardware extension, named User-Space
Interrupts [5, 20] has been introduced in some architectures.
It allows a user-space process to directly send an interrupt
to another user-space process. This new feature can be used
in full-system DBT as the interrupt deliver mechanism.

7 CONCLUSION

In this paper we propose a novel and efficient interrupt
checking scheme for a full-system dynamic binary trans-
lator. Our scheme removes the interrupt checking code from
all translated blocks, which results in an overall performance
speedup. The interrupts are sent through the Linux/Unix sig-
nal mechanism. The interrupt latency is slightly increased,
but it does not harm the overall performance. Other com-
munication mechanisms such as user-space interrupts can
be used to further reduce the interrupt latency. Through
additional experiments, we find that the performance gained
by our scheme mostly comes from the elimination of branch
instruction from the original interrupt checking code.
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