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ABSTRACT
Leveraging security automation and orchestration technologies

enables security analysts to respond more quickly and accurately to

threats. However, current tooling is limited to automating very

finely scoped and hand-coded situations, such as quarantining

known malware and blocking traffic from known malicious do-

mains. Recent research has sought to bridge the gap between this

kind of automated security and autonomous cyber defense, lever-
aging reinforcement learning (RL) on top of basic automation to

enable intelligent response. This paper provides foundational analy-
sis of autonomous agents trained with Tabular Q-Learning through

a series of experiments examining a range of network scenarios.

Our results demonstrate that off-the-shelf Tabular Q-Learning does

not offer a single, superior solution across all scenarios. However,

we also find that modifying the underlying state encoding and up-

date function can influence the robustness of the defensive agent to

generalize to unseen evaluation environments without a significant

loss in accuracy. These results highlight potential optimizations

for more advanced RL techniques as well as provide a baseline for

others leveraging RL for defensive cyber automation.

CCS CONCEPTS
• Security and privacy → Network security; • Computing
methodologies→ Reinforcement learning; Modeling and sim-
ulation;

KEYWORDS
autonomous cyber defense, reinforcement learning, intrusion re-

sponse, network security
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1 INTRODUCTION
Typical enterprise security deploys monitoring software that gen-

erates alerts, triaged by human analysts. Advances in security au-

tomation technologies have brought efficiencies by automatically

triggering a response or executing a playbook [32] in response to

these alerts. Such automation saves analyst time, reduces personnel

load, enables faster response to intrusions, and limits damage. Indus-

try collaborations have defined standardized response/playbooks

to further simplify automation; e.g. the Integrated Adaptive Cy-

ber Defense (IACD) playbook specification [14] and the Incident

Response Consortium’s playbook policy engine [15].

Current state-of-the-art playbook technologies focus on encod-

ing the mechanics of how to respond to intrusions and less on

the underlying decision. While both problems are challenging, au-

tomating decisions is particularly difficult given the abundance of

false-positives generated by benign user activity and the potentially

high productivity cost to incorrect defensive actions. Consequently,

current automation technologies only handle alerts with known

low false-positive rates. Technologies that process alerts with high

false-positive rates rely heavily on human operators to hardcode

if-then decision logic to correlate specific alerts and responses.

Instead, by leveraging machine learning (ML) techniques, we

can train an agent that is able to autonomously defend a system,

minimizing self-damage from responses that use noisy sensor data.

Research in this space – termed Autonomous Cyber Defense (ACD) –
has spanned the past few decades and grown from early work using

expert systems [5] to most recently using reinforcement learning

(RL) [28]. These latter types of systems are advantageous in that

they learn effective policies that maintain system performance in

the face of persistent adversaries, without being told what those

policies should be. Recent advancements in this space have shown

success applying state-of-the-art RL to ACD [8, 11, 12, 22].
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This work builds on prior research by providing foundational
analysis of the Tabular Q-Learning RL algorithm as a baseline to

compare other ACD solutions to. Tabular Q-Learning is well-suited

to foundational analysis due to its simple design, allowing us to

describe its implementation with high detail. By contrast, more

advanced approaches can produce stronger results, but can also

be harder to analyze. Moreover, because of its simplicity, we can

easily customize Tabular Q-Learning to test different variations.

We specifically experiment with modifying the state encoding and

update function, showing how doing so can produce a more effec-

tive defender in a variety of network topology and noise scenarios,

as well as when evaluated in unseen environments.

In testing and evaluating Tabular Q-Learning, we are (1) able to

identify areas of future work and enhancement, (2) understand the

utility of more advanced approaches, and (3) provide interpretable

baselines to compare to, contributing the following:

Comprehensive Testing. We provide a deep dive into Tabular

Q-Learning as applied to network defense through an extensive

series of experiments on a modified version of CyberBattleSim [20].

We vary network topology, attacker win condition, and detection

noise rate, comparing performance of different Tabular Q-Learning

variations against fixed defensive strategies and each other.

Abstraction and Reward. As part of our comprehensive testing,

we show how RL-based cyber defenders can use an abstracted state

space and a customized update function to provide a more robust

defense. Depending on the application, this enables ACD end-users

to encode a trade-off between accuracy and resiliency.

Transfer Learning. We run a set experiments showing the per-

formance of different Tabular Q-Learning variations in scenarios

where the training and evaluation environments are different. These

results show the viability of using an abstract state encoding to

hedge against differences in training and evaluation.

Paper Organization. Section 2 presents our formal model and

summarizes related work; Section 3 describes our extensions to

CyberBattleSim; Section 4 walks through our Tabular Q-Learning

approach; Section 5 details our experimental design; Section 6 pro-

vides results from our experiments; Section 7 discusses takeaways

from our results; and Section 8 highlights areas of future research.

2 BACKGROUND
This work focuses on the autonomous response problem, wherein

a defensive agent needs to automatically execute an action in re-

sponse to imperfect observations about an attacker. This section

provides background on this problem, covering our formal model,

the basics of Tabular Q-Learning, and an overview of related work.

2.1 Formal Model
We use a Markov Decision Process (MDP) to formally model the

problem, describing it as a 4-tuple < S,A,R𝑎,P𝑎 > where:

• S is the set of states; in this case encoding the defender’s

observation and other network information.

• A is the set of actions the defender can take; e.g. isolate a

host, reissue a user’s password, reimage a host, etc.

• R𝑎 : S × S → R is the immediate reward from executing

action 𝑎 in state 𝑠 and arriving in state 𝑠′, with the reward

based on some measure of compromise and availability.

• P𝑎 : S × S → {𝑥 ∈ R | 0 ≤ 𝑥 ≤ 1} is the probability that

executing action 𝑎 in state 𝑠 will result in state 𝑠′.

By design P𝑎 encodes the probabilities of state transitions re-

sulting from defender and attacker actions and the probabilities of

state changes due to receiving new (potentially incorrect) alerts.

2.2 RL and Tabular Q-Learning
Reinforcement learning (RL) techniques can provide approximate

solutions to MDPs, learning policies that maximize expected re-

ward over a finite time horizon. RL uses the same state, action, and
reward components but rather than conduct an exhaustive state

space search for the optimal policy, an agent interacts with the

environment and chooses actions based on its current state and a

reward/penalty from historic actions.

Our work has the agent interacting with a simulation of a cyber

environment as opposed to a real network, enabling more rapid

learning of policies. However, using a simulator necessarily requires

a simplification that leaves an extrapolation step to use the learned

policy in a real network. By contrast, emulated environments have

greater realism but require significant upfront cost to design and

build, with learned policies not guaranteed to generalize.

The Tabular Q-Learning class of RL methods seeks to learn the

expected reward for each state-action pair, maintaining a table

of these rewards referred to as the Q-matrix. Formally, we define

𝑄 : S×A → R such that𝑄 (𝑠, 𝑎) is the expected discounted reward
for executing action 𝑎 ∈ A in state 𝑠 ∈ S. To populate 𝑄 , we use

an iterative Bellman equation [37] update such that for timestep

𝑡 with the agent in state 𝑠𝑡 ∈ S, after executing action 𝑎𝑡 ∈ A,

receiving reward 𝑟𝑡 , and transitioning to new state 𝑠𝑡+1 ∈ S:

𝑄 ′ (𝑠𝑡 , 𝑎𝑡 ) ← 𝑄 (𝑠𝑡 , 𝑎𝑡 ) + 𝑙𝑟 · (𝑟𝑡 + 𝛾 ·max

𝑎
𝑄 (𝑠𝑡 , 𝑎)

−𝑄 (𝑠𝑡 , 𝑎𝑡 ))
(1)

where 𝑄 ′ (𝑠𝑡 , 𝑎𝑡 ) is the new Q-value for (𝑠𝑡 , 𝑎𝑡 ); 𝑙𝑟 is the learning
rate controlling how fast the values in Q change at each update;

𝛾 is the discount factor controlling the trade-off between future

and immediate rewards; and max𝑎 𝑄 (𝑠𝑡+1, 𝑎) is the estimate of the

optimal value over all actions if taken in the new state 𝑠𝑡+1.
Tabular Q-Learning also uses an exploration strategy that defines

when to choose actions by exploiting the currently learned policy/Q-
matrix or exploring new actions and outcomes. We focus on the 𝜖-
greedy strategy [38] as it provides some guarantees of convergence

to an optimal policy: at each time step we select the action with

the highest possible reward (exploitation) with probability 1 − 𝜖 ,
otherwise choosing an action at random (exploration).

2.3 Related Work
Drawing from the cyber resiliency [4] community, [28] justifies

using RL in ACD by applying Tabular Q-Learning to an abstract

cyber simulation environment where the attacker propagates prob-

abilistically through a network and the defender can do nothing,

isolate a host, or patch a host. Their experiments show the learned

policy can successfully defend the network, and is one of the few

works to examine Tabular Q-Learning.

[6] also examines Tabular Q-Learning. This work uses an abstract

network simulator encoding lateral movement, giving both the at-

tacker and defender partial observability at each step. The paper

 

150



Analysis of Tabular Q-Learning AISec ’22, November 11, 2022, Los Angeles, CA, USA

tests many RL algorithms for both attacker and defender, includ-

ing Tabular Q-Learning, four Monte-Carlo techniques (𝜖-greedy,

Softmax, Upper Confidence Bound 1 [2], and Discounted Upper

Confidence Bound [9]), a neural network, and a linear network.

Q-Learning results as one of the worst algorithms for the attacker,

but is one of the best algorithms for the defender.

FARLAND [22] implements more sophisticated RL solutions

by leveraging the RLlib [17] interface, integrating it into a hy-

brid simulation-emulation environment. Using this interface, they

show positive results against a simple attacker for Ape-X Deep Q-

Networks (APEX-DQN) [13], Proximal Policy Optimization (PPO)

[30], and Asynchronous Advantage Actor-Critic (A3C) [21]. How-

ever, each approach’s results drop against a more stealthy and de-

ceptive attacker, likely a result of FARLAND’s complexity; [28] and

[6] had different conclusions but used heavily abstracted simulation

environments that left little room for attacker strategy deviation.

The CybORG environment [3] also uses a hybrid simulation-

emulation environment, and as a publicly-released simulator
1
later

became the basis for the CAGE Challenge [1], a competition to

build effective autonomous cyber defense agents. In the most recent

competition the winning solution [8] used PPO with Curiosity [26]

for exploration. Their solution was also hierarchical: the defending

agent used an auxiliary model to classify the attacker strategy and

deploy a defense tuned to that strategy.

[11] uses RL with self-play for ACD, leveraging an additional

open-source simulator
2
that uses a more abstract network repre-

sentation than FARLAND or CybORG. The work tests PPO, RE-

INFORCE [27], and a new approach termed Auto-Regressive PPO
(PPO-AR) which exploits sequential decisions to reduce the action

space. Each approach is effective, with PPO-AR appearing strongest.

However, similar to [22], both PPO-AR and PPO struggle to con-

verge against an advanced and dynamic attacker.

Relative to [28] and [6], our experiments test a wider set of

network scenarios and use a more fine-grained network simulator

that more closely matches a real environment. [22] and [8] use

a more advanced simulator and sophisticated RL, but do not test

against the less-complex Tabular Q-Learning and only consider a

limited number of scenarios. Lastly, as opposed to [6, 8, 11, 22, 28],

our work features more baseline results to compare to.

Within the ACD domain, there is related work that does not

use RL or focus on network response. FlipIt [34] is a simple game

where an attacker and defender both have partial observability and

battle for control of a single resource. The original work derived

solutions via game theory, but has since been solved with Deep-

Q Networks [10] and a temporal-difference Q-learning approach

called QFlip3 [24]. The mechanics underneath FlipIt rely on the

timing of attacks/defenses and feature a smaller state space. In

contrast, network-oriented ACD has exponentially-sized state space

and is concerned with responding to noisy alerts while maintaining

network performance and availability.

Other game-theoretic solutions include [39], which implements

an automated response and recovery system bymodeling the attacker-

defender interaction as a two-player Stackelberg stochastic game

1
https://github.com/cage-challenge/cage-challenge-2/tree/main/CybORG

2
https://github.com/Limmen/gym-idsgame

3
https://github.com/lisaoakley/gym-flipit

[25], with the core of the approach being to construct an attack-

response tree for the protected system, convert the tree to a com-

petitive Markov decision process (CMDP) [7], and then solve the

resultant CMDP. Another example is the work of [23], which mod-

els the autonomous response problem as a Partially Observable

Markov Decision Process (POMDP), constructed through conver-

sion of an attack graph and using a more descriptive state space.

The resultant POMDP is then solved using Monto-Carlo planning

[31], using a game-theoretic cyber simulator to perform the search.

We consider autonomous red teaming [16, 33] research to be out

of scope due to asymmetry in modeling the attacker vs defender. In-

terested readers can consult the survey in [36], which also provides

a more extensive survey of autonomous response.

3 SIMULATION DESIGN
Our work expands Microsoft’s CyberBattleSim

4
simulation envi-

ronment [20], which utilizes the OpenAI Gym interface to train

RL-based attacker agents and comes pre-packaged with two RL

attacker agents. In this section, we provide an overview of the

originally released capabilities and detail our extensions.

3.1 Overview and Original Capabilities
Simulations within CyberBattleSim are organized into attacker-

defender games (episodes) over a specific network topology. Each

episode has amaximumnumber of turns (iterations), with an episode
ending when the attacker achieves its objective or reaching the

maximum number of iterations. Each turn the attacker executes

an action and then receives an observation of the environment –

including new information learned from executing the action – as

well as a reward, which is dictated by hardcoded values associating

actions, outcomes, and host importance. If the attacker achieves its

objectives, it receives a large reward and the episode ends.

The attacker can choose one of three action types: (1) exploit

a local vulnerability; (2) exploit a remote vulnerability; or (3) con-

nect to a remote host using lateral movement. Each action requires

different parameters, such as the specific vulnerability to use for ex-

ploitation or the specific user credentials to use for connect actions.

Actions also have preconditions – e.g., having already discovered

the target host, knowing the credentials for a user account, etc. –

with postconditions such as discovering new hosts, leaking creden-

tial information, gaining a foothold on a new host, etc.

CyberBattleSim networks are explicitly declared with what in-

dividual hosts, vulnerabilities, ports/protocols, and properties are

present on the network. Additionally, for each host the specifica-

tion declares pairs of credentials and ports that are authorized for

remote authentication and firewall rules to identify which ports

accept inbound or outbound traffic. To ensure the attacker is operat-

ing realistically, the CyberBattleSim environment cleanly separates

the attacker’s knowledge of the network and the specification of the

network, forcing partial observability and preventing the attacker

from trivially constructing an attack graph of the network.

3.2 Defender Interface
The original CyberBattleSim implementation only had stochastic

defenders that initiate random defensive actions, which include

4
https://github.com/microsoft/CyberBattleSim
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re-imaging a host, adding/removing vulnerabilities from hosts, start-

ing/stopping services, and changing firewall rules. The defender’s

success is measured by a network availability score, which is calcu-

lated each iteration as a scalar value derived from the number of

running hosts and services.

Our extension replaces the stochastic defender with an inter-

face to train a dynamic defensive agent. On each turn the attacker

and defender both make a decision based on their own individual

current observation, declare their respective actions (the attacker’s
action resolves first, then the defender’s action), then both receive

an updated observation. This paradigm allows both attacker and

defender to observe consequences of their respective actions, as

well as to infer or perceive the actions of the other.

We also replaced the original defensive actions with a new set,

only reusing reimage from the original set. Our new set of actions

was chosen to provide parity with the attacker’s action sophisti-

cation, and provide new analysis insight without significant modi-

fication. Each action is either global, taking no input parameters,

or targeted, taking action against a specific target. Each turn the

defender must pick exactly one of the following actions:

Wait (Global). The defender does nothing for the turn.

Reimage (Targeted). This action takes a target host and sets it

as offline, removing the attacker’s foothold if present. While offline,

neither the defender or attacker can use the host, and the overall

network availability score will be reduced.

Rebuild All (Global). This action allows the defender to re-

image all hosts on the network at once, “resetting” the network to

a known good state but reducing availability to 0, similar to [23].

When executed, all online hosts are put into the re-imaging state,

and any hosts in the process of re-imaging continuing that process.

Revoke Credentials (Targeted). This action takes a target cre-

dential and marks it as revoked, treating any usage (benign or

malicious) of that credential as invalid. After a pre-set number of

turns, the credential is made valid (active) again. The attacker will
only learn a credential has been revoked after using it, and must

“refresh” a previously learned credential if it was revoked after being

learned (similar to a user changing the credential.).

3.2.1 Observations and Noise. Each timestep the defender receives

an observation O with the following fields:

• 𝑜𝑤𝑛𝑒𝑑 : an array of size |N |, where N is the set of all hosts,

such that 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 1 implies an alert on host 𝑖 indicating

it is compromised, with 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 0 for no alerts.

• 𝑜𝑛𝑙𝑖𝑛𝑒: an array of size |N |, where N is the set of all hosts,

with 𝑜𝑛𝑙𝑖𝑛𝑒 [𝑖] = 1 if host 𝑖 is online, and 𝑜𝑛𝑙𝑖𝑛𝑒 [𝑖] = 0 if not.

• 𝑟𝑒𝑐𝑒𝑛𝑡 : a list of variable size, where each element is a pair

(𝑖, 𝑗) indicating that in the last timestep sensors identified

credential 𝑖 logging into host 𝑗 .

• 𝑎𝑐𝑡𝑖𝑣𝑒: an array of size |C|, where C is the set of all user

credentials, with 𝑎𝑐𝑡𝑖𝑣𝑒 [𝑖] = 1 if credential 𝑖 is currently

active, and 𝑎𝑐𝑡𝑖𝑣𝑒 [𝑖] = 0 if not.

We also introduce noise parameters to impact observations:

• False positive rate: 𝑓 𝑝_𝑟𝑎𝑡𝑒 . At each timestep, if the attacker

does not have a foothold on host 𝑖 , we generate an erro-

neous alert on that host (i.e., 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 1) with probability

𝑓 𝑝_𝑟𝑎𝑡𝑒 , reporting 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 0 correctly otherwise.

• False negative rate: 𝑓 𝑛_𝑟𝑎𝑡𝑒 . At each timestep, if the attacker

does have a foothold on host 𝑖 , we do not generate an alert

on that host (i.e., 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 0) with probability 𝑓 𝑛_𝑟𝑎𝑡𝑒 ,

reporting 𝑜𝑤𝑛𝑒𝑑 [𝑖] = 1 correctly otherwise.

• Benign login activity rate: 𝑙𝑜𝑔𝑖𝑛_𝑟𝑎𝑡𝑒 . For each credential 𝑐 ,

we generate a valid login event to host ℎ with probability

𝑙𝑜𝑔𝑖𝑛_𝑟𝑎𝑡𝑒 . To allow for more noise, this process is repeated

each time an event is successfully generated, moving to the

next credential otherwise.

• Missed login activity rate: 𝑚𝑖𝑠𝑠𝑒𝑑_𝑟𝑎𝑡𝑒 . The 𝑚𝑖𝑠𝑠𝑒𝑑_𝑟𝑎𝑡𝑒

controls how likely it is a (benign or malicious) login event

will be successfully recorded.

3.2.2 State and Action Wrapper. The original attacker agent fea-
tured a wrapper that contained (1) a state tracking object that pro-

vides stateful memory; (2) a set of functions that maps the state

tracker to well-defined features; and (3) an action abstraction that

converts the set of actions for a given environment into discrete,

fixed integers and back. This interface enables subject matter ex-

perts to encode relevant features they want their learners to use.

The added defender agent follows a similar process, creating a

separate state tracker that stores historical (past 10 timestep) host

status and host-credential connections, defender-oriented features,

and a defensive action abstraction. We discuss these features and

the action abstraction later in Section 4.

3.2.3 Reward Function. The defensive agent’s reward function –

referred to as the blue reward – is based on network availability:

after each turn the defender receives amodified network availability

score, or a penalty if the attacker has achieved its objective.Wemade

two modifications to the defender’s network availability score: first,

if a credential was revoked or a host was re-imaged and the attacker
had access to that credential/host, then the defender will receive full
availability, to represent a successful defense, despite that object

being revoked/offline. Second, if an attacker has control of a host

at the end of a turn, then that host will be treated as being offline

for network availability purposes. This scheme is similar to others

in prior work (e.g. [3, 8]) but differs in the first modification. Note

the blue reward is independent from the attacker, or red, reward,
which allows us to encode different rewards for each agent.

3.3 New Environments
Three types of network environments are used in this paper: Chain,
Flat, and Structured. Chain is included in CyberBattleSim and dy-

namically creates a network where each host is a “link” in a lateral

movement chain; i.e., host 0 can laterally move to host 1, host 1

can laterally move to host 2, and so on. The Chain environment

specifies two “types” of hosts, such that every other link in the

chain is either using the same Linux or Windows profile.

Flat is new and encodes a simple network that is easy to traverse,

featuring a highly connected credential topology with many paths

for lateral movement. The network has an administrator account
that can be used to move to any host, in addition to other accounts

that are randomly seeded. By design, the network has only one

host profile and has no“disallow” firewall rules.

Structured is also new and encodes a more challenging environ-

ment for the attacker, having one core attack path with multiple
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(a) Attacker baseline results.

Attacker

Agent

Environment

Chain Flat Struct.

Random 305 215 224

Cred-Exploiting 982 212 739

Tab. Q-Learning 835 207 293

Deep Q-Learning 1278 214 320

Greedy 1340 207 902

(b) Defender baseline results.

Defender

Agent

Environment

Chain Flat Struct.

Cred Hunter 364 327 368

Zapper 364 332 367

Threshold 278 252 330

Blue-RAND 91 75 89

None 50 5 79

Table 1: Average rewards for different attacker (1a) and defender (1b) strategies,
averaged over 20 episodes of length 400. Each attacker is measured against the
None defender, while each defender is measured against the Greedy attacker.
Note that 1a reports the average attacker reward, which is different than the
defender reward used in 1b and the rest of this paper.

opportunities to deviate, such as vulnerability frequency differences,

credential provenance, and restrictive firewall rules. To further add

to the network’s complexity, the Structured environment has seven

types of host profiles, as opposed to just two for Chain and one

for Flat. These design choices make the network structured in the

attack topology, but unstructured in host design.

3.4 Fixed-Policy Agents
3.4.1 Attacker Agents. CyberBattleSim comeswith two fixed-policy

(Random and Cred Exploiting, the latter of which prioritizes lateral

movement with leaked credentials) and two learning-based attacker

agents (Tabular Q-Learning and Deep Q Network); note that the Tab-
ular Q-Learning agent referenced here applies exclusively to the

attacker and is independent from our approach in Section 4. We

add a new fixed-policy attacker calledGreedy that follows a simple

script for action selection, prioritizing lateral movement, followed

by host discovery, and then credential discovery; if none of these

three are possible, it chooses an action at random. Greedy also has

several mechanisms for dealing with repeated actions; i.e., in some

cases it may try a previously executed lateral movement step, but

it will not repeat any host or credential discovery steps.

Table 1a shows results comparing each of the attackers in the

Chain, Flat, and Structured network configurations with no defen-

sive agent, with the goal of performing a quick test to understand

the new Greedy attacker’s efficacy relative to the built-ins; we

choose to compare to no defender for ease of comparison and to

analyze the best-case scenario for the attacker. Results show that

the new Greedy attacker is competitive with the built-in ones; as

an added benefit, being a fixed-policy approach it runs much more

quickly than the learning-based agents, which each had 200 train-

ing episodes beforehand. Because of its speed and efficacy, we only

use this attacker agent when testing our defensive agents later in

Sections 3.4.2, 5, and 6. Looking at the environments, Flat appears
easiest – its maximum possible reward is ~225 – Chain seems to be

of middle difficulty, and Structured appears to be hardest, with the

fixed-policy agents significantly out-performing the learning ones.

3.4.2 Defender Agents. We introduce five fixed-policy agents to

be used for defensive baselining.

Zapper. Randomly selects a reportedly compromised host (if

any) and reimages it. Uses the 𝑜𝑤𝑛𝑒𝑑 portion of the observation.

Credential Hunter. Revokes any credentials that have login

events – generated either by lateral movement or a benign event

from the 𝑙𝑜𝑔𝑖𝑛_𝑟𝑎𝑡𝑒 noise parameter – and re-images any host that

credential recently logged into. Because the defender can only issue

one move per turn, keeps a list of “to-do” actions it will need to

execute, as each login event yields at minimum two actions. Uses

the active portion of the observation.

Threshold. Issues a rebuild all action if 50% or more hosts report

as compromised. Uses the owned portion of the observation.

Random (Blue-RAND). Chooses one of wait, reimage, rebuild
all, and revoke credentials at random with equal probability.

None. Issues the wait command each timestep.

Table 1b shows the results for each defender in each of the

three network configurations with no noise and against the Greedy
attacker, reporting the average blue reward over 20 episodes of

length 400; we choose no noise to simplify the environment to

baseline the defenders, but choose the Greedy attacker to make

sure they are sufficiently stress-tested. Cred Hunter and Zapper
score the highest in each scenario, with Threshold third, then Blue-
RAND, and then None. Looking at environments, in general rewards

are less in the Flat network versus the other two, which is due to

how quickly the attacker can move through that network.

4 TABULAR Q-LEARNING IMPLEMENTATION
Our Tabular Q-Learning implementation follows the specification

in Section 2.2, including the update function in Equation 1. Ex-

tending this specification, we introduce several small modifications

that help the algorithm perform slightly better in CyberBattleSim,

including (1) how we model states and actions (i.e., S and A); (2)

how we decide between exploitation and exploration; and (3) how

we perform updates to the Q-matrix.

4.1 State Space
To define the state space we create a function 𝑆 : O → S that maps

every observation to a state. In total we use four representations,

referred to as follows: vector, count, percentile, and none. The most

common approach in the literature [6, 8, 23, 39] is to map each

observation to a fixed-size vector where each bit denotes some

property about each individual host or credential, enabling fine-

grained tracking of each object in the environment. To implement

this in CyberBattleSim, we designate S = O, concatenating the

owned, online, recent, and active vectors into a single state
5
. We

refer to this representation as vector.
Another way to represent 𝑆 is to count the number of com-

promised and online hosts and the number of recently used and

active accounts in the observation, and then map that to a dis-

crete state; i.e., ∀𝑠 ∈ 𝑆, 𝑠 = 𝑠1∥𝑠2∥𝑠3∥𝑠4 where 𝑠1 =
∑𝑛
𝑖=1 𝑜𝑤𝑛𝑒𝑑 [𝑖],

𝑠2 =
∑𝑛
𝑖=1 𝑜𝑛𝑙𝑖𝑛𝑒 [𝑖], etc. As opposed to the vector representation,

the count representation is more abstract and has a smaller overall

size (𝑛2 · 𝑐2 vs. 2𝑐𝑛 where 𝑛 is the number of hosts and 𝑐 the num-

ber of credentials). However, multiple observations can map to the

same state, losing descriptiveness.

A third representation is to use the percentile of positive values in
each observation vector. This scheme explicitly designates a set of

buckets, scoring if the vector has 0% positive values, 1−25%, 26−50%,
51− 75%, or 76− 100%. With four observation vectors, regardless of

5
In this case we convert recent to an array of size 𝑐 where 𝑐 is the number of credentials,

with 𝑟𝑒𝑐𝑒𝑛𝑡 [𝑖 ] = 1 if credential 𝑖 was recently used and 𝑟𝑒𝑐𝑒𝑛𝑡 [𝑖 ] = 0 if not.
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the environment this guarantees a state space of exactly |S| = 625,

with many observations mapping to the same state(s).

With these three representations – as well as a fourth, where

we ignore the observation vector (referred to as none) – we can

construct 256 different state space variations, mapping each of the

four observation vectors to one of the four representations.

Note that throughout this paper we often refer to the vector

representation as a specific state space representation, and the per-

centile, count, and none representations as abstract.

4.2 Action Space
Most RL algorithms have an action set A such that every action in

the environment has a representative action. For CyberBattleSim,

this would yield a total of 2 + 𝑛 + 𝑐 actions; one for wait, one for
rebuild all, 𝑛 hosts that can be re-imaged, and 𝑐 credentials that can

be revoked. Using this approach would result in a Q-matrix of size

(2 + 𝑛 + 𝑐) · |S|, pairing each action to each state.

Instead, we follow the CyberBattleSim attacker scheme and en-

code actions as features coupled with abstract actions that are trans-
lated on execution. Formally, we define an action 𝑎 = 𝑎𝐹 ∥𝑎𝐴 where

𝑎𝐹 is a set of features to match – i.e., 𝑎𝐹 = 𝑎𝑓1 ∥𝑎𝑓2 ∥𝑎𝑓3 ∥... – and

𝑎𝐴 ∈ {0, 1, 2, 3} is the abstract action, with each integer represent-

ing a specific defensive action. To execute 𝑎 = 𝑎𝐹 ∥𝑎𝐴 , we find an

object that matches the features in 𝑎𝐹 and apply the action 𝑎𝐴 to it.

Note that the feature set 𝑎𝐹 varies based on specific action 𝑎𝐴 , as

e.g. relevant features for hosts and credentials are different.

We provide a wide set of features to build 𝑎𝐹 , including ones that

look at host/credential history, recent compromise status, credential

location usage, etc. In this work, we only consider two feature-space

variations, each coupled with a specific state space representation.

The first variation matches the case of using a vector state space,

with the only feature being the host or credential ID; this results in

an action in A for each action in the environment, and does not

reduce the size of the Q-matrix. We call this approach target-based.
The second variation – feature-based – is used for the abstract

state space representations (count, percentile, none). Depending on

the action, we use the following features:

• For re-imaging a host: whether or not the host is compro-

mised; whether or not it is online; whether or not it had a

recent logon event; and whether or not it is reimagable.

• For revoking a credential: whether or not the credential is
active; whether or not the credential was recently used on a

compromised host; and whether or not the credential was

used recently on any host.

4.3 Exploitation and Exploration
During exploitation, we choose the action with the highest expected

discounted reward; i.e., given state 𝑠 , we select 𝑎 ∈ A such that

∀𝑎′ ∈ A | 𝑎 ≠ 𝑎′;𝑄 (𝑠, 𝑎) >= 𝑄 (𝑠, 𝑎′). When A is target-based, 𝑎

contains both the specific action type and target and can be imme-

diately executed. For feature-based actions, we use post-processing

where given 𝑎 = 𝑎𝐹 ∥𝑎𝐴 , we create a list of all targets that match the

feature set in 𝑎𝐹 , choosing one at random. If no target matches that

feature set, the agent chooses the action with the second highest

value for the current state, repeating if the action is not valid and

defaulting to exploration after five unsuccessful attempts.

For exploration the agent does not select an action completely

at random. Instead, it selects an action that it has executed the least

number of times in the current state, which encourages more varied

exploration. It is also restricted to only explore rebuild all at most

three times for each state, since the action has consistent end state.

To split between exploitation and exploration, we leverage the

𝜖-greedy strategy, modifying it to use three training phases:

(1) Exploration. Trains over a large number of episodes of shorter

duration with 0.9 ≤ 𝜖 ≤ 1 and mostly choosing exploration.

(2) 𝜖-greedy. Trains on normal 𝜖-greedy search, decaying 𝜖 from

0.9 to 0.1. Uses a mid-size set of episodes with the normal

number of iterations.

(3) Exploitation-only. Trains with 𝜖 = 0 – i.e. only exploitation –

with a small number of episodes and normal iteration count.

4.4 Updating and Loss Avoidance
The last change is motivated by the difficulty balancing the penalty

for losing an episode with that episode’s intermediate rewards. To

combat this, we introduce loss avoidance, where the update function
handles losses as a special case. We build two variations; assuming

an initial state of 𝑠𝑡 , action 𝑎𝑡 , next state of 𝑠𝑡+1, and reward of 𝑟𝑡 :

Avoidance. If 𝑟𝑡 is negative, we set 𝑄 (𝑠𝑡 , 𝑎𝑡 ) to a large negative

value and skip the Bellman update. Any state-action pair that was

previously assigned a negative value is never updated.

High-Avoidance. Implements the same conditions as for Avoid-
ance. In addition, if an episode results in a loss with terminal state

𝑠𝑡+1, for all 𝑎 = 𝑎𝐹 ∥𝑎𝐴 ∈ A, if 𝑎𝐴 ≠ rebuild all, then we set

𝑄 (𝑠𝑡+1, 𝑎) to be a large negative value.

Both approaches avoid investigating “losing” states in the future:

with Avoidance once a state-action pair has produced a loss, that

action cannot be chosen again in that state in the future. High-
Avoidance does the same and adds that if a game has ended in

state 𝑠𝑡+1, then if in that state again in the future we should select

rebuild all and reset the network to a known good state. For both,

by modifying the update function we run the risk of violating the

Bellman update’s optimality guarantee, but believe this is acceptable

given how long it might take the traditional update to converge.

5 EXPERIMENTAL SETUP
Our experiments leave most simulator settings constant (Appen-

dix A, Table 5), varying instead environment details and defender

strategy. The attacker agent is fixed to use the Greedy policy due to

its balance of speed and performance. To enable more interesting

interplay between attacker/defender, we prevent the defender from

re-imaging the attacker’s start host, which forces the episode to

run until the attacker achieves its objectives or the episode hits the

maximum number of iterations. Evaluation episodes consist of 500

time iterations, bounding the defender reward to a maximum loss

penalty of -1000 (instantly losing) to 500 (no attacker foothold).

Nomenclature. An episode refers to a single game consisting of

multiple turns, which are referred to as iterations (Section 3). We

refer to a specific CyberBattleSim environment configuration – i.e.,

combination of noise profile, topology and win condition – as a

scenario. A specific defender strategy being trained/evaluated in a

specific scenario is referred to as a trial. We disambiguate defender

strategies using Tabular Q-Learning but with different settings by
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(a) Noise profiles.

Name fp fn login missed

No Noise 0.00 0.00 0.00 0.00

No Host Alerts 0.00 1.00 0.00 0.00

No Cred Alerts 0.00 0.00 0.00 1.00

Low Noise 0.10 0.20 0.10 0.35

Some Noise 0.30 0.50 0.30 0.60

High Noise 0.45 0.75 0.60 0.80

(b) Topologies.

Topology Size

Chain-4 4

Flat-7 7

Structured 13

Chain-10 10

Flat-17 17

(c) Win conditions.

Name % Owned

Quick 30

Two-Thirds 66

No Penalty 110

(d) Tabular Q-Learning variations.

Named Tabular

Q-Learning Variation

State Representation

Avoidance

Hosts Creds

Targeted Vector Vector None

Host-Targeted Vector Percent None

Host-Targeted (h) Vector Percent High-Avoidance

Count Count Count None

Host-Count Count Percent None

Host-Count (a) Count Percent Avoidance

Host-Count (h) Count Percent High-Avoidance

Percentile Percent Percent None

Percentile (h) Percent Percent High-Avoidance
Percentile, No Creds (h) Percent - High-Avoidance

Table 2: Experiment design, including for noise (2a), network topology (2b), and attacker win condition (2c). 2d shows the tested Tabular Q-Learning variations,
listing the state space representations for hosts, credentials, and loss avoidance strategy. Similar named variations are distinguished with (a) and (h) to correspond
to the distinguishing avoidance strategy. Specific values were chosen based on preliminary testing to ensure environment diversity.

referring to these strategies as Tabular Q-Learning variations. When

we train a particular Tabular Q-Learning variation in a variety of

scenarios, that variation learns different policies customized to each.

We refer to the set of all Tabular Q-Learning variations as learners.

5.1 Scenario Design
A key advantage of an RL-based agent vs. fixed policy is the poten-

tial to learn an effective defensive policy regardless of environment.

Agents such as Zapper depend on detection accuracy and are unable
to change. With this idea, we seek to answer the following:

Question 1. Can Tabular Q-Learning provide an effective de-
fender regardless of the specific noise profile, network topology, and
attacker win condition?

The span of values for the noise profiles, network topologies,

and attacker win conditions, are defined in Tables 2a, 2b, and 2c;

we use the combination of these values to define the defense agent

test scenarios. For the listed noise profiles, we expect an RL-based

agent to perform near-optimal in the No Noise, No Cred Alerts, and
No Host Alerts conditions, as accurate information is maximized

for the defender to learn an effective see-then-re-image response

policy. By contrast, with High noise we would expect the RL-based

agent to learn a policy that leans heavily on rebuild all, as the noise
makes a pinpoint response (i.e., reimage and/or revoke credentials)
highly inaccurate. With regards to win conditions, this refers to the

percentage of the network the attacker needs to compromise for it

to win the episode. In the case of No Penalty/110%, the attacker has
an unachievable goal and so the episode does not end with a win

or a loss; however, the defender still accrues reward based on the

blue reward function (Section 3.2.3).

5.2 Tabular Q-Learning Variations
Table 2d lists ten named Tabular Q-Learning defender variations,

distinguished by the combination of host and credential state space

representations and loss avoidance strategy. For example, the Tar-
geted variation uses the vector state space representation for hosts

and credentials (Section 4.1) and no loss avoidance strategy. In con-

trast, the Host-Count (h) variation uses the count state space for

hosts, percent state space for credentials, and the High-Avoidance

loss strategy. For simplicity’s sake, each variation has the same

state space representation for hosts (i.e., for owned and online) as it
does for credentials (i.e., for recent and active). For the last varia-
tion even though the state space does not include any information

about credentials the defender can still choose to revoke credentials,
looking only at credentials after it has made that choice. With these

variations we seek to answer the following:

Question 2. Is there a single Tabular Q-Learning variation that
always outperforms the others?

We anticipate there will be no singular best variation; the utility

of loss avoidance and state space representationmay be out weighed

by the noise parameters and win conditions of the environment.

In particular, we expect that the abstract, loss avoidant models

perform best in high-noise environments and the more specific

models perform best in low-noise environments.

5.3 Transfer Learning
Lastly, we ask how effective the learned policies are in unseen envi-

ronments; i.e., how well the policies transfer to new environments:

Question 3. Which Tabular Q-Learning variations are effective
when trained and evaluated in different environments?

We do not exhaustively test all scenarios for transfer learning.

Instead, we train each Tabular Q-Learning variation in the No, Low,
and High noise settings on a fixed network (Chain-4) with fixed

win condition (No Penalty). We then take each trained learner and

evaluate it on a set of 12 other scenarios consisting of each of

the same three noise conditions applied to three specific networks

(Flat-7, Chain-10, and Structured).

6 RESULTS AND ANALYSIS
We create 90 different scenarios by iterating through each combi-

nation of noise profile from Table 2a (6 total), topology in Table 2b

(5 total), and attacker win condition in Table 2c (3 total). Testing 5

baseline defenders and 10 Tabular Q-Learning variations (Table 2d)

in the 90 scenarios gives us a total of 1350 trials. Each trial is evalu-

ated with 100 game episodes consisting of 500 iterations each; at the

end of the episode, we record the total reward, assigning the trial a

score by averaging the reward over all 100 episodes. For transfer

learning, we run 360 trials, consisting of each of the 10 Tabular
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Figure 1: Average blue reward by scenario setting. A larger number indicates
better defender performance, and ranges from -1000 to 500.

Q-Learning variations trained in 3 noise profiles and evaluated in

12 environments (with attacker win condition held constant).

6.1 Aggregate Analysis
This section walks through the aggregate results over each trial

(Table 3), analyzing environmental variations, learner performance

against baselines, and then learner performance against each other.

6.1.1 Environmental Analysis. Figure 1 shows the average blue

reward for each scenario, which, since it is averaged over each

defender, gives an approximation of the relative difficulty of each

scenario setting. Considering noise, the No noise scenarios have
the highest average reward and High noise the lowest, indicating

the former’s ease for the agents and the latter’s difficulty. For net-

work topologies, Chain-4 and Flat-7 both are negative on average –

indicating hard to defend – whereas Chain-10 and Structured have

positive and much higher average rewards. Flat-17 appears harder

to defend than Chain-10 and Structured, likely due to the ease of lat-
eral movement. Average reward for attacker win conditions indicate

that as the threshold increases so does the reward.

Summary. These results exemplify that defensive effectiveness

strongly depends on network dynamics.

6.1.2 Learners Against Baselines. Table 3 provides aggregate re-
sults to compare each defender. Column 1 shows the average blue

reward for each defender across all trials. Comparing the baselines

(Rows 1-5) to the learners (Rows 6-15) we can see that the latter tend

to accrue a much higher average reward than the former. These

results also show that, on average, the Host-Count (Rows 10-12) and
Percentile (Rows 13-15) variations perform better than the Targeted
(Rows 6-8) variations and the Count (Row 9) variation.

However, while the learners average higher than the baselines,

they are not always better than them, and moreover there is no

single best Tabular Q-Learning variation (Question 2). Column 2

shows the percentage of scenarios where each defender scored the

highest reward – i.e., was best: Rows 1 and 2 show that in 8% and

18% of the scenarios Cred Hunter and Zapper scored the highest,

Table 3: Results and analysis for each defender, with Column 1 showing the
average blue reward across all trials for each defender; a larger number indi-
cates better performance, with a range of -1000 to 500. Column 2 shows the
percentage of scenarios where that defender scored the highest reward, with
Column 3 the percentage where that defender scored within 20 points of the
best strategy. Column 4 shows the percentage of scenarios where the defender
was above all of the baselines, with Column 5 the percentage where it was
above the Blue-RAND strategy. For Columns 2-5 the values range from 0 to 100,
with a higher number indicating better efficacy. Column 6 is the percentage
of scenarios where a negative result fell within a 95% confidence interval of
the average, with a lower number indicating better efficacy.

Row

↓

Column→ 1 2 3 4 5 6

Defender Strategy Avg. Best

Near

Best

Above

Base

Above

Rand.

Loss

Chance

1 Cred Hunter -84 8 30 37 64 50

2 Zapper -23 18 40 42 74 40

3 Blue Random -75 0 0 7 100 45

4 Threshold -284 0 3 12 38 72

5 None -625 0 0 0 6 100

6 Targeted 73 2 12 12 47 29

7 Host-Targeted 111 1 26 20 71 30

8 Host-Targeted (h) 135 1 31 22 73 30

9 Count 150 2 64 40 86 44

10 Host-Count 205 8 67 45 91 44

11 Host-Count (a) 229 10 67 52 93 39

12 Host-Count (h) 247 14 70 50 100 30

13 Percentile 232 15 60 48 96 37

14 Percentile (h) 229 8 52 42 95 17

15 Percentile, No Creds (h) 200 7 38 38 86 7

for a total of 26% of scenarios where one of the baselines was the

strongest. By contrast, the learner that was most frequently the

highest scorer among all strategies – Percentile (Row 13) – was

only the best performer in 15% of all scenarios. Column 3 shows

the percentage of scenarios where each agent was near-best; i.e.,
within 20 (~5% of maximum) blue reward points of the best. The

Count-based variations (Rows 9-12) achieve near the best score

in ~67% of the scenarios, leaving a large gap – ~33% – where the

learners are not even near the best performing defense strategy.

Indeed, Column 4 shows the percentage of scenarios each learner

was at or above all baselines, with the strongest learner (Host-Count
(a)) coming in above the baselines in only 52% of the scenarios.

Taken as a whole, while the learners might offer higher average

rewards, no one learner always outperforms the baselines.

Question 1 instead asks if Tabular Q-Learning can produce an

effective defender. Column 5 shows the percentage of scenarios

where each agent performed the same as or better than Blue-RAND.
As a baseline metric, Cred Hunter (Row 1) and Zapper (Row 2) only

outperform Blue-RAND in 64% and 74% of the scenarios. By contrast,

five out of the seven Count (Rows 9-12) and Percentile (Rows 13-15)
variations outperform Blue-RAND in 90% or more of the scenarios,

with Host-Count (h) the same as or better in all of the scenarios.
Column 6 encodes a metric designed to approximate the likeli-

hood each agent will consistently lose in a scenario, showing the

percentage of scenarios where a negative score was within a 95%

confidence interval of that agent’s mean score, with a lower value

indicating less likelihood of losing
6
. Within the baselines (Rows

1-5), Zapper has the lowest loss likelihood, with a loss being within

6
Note that for the entire sample size we only consider the cases where a negative score

is possible – specifically when the win condition is 30 or 66.
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a 95% confidence interval in 40% of its trials. The Targeted varia-

tions (Rows 6-8) all have a lower loss likelihood, coming in at ~30%.

Host-Count (h) (Row 12) has the same loss likelihood, but the other

Count variations (Rows 9-11) all have scores in the ~40% range. The

Percentile variations have the lowest loss likelihood scores, with

Percentile (h) (Row 14) coming in at 17%, and Percentile, No Creds
(h) (Row 15) at 7%, indicating that they are unlikely to lose.

Summary. Depending on success criteria or desired metric, there

are potential Tabular Q-Learning variations that can support ACD.

For example, the Count-based and Percentile-based variations both

perform near best relative to the baseline. Secondary decision cri-

teria such as minimizing losing outcomes could favor one of the

Percentile-based variations without major lost in reward score.

6.1.3 Learners Against EachOther. Between the three learner classes
the Targeted (Rows 6-8) variations perform the worst and the Count
variations (Rows 9-12) mostly perform best. The Percentile (Rows
13-15) variations perform slightly behind Count. This is likely ex-

plained by the size of each variation’s state space: the Targeted vari-

ations have the largest state space, and it is unlikely the relevant

states are properly explored. By contrast, the Percentile variations
have the smallest state space, but are most abstract and may lose

accuracy-impacting details through that abstraction.

Comparing models that use different host and credential state

spaces shows the same pattern: Host-Targeted (Row 7) almost uni-

formly outperforms Targeted (Row 6) and Host-Count (Row 10)

almost uniformly outperforms Count (Row 9). In both cases the for-

mer uses a more abstract credential representation, with its higher

performance likely due to the smaller state space it needs to explore.

By contrast, Percentile (h) (Row 14) mostly outperforms Percentile,
No Creds (h) (Row 15) even with a larger state space, likely due to

the latter having a state space that is too abstract.
These results also show the efficacy of the implemented loss

avoidance strategies. Host-Targeted (h) (Row 8) almost uniformly

outperforms Host-Targeted (Row 7), even in cases where losses

are not significant. Same for Host-Count (h) (Row 12), which not

only outperforms Host-Count (Row 10), but is often the strongest

solution. However, Percentile (h) underperforms against Percentile
(Row 13), though does score better in loss chance (Column 6).

Summary. These results indicate there is an ideal level of ab-

straction for state space representation that is compatible with loss

avoidance strategies. While none of the variations present as sin-

gularly best, Host-Count (h) (Row 12) and Percentile (h) (Row 14)

are strongest across most of the metrics in Table 3.

6.2 Transfer Learning
Table 4 shows the results for the transfer learning experiments

expressed as the percentage difference between the learning agent

versus the Blue-RAND defender’s performance in the same scenario.

As examples, Row 1, Column 1 shows that the Targeted variation

trained in the Chain-4 topology, No noise, and the No Penalty win

condition scored 361% better than Blue-RAND when evaluated in

the same scenario, whereas Row 13, Column 5 shows that the Host-
Count variation trained in the Chain-4 topology, No noise, and the

No Penalty win condition scored the same as Blue-RAND when

evaluated in the Chain-10 topology and the same noise profile and

win condition. Note that the bold results show cases where the

Table 4: Results from transfer learning experiments reported as the percentage
change versus the Blue-RAND strategy; a score of 0 means the same as Blue-
RAND, while a negative score denotes worse performance and a positive one a
better performance. Values in bold show performance when the training and
evaluation scenarios are the same. Rows 31-33 show the average performance
across learner variations for each of the noise categories, relative to had the
evaluation noise been the same as the training noise.

Column→ 1 2 3 4 5 6 7

Row

↓ Defender

Train

Noise

Eval Noise Eval Network

Avg.(Same Network) (Same Noise)

None Low High Flat-7 Chn.-10 Strct.

1

Targeted

None 361 1 -43 -15 -46 -48 -41

2 Low 350 30 -46 -41 -50 -53 -10

3 High -56 -37 -38 -57 -53 -58 -47

4

Host-Targeted

None 359 29 -21 -4 -20 -23 -24

5 Low 280 211 -22 -21 -32 -33 -1

6 High 34 69 76 -34 -43 -48 -13

7

Host-Targeted (h)
None 358 38 -19 -3 -21 -23 -23

8 Low 345 207 -24 -18 -32 -34 4

9 High 13 67 76 -35 -43 -49 -15

10

Count

None 350 79 4 119 2 -3 17

11 Low 279 268 144 105 -13 -7 58

12 High 65 172 201 47 -11 -22 33

13

Host-Count

None 351 67 3 105 0 -3 15

14 Low 224 270 144 90 3 -1 55

15 High 275 210 200 56 -3 -11 58

16

Host-Count (a)

None 361 100 9 106 11 15 23

17 Low 314 281 149 109 2 2 71

18 High 64 167 193 52 -5 -12 34

19

Host-Count (h)
None 361 102 6 105 12 12 25

20 Low 344 269 162 99 1 -1 72

21 High 73 179 204 57 -3 -12 38

22

Percentile

None 361 95 6 256 262 244 129

23 Low 276 266 157 197 188 214 183

24 High -5 142 210 38 187 194 101

25

Percentile (h)
None 360 98 11 256 262 243 106

26 Low 148 238 171 178 156 183 148

27 High -57 119 211 -29 128 176 38

28
Percentile

No Creds (h)

None 361 154 18 336 262 244 167

29 Low 360 229 157 162 237 272 213

30 High 43 127 169 86 169 184 83

31

Relative Average

None 0 -70 -91 - - - -

32 Low -19 0 -40 - - - -

33 High -88 -63 0 - - - -

training and evaluation scenario were the same; these values show

a pattern where all agents – aside from Targeted – do better than

Blue-RAND, with the magnitude decreasing as noise increases.

Column 7 shows the average results for each variation across

all evaluated scenarios. Rows 1-9 demonstrate that the Targeted
variations struggle the most with transfer learning. This is not

particularly surprising, as these variations all learn policies that are

tightly coupled with the topology they are trained on, so varying

the evaluation topology results in using a learned policy that is

effectively useless. The Count variations (Rows 10-21) do better

than Targeted and outperform Blue-RAND on average, but their

performance when training and evaluation are in different scenarios

is significantly less than when training and evaluation are the

same. The Percentile variations (Rows 22-30) perform best, taking a

performance hit when transferring to different evaluation scenarios,

but still well outperforming Blue-RAND.
Columns 4-6 can help explain the rationale for these differences.

These columns show performance compared to Blue-RAND when

the noise profile is the same but the evaluation topology is different.
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Matching Column 7, the Targeted variations (Rows 1-9) all perform

worse than Blue-RAND when evaluated on a different topology:

because Targeted learns policies relevant to the training topology,

by varying the evaluation topology the learned policies become

useless. The Count variations (Rows 10-21) have better, but mixed

results: for Flat-7 they still outperform Blue-RAND, but for Chain-10
and Structured they perform roughly the same or worse. This is

due to the Count variations being coupled with the specific size of
the training topology: when the evaluation topology has a different

number of hosts (i.e., Chain-10 with 10 and Structured with 13), their
learned policies are ineffective as they do not have any training

data for states above 4 hosts. In contrast to Targeted and Count,
the state space for Percentile (Rows 22-30) is the same regardless of

topology, and so these policies transfer the best.

The last piece to consider is noise (Columns 1-3) – these columns

show the difference versus Blue-RAND when the topology is the

same but the evaluation noise profile is different than the training

noise profile. Rows 31-33 aggregate these results, showing the aver-

age – across all learner variations – performance difference between

each train and evaluation noise pair, relative to how the variation

would have scored if it had been trained and evaluated under the

same noise profile and topology. These values suggest that training

in the No or High noise settings and being evaluated in a different

noise setting results in a significant performance loss. When the

noise condition in evaluation does not match the noise condition in

training, the performance drops more than half. Training under the

Low noise profile and being evaluated under a different profile also

takes a performance hit, but not nearly as bad as the other two; if

trained under Low noise and evaluated in No noise the agent would
only take ~20% performance hit, and under High noise a ~40% hit.

Summary. These results suggest two conclusions for real-world

deployment consideration. First, an abstract state representation is

more robust to transfer learning situations and should be preferred

when deploying to unknown environments. Second, training with

slightly more noise than is estimated can hedge performance when

noise parameters are unknown.

7 DISCUSSION
Our results show that Tabular Q-Learning is not an optimal solution
for ACD because no singular configuration can always outperform

the baselines in all environments. However, Tabular Q-Learning can

be an effective solution. This limitation can be partially explained

by the MDP formalism. Our Targeted-based variations require a

significant number of training episodes to overcome the curse of
dimensionality [29] to solve theMDP, while the more abstract Count
and Percentile variations lose specificity and struggle to learn an

optimal policy. Moreover, the choice of MDP as a formalism is not

ideal: the defensive agent receives noisy observations which are

not a true representation of the network’s state. Instead, a Partially
Observable Markov Decision Process (POMDP) better captures this

dynamic [19, 23], allowing the defender to reason over belief states

by mapping the observation to potential hidden states. Tabular

Q-Learning can provide approximate solutions for small POMDPs,

but its efficacy drops as the problem grows [18].

Nonetheless, our results do suggest that an agent using Tabular

Q-Learning can provide for an effective defender: most of the Tabu-

lar Q-Learning variations outperformed the baselines as measured

by average reward, proximity to the best-solution, comparison to a

random policy, and likelihood of producing a loss-capable policy.

We conclude the variations using an abstract state space – i.e., those

that were Count- and Percentile-based – performed strongest; the

Percentile-based variations in particular also were able to maintain

performance when evaluated in unseen environments/scenarios,

showing strength for transfer learning. That the abstract varia-

tions outperformed the variations using specific state spaces – i.e.,

the Targeted-based variations – is particularly noteworthy as prior

work has only considered the latter representation. Moreover, the

abstract variations are promising candidates for real-world deploy-

ment as defenders can customize the abstraction based on specific

network properties and defensive needs.

We believe that these results are important for helping to provide

a foundation for understanding the research needs within ACD: our

detailed and extensively documented analysis helps establish repro-

ducible results for the broader research community to compare to

as well as provides data to inform real-world adoption of ACD tech-

nologies. While our Tabular Q-Learning variations themselves do

not provide for optimal defenders, by presenting our state abstrac-

tion ideas and showing their efficacy within Tabular Q-Learning,

we help identify promising areas of future research within ACD.

8 FUTUREWORK
We plan to extend this work through four key areas:

Simulator Enhancements. We plan on extending our Cyber-

BattleSim implementation to re-add defensive actions that were

originally included in the initial release (i.e., modifying firewall

rules, services, and vulnerabilities), as well as a deception action,

which has been explored in prior work [35] but only from the

attacker’s perspective. Other extensions include a more detailed

noise model, alternative reward structures, fine-grained detection

information, and more network topologies.

Implementing State-of-the-Art RL. We plan to use our simu-

lation and testing infrastructure with a more capable RL algorithm

– e.g., PPO – to better compare to prior work. As part of this, we

also plan to implement, vary, and better quantify the impact of state

abstraction with a more capable algorithm. We believe that many

of the same patterns will hold true but with much improved results.

Transfer Learning. We consider the problem of transfer learn-

ing to be paramount to implementing a real-world autonomous

cyber defense system: because training in a production environ-

ment is difficult, almost any RL-based autonomous cyber defender

will need to train in either a simulated or emulated environment.

Regardless of the implementation, there will undoubtedly be differ-

ences between the evaluation and training environment which the

RL algorithm will need to be able to overcome.

Adversarial Robustness. We concur with [22] in that future

autonomous cyber defense systems will need to be robust to ad-

versarial attacks, and similarly to [8] will need to defend against

previously-unseen attacker strategies. Our hope is that using an

abstract state representation can add robustness for these cases, but

more testing is needed to understand trade-offs.
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A EXPERIMENTAL PARAMETERS
Table 5 lists parameters used for the experiments in Section 5.

These include the specific timesteps for actions like reimage and
revoke credentials, the number of episodes for training, and specific

parameters for the Tabular Q-Learning variations (e.g., 𝛾 ).

Table 5: Simulation parameters held constant across each experiment.

Variable Value Variable Value

Reimage Timesteps 10 Revoke Timesteps 5

Exploration Iterations 75 Normal Iterations 500

Exploration Episodes 700 𝜖-Greedy Episodes 250

Exploitation Episodes 50 Test Episodes 100

𝛾 0.015 𝑙𝑟 0.2

Loss Penalty -1000
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