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The pervasive brittleness of deep neural networks has attracted significant attention in recent years. A
particularly interesting finding is the existence of adversarial examples, imperceptibly perturbed natural
inputs that induce erroneous predictions in state-of-the-art neural models. In this paper, we study a different
type of adversarial examples specific to code models, called discrete adversarial examples, which are created
through program transformations that preserve the semantics of original inputs. In particular, we propose a
novel, general method that is highly effective in attacking a broad range of code models. From the defense
perspective, our primary contribution is a theoretical foundation for the application of adversarial training
— the most successful algorithm for training robust classifiers — to defending code models against discrete
adversarial attack. Motivated by the theoretical results, we present a simple realization of adversarial training
that substantially improves the robustness of code models against adversarial attacks in practice.

We extensively evaluate both our attack and defense methods. Results show that our discrete attack is
significantly more effective than state-of-the-art whether or not defense mechanisms are in place to aid models
in resisting attacks. In addition, our realization of adversarial training improves the robustness of all evaluated
models by the widest margin against state-of-the-art adversarial attacks as well as our own.
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1 INTRODUCTION

While deep neural networks have achieved state-of-the-art performance in a variety of application
domains such as image classification [He et al. 2016; Krizhevsky et al. 2012] and natural language
processing [Devlin et al. 2019; Sutskever et al. 2014; Vaswani et al. 2017], they are found to be
vulnerable to adversarial attacks: tiny changes that are typically imperceptible to humans can
flummox the best neural networks around. Szegedy et al. [2014] are the first to discover the
existence of adversarial examples in image classification field, in particular, they show that applying
an imperceptible, systematic perturbation to a test image can arbitrarily change the network’s
prediction. Later, more powerful attack methods have been proposed [Carlini and Wagner 2017;
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Goodfellow et al. 2015; Moosavi-Dezfooli et al. 2016], which also expand the scope of attack to
other domains than image classification (e.g., natural language processing [Alzantot et al. 2018]).

In the same spirit of aforementioned works, this paper studies a different type of adversarial
attack specific to code models, called discrete adversarial attack, where adversarial examples are
created through program transformations that preserve the semantics of original inputs. By code
models (or models of code), we mean machine learning models learned from code written in high-
level programming languages like Java, C#. Moreover, this paper only considers code models that
predict properties that strictly adhere to the semantics of input programs. In general, a property is
semantically-adhering if it evaluates the same way for a program p and all other programs that
are semantically equivalent to p (Section 2 presents the formalization). While the vast majority
of code models fit in this category (e.g., bug detection [Allamanis et al. 2018; Wang et al. 2020],
semantic labeling [Alon et al. 2019a,b; Feng et al. 2020]), there exist models that do not satisfy this
constraint, for example, in authorship attribution [Li et al. 2022; Quiring et al. 2019], models are
learned to predict the author of a code snippet, corresponding to a stylistic property that can vary
from one program p; to another p; even if p; and p, are semantically equivalent. Attacking models
that predict non-semantically-adhering properties can create a tricky issue: how to determine the
ground-truth label of adversarial examples. We illustrate this point using an attack scenario in
above-mentioned authorship attribution. After Alice has written a program p, Bob injects his own
stylometric features into p hoping to trick authorship attribution models to predict that he instead
is the author of p, such that he can (wrongfully) claim the credit of Alice’s work. Now a question
naturally arises: what is the ground-truth label of the resultant program p of Bob’s changes. One
may argue the author could still be Alice if Bob only made tiny, trivial modifications to p, or Bob if
he changed p so much that p now resembles his own stylistic patterns, or neither if Bob changed one
part of p and left the rest intact, as a result, p accidentally renders the coding style of a third person.
All in all, the ground-truth label of p can not be determined, thus, in this case, the correctness
of model behavior can not be defined, ultimately, even a successful attack does not suffice to
prove the vulnerability of code models. Recall the example above, even if Bob managed to make
models predict himself to be the author of p, his successful attack does not entail the vulnerability
of models because, as we explained, there lacks a systematic procedure specifying what models
should predict for p. On the contrary, this paper is only concerned with adversarial attacks that can
validate the vulnerability of code models. To this end, we attack exclusively models that predict
semantically-adhering properties, in particular, our attack adopts a simple methodology: find an
adversarial example f that is semantically equivalent to the original input p such that models predict
a different label for p than p. Under this attack framework, every successful adversarial example is
a sufficient proof of the vulnerability of code models against adversarial attacks. This is because
the ground-truth label of adversarial examples is well-defined (which is the same as the original
input since it is a semantically-adhering property that does not vary with semantically-preserving
transformations), therefore, if predicted labels for adversarial examples and original inputs differ,
then models are indeed the party at fault.

Conceptually, discrete adversarial attack addresses a fundamental limitation of classical adver-
sarial attack, which assumes the continuous, end-to-end, differentiability of neural networks such
that the gradient of the loss function can be directly used to manipulate original inputs for creating
adversarial examples. It is clear that the assumption does not hold for code models because their
loss is not continuously differentiable w.r.t. programs (i.e., discrete tokens) the way the loss of image
classification models is w.r.t. pixels (i.e., integer values). To address this issue, DAMP [Yefet et al.
2020] leverages the partial differentiability existed in code models (e.g., from the loss function to
the initial layer that embeds a program into a one-hot vector) in an attempt to create an adversarial
version of input programs in the embedding space. Despite a notable step forward, projecting an
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adversarial embedding back to a concrete adversarial program remains a tremendous challenge.
As a result, DAMP only considers transformations pertaining to variable names to ease the pro-
jection process (e.g., changing existing variables into adversarial names or adding new variables
with adversarial names). Apart from the differentiability issue of the classical adversarial attack,
discrete adversarial attack enjoys another crucial advantage: it does not require the access to model
parameters, therefore, by nature it is a black-box approach that is more generally applicable.

A Method of Discrete Adversarial Attack. In this paper, we propose a novel, general method of
Discrete adversarial attacK, namely DaK that is highly effective in attacking a wide range of code
models. It is worth mentioning we focus exclusively on the targeted attack where adversaries attempt
to fool models to predict a particular class (also called target label) other than the ground-truth.
This is a challenging problem due to the vast space of programs that are semantically equivalent to
the original input and the stringent requirement that semantically equivalent programs must make
model predict a particular label of adversary’s choice. Therefore, a naive approach of enumerating
model predictions for each program in this enormous space would be infeasible. On the contrary,
untargeted attack — where any prediction other than the ground-truth counts as a successful
attack — is a relatively easy problem to which prior works [Yefet et al. 2020; Zhang et al. 2022;
Zhou et al. 2022] already offer decent solutions. Our attack consists of three major components: a
Destroyer, a Finder and a Merger. The Destroyer is responsible for erasing, in the program under
attack, significant features that models could use for prediction; next, the Finder aims to discover
critical features of another program for which models predict the target label; finally, the Merger
inserts the discovered critical features into the destroyed program to generate discrete adversarial
examples. Our intuition is that after being dealt with by the Destroyer, features of the program
under attack are substantially weakened so that they are no longer capable of emitting powerful
signals for models to make confident predictions; in the meanwhile, critical features from the
other program is arguably the strongest, most concentrated set of features to make models predict
the target label. Therefore, the combination of the critical features and the destroyed program
should make a convincing discrete adversarial example for models to predict the target label. In
the following, we demonstrate the usefulness of our attack method, in particular, we discuss its
implications in the real-world.

Implications of Discrete Adversarial Attack. Considering that learning-based bug detectors
have been increasingly integrated into the development pipeline, aiding programmers to write high-
quality code [Raychev et al. 2015], the correctness and reliability of those bug detectors, especially
against adversarial attacks will be a key factor to their success. In fact, we show that our discrete
attack causes a Gated Graph Neural Network [Li et al. 2016] (GGNN) model to miss bugs. Figure 1a
shows a GGNN model trained on VARMISUSE task [Allamanis et al. 2018] spotted presetRead at
line 90 as the wrong variable to use, and suggested correctly alreadyRead as the fix. However,
by transforming the program to Figure 1b in a strictly semantically-preserving manner, the same
model now considers presetRead the correct variable to use. Considering that our transformations
do not in any way affect the validity of the code (i.e., the new program still compiles), our attack
leaves a real bug in function ProcessRecord. What’s more, this error may allow the ensuing read
operation (line 93 in Figure 1b) to trigger a buffer overflow (when presetRead < total/2 and total
% presetRead # 0), the kind of bugs frequently cause software security vulnerabilities, especially
for languages without built-in safety mechanisms (e.g., automatic bounds checking). In general, the
susceptibility of bug detection models to adversarial attack invites a variety of malicious behaviors.
For example, malicious developers inside an organization or an open-source project can hide bugs
in their codebase by writing the buggy code in a specific manner that bypasses bug detection tools.
Furthermore, adversarial attacks to other kinds of code models may lead to even more serious
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1 protected override void ProcessRecord(long presetRead) { ... Prediction: alreadyRead(98.4%)
26 foreach (ContentHolder holder in contentStreams) {

27 long total = holder.Reader.Count;

28 long alreadyRead = 0; // alreadyRead records the number of items that have been retrieved so far

87 IList results = null;

88 do { /* actualRead/presetRead is the number of content items to be retrieved in each iteration */

89 long actualRead = presetRead;

/* (total - actualRead < #) is intended for safeguarding the ensuing read access at line 92 against
a potential buffer overflow, thus the correct variable to use at # is alreadyRead because (total
- actualRead < alreadyRead) specifies the condition under which the buffer overflow occurs. */

90 if ((total > @) && (total - actualRead < presetRead))
91 { actualRead = total - alreadyRead; }
// reading actualRead objects from holder.reader with an offset alreadyRead
92 try { results = holder.Reader.Read(alreadyRead, actualRead); } catch(Exception e) { ... }
130 if (results != null && results.Count > @)
131 alreadyRead += results.Count;//add up the total number of content items that have been retrieved
132 } while (results != null && results.Count > @ && (alreadyRead < total)); } ...
158 }

(a) The original input for which GGNN correctly predicts presetRead (highlighted in code) to be the
misused variable. Instead, alreadyRead (i.e., GGNN'’s prediction in the top-right corner) should have been
used.

1 protected override void ProcessRecord(long presetRead) { ... ’Prediction;presetRead(84_4%)
26 foreach (ContentHolder holder in contentStreams) {
27 long total = holder.Reader.Count; long alreadyRead = 0;
87 IList results = null;
88 do {
89 long actualReadinit = presetRead;
90 + if (presetRead * init < @) {presetRead = alreadyRead;} // this line is deadcode
/* when presetRead is no greater than half of total, line 92 will never get executed, as a result,
the read access at line 93 will tigger a buffer overflow, when total % presetRead != @ */
91 if ((total > @) && (total - aetualReadinit < presetRead))
92 { aectualReadinit = total - alreadyRead;}
93 try {results = holder.Reader.Read(alreadyRead, aetualReadinit);} catch(Exception e) { ... }
131 if (results != null && results.Count > @) alreadyRead += results.Count;
132 } while (results != null && results.Count > 0 && (alreadyRead—<—tetal total > alreadyRead)); } ... }

(b) The adversarial example for which GGNN no longer makes the right prediction, in particular, it now
considers presetRead the correct variable to use. All transformations preserve the semantics of the original
input (e.g., line 90 is deadcode). + code (resp., eede) signals added (resp., removed) code.

Fig. 1. A successful attack to GGNN in VARMIsusE task.

consequences. As an example, a malware author can modify an existing piece of malware with
semantically-preserving transformations in an attempt to fool malware detection models [Kim
et al. 2018; Vinayakumar et al. 2019; Yuan et al. 2014] to classify the modified malware as benign.
Overall, we believe discrete adversarial attack, which has rather negative implications in the real
world, deserves serious attention from the research community.

Defending against Discrete Adversarial Attack. Adversarial training [Madry et al. 2018] is by
far the most successful algorithm for training robust neural networks against classical adversarial
attack (e.g., FGSM [Goodfellow et al. 2015], PGD [Bubeck 2015], etc.). The key novelty is a natural
saddle point (min-max) formulation (Figure 2) that captures the notion of security against adver-
sarial attack. Technically, the inner maximization problem aims to find an adversarial example
of a data point x that achieves the maximum loss on the model. On the other hand, the goal of
the outer minimization problem is to find model parameters so that the adversarial loss p(6)
given by the inner attack problem is minimized. Training robust models under this saddle point
formulation must overcome a crucial challenge. That is, how to compute gradients vyp(6) for
the outer minimization problem? Unlike a standard machine learning task, the adversarial loss
p(6) now corresponds to a maximization problem, thus, we cannot simply apply the standard
backpropagation algorithm [Rumelhart et al. 1986]. A natural alternative is to compute the gradient
at the maximizer of the inner maximization problem, meaning, finding the value of §, denoted by &%,
that induces the strongest possible adversarial examples (formally, 6* = arg maxs L(0, x +6, 1)), and
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mginp(@), where p(0) =E(y,y)~D glea§L(9,x+5,y)

where p(0) is the adversarial loss of a model with parameters 6. E, the expectation of p(6)
over data point x (with label y) drawn from distribution 9, defines the risk of the hypothesis
learned by the model. S is the set of allowed perturbations, in this case, represented by a
fw-ball around x [Goodfellow et al. 2015], and L(6, x, y) denotes the loss function.

Fig. 2. The saddle point (min-max) formulation.

then using those examples to compute gradients VoL(0, x + 6%, y) of the loss function L(6, x + 6%, ).
Indeed, Madry et al. [2018] prove that this approach is valid, however, Danskin’s theorem, at the
core of their proof, assumes the continuous differentiability of the loss function w.r.t. network pa-
rameters 0 as well as adversarial perturbations §. Clearly, this assumption does not hold in discrete
adversarial attack because the adversarial perturbation, now specified by program transformations,
is discrete in nature. Precisely for this reason, prior work [Li et al. 2022], which takes for granted the
applicability of adversarial training in discrete adversarial attack, is flawed. To address this issue, we
provide a much needed theoretical foundation for the application of adversarial training to discrete
adversarial attack, in particular, we prove the approach of computing the gradient at the maximizer
of the inner maximization problem is valid regardless of the nature of adversarial perturbations
(e.g., continuous or discrete). The key insight of our proof is to show the directional derivative
VyuoL(0,4*(x),y)P(0) of the adversarial loss p(0) along voL(0, $*(x),y) at any point 0 is greater
than zero. Here, ¢(x) is a generalized notion of adversarial perturbations which encompasses
discrete perturbations like program transformations or continuous perturbations like #-ball; and
¢*(x) = argmaxy L(0, §(x),y). Because a consistently positive VuoL(6,4*(x),y) P (0) means moving
6 along the opposite direction of VyL(, ¢*(x), y) is guaranteed to reduce the adversarial loss p(6),
which is precisely the goal we aim to accomplish for training robust classifiers using the min-max
formulation. Specifically, we break down our proof into two sub-tasks: (1) finding the lower bound
of Vy,1(0.4%(x).y)P(0); (2) proving the lower bound of Vy,1(g.4¢(x),y) 2 (0) is positive. Motivated by
these theoretical results, our primary contribution from the defense side, we take a simple measure
to realize adversarial training, which results in a highly effective defense method against discrete
attacks in practice.

We conduct a comprehensive evaluation on both our attack and defense methods for discrete
adversarial attack. Regarding the effectiveness of Dak, we set out to compare DaK against existing
attacks in the exact setting an existing attack considers when it’s originally proposed. This means
we deploy DaK to attack the same model using the same programs and aiming for the same
target labels as an existing attack in its original setting. It turns out that DAMP [Yefet et al. 2020]
is the only eligible baseline in the literature because not only does DAMP target models (e.g.,
code2vec [Alon et al. 2019b], GGNN) that predict semantically-adhering properties but it also
has the capability of performing targeted attack. To demonstrate the generality of our attack, we
also deploy DaK to attack CodeBERT [Feng et al. 2020], an influential model that predicts natural
language descriptions of the functionality of source code (which is also a semantically-adhering
property). In particular, CodeBERT is built upon an entirely different neural architecture from
code2vec and GGNN, furthermore, it tackles a separate downstream task to code2vec and GGNN.
In addition to DaK, we choose DAMP and Imitator [Quiring et al. 2019] (thanks to their generality)
to attack CodeBERT. From the defense perspective, we consider as baselines two of the most
noteworthy defense methods — adversarial training [Madry et al. 2018] and outlier detection [Yefet
et al. 2020]. Specifically, for each baseline defense, we set our method, called enhanced adversarial
training, to defend against the same adversarial attacks that the baseline method is proposed to
defend against. Additionally, we have all defenses protect against DaK such that the strength of
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DaK in attacking defended models can be on full display. Finally, we evaluate the robustness of
hardened CodeBERT w.r.t. outlier detection, adversarial training, RoPGen [Li et al. 2022] (all of
which are transplanted from their original setting to defend CodeBERT), and enhanced adversarial
training against DAMP, Imitator and DaK. Results show that DaK is significantly more effective
than all baseline attacks whether or not defense mechanisms are in place to aid models in resisting
attacks. Take DaK’s results in attacking code2vec as an example, DaK is on average almost ten
times more effective than DAMP when code2vec is not defended by any measure, and more than
ten times (resp., almost three times) as effective as DAMP when code2vec is hardened by outlier
detection (resp., adversarial training). In addition, we find that enhanced adversarial training is the
most effective against every attack among all defenses.

Main Contributions. This paper makes the following contributions:

e A method of discrete adversarial attack to models of code.

o A theoretical foundation for the application of adversarial training to defending against discrete
adversarial attack.

e An evaluation of both our attack and defense methods in discrete adversarial attack. Results
show that (1) DaK significantly outperforms state-of-the-art attacks regardless of the presence of
existing defense techniques; (2) enhanced adversarial training is the most effective in defending
against state-of-the-art attacks as well as DaK.

2 FORMALIZATION

Let M be a code model which takes a program p as input and returns a prediction c as output,
i.e, M(p) = c. For presentation simplicity and w.l.o.g., we assume M deals with one programming
language at a time (i.e., making predictions for programs written in a different language requires
retraining M). We denote the language that M currently accepts by & with formal semantics [[-].
First, we define semantically-adhering properties which helps narrow down the code models we
consider in this paper.

Definition 2.1. (Semantically-Adhering Property) A property t of a program p adheres to the
semantics of p iff Vp' € & [[p’'] = [p]] = p’.t = p.r where p.7/p’.7 denotes the value of the
property 7 of program p/p’.

In this paper, we consider exclusively code models that predict semantically-adhering properties.
To ensure that the ground-truth label of adversarial examples is well-defined, we enforce another
constraint: an adversarial example p must be semantically equivalent to the original input p (i.e.,
[£] = [£])- Because applying random changes to p would make the ground-truth label of the
resultant program undefined. Below, we give a formal definition of discrete adversarial examples.

Definition 2.2. (Discrete Adversarial Examples) Let p € £ be an input program for which a code

model M makes a prediction c. M is a black-box whose internal information (e.g., weights, biases)

is not accessible. Let label ¢ be the choice of the adversary. Let 7 = {#1, f5...t, } be the complete set
of program transformations in language & where each t; : & — £ is a function that maps one
program to another. A program p € & is a discrete adversarial example of p iff (1) p = T(p) where

Te7%@) [pl = [5]: () M(p) = ¢
To define program transformations T, we take into account the following criteria:

o Simplicity. We define each t; to be a simple, semantically-preserving transformation by itself
such that we do not require a deeper analysis to obtain the guarantee of the semantic equivalence
between p and p.

e Generality. We define each t; to be general and widely applicable such that they together can
induce a considerable number of semantically equivalent programs to any input.
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Table 1. Every semantically-preserving transformation used in this paper.

113:7

Name Description Example
We replace names of variables with common | //before:
. . f(int 1 th ize=1 th+1;
Renaming | variable names randomly selected from other /522 te:"g Y(size=length+1;}
programs. f(int funcName){size=funcName+1;}
Statements | We permute two statements without data and | //before: /lafter:
. l d d int n=1; int m=length;
permutation | control dependency. int m=length;  int n=1;
Operands | We permute two operands of binary opera- |,/ .rore. ) after
permutation | tions satisfying the commutative law. r=a+h; r=b+a;
Operators | We toggle arithmetical operators associated |,,,.¢orc. ) after:
toggling with variables. d=a-brc; d=a-(b-c);
We negate the value of a boolean variable, | //before:
. . boolean flag=true;
Boolean and propagates this change in the program to | ;¢ (f1agy¢.. .3
negation ensure a semantic equivalence of the trans- | //after:
f d boolean flag=false;
ormed program. if (1 Flagy(.. .3
. . . //before:
We replace a switch statement with if state- | ¢,;cchcny¢
Branch ments or vice versa. If the branch is a if-then- | case 1: r=a; break;
g . . case 2: r=b; break; ...
rewriting else statement, we replace it with a ternary |, ...
conditional operator or vice versa. if(n==1) r=a;
else if(n==2) r=b; ...
. . . //before:
Loop We replace for loops with while loops or vice | ¢orcint izo;i<n;its)(...3
rewriting versa. //after:
int i=0; while(i<n){...;i++}
3 3 3 : //before:
Expression We replace expression with a smgle variable, Math. minCvalues. length . lengthy:
. with common variable name, holding the com- | //after:
unfOIdlng puted value int var=values.length;
: Math.min(var,length);
We insert code into branches or loops whose | //"¢f°re:
Deadcode R int i = Math.random();
. » condition are always evaluated to false (the | //after:
msertion . . : int i = Math.random(), j i* i
details are presented in Section 3.1.3). O

e Diversity. We define transformations to produce different types of changes (e.g., insertion and
substitution) on different parts of an input program (e.g., variables, operators, and statements)
such that generated programs are manifested in diverse forms.

Table 1 provides the details for every transformation used in this paper.

Order of Transformations. Our goal is to apply the maximum number of transformations to an

input program such that we can generate a sufficient number of equivalent programs for our attack

method to consider. The transformations in Table 1 can be divided into two categories: substitution

(first seven) and insertion (last two). For transformations in the same category, we randomly apply

them without considering the order. This is because all substitutions are independent of each

other, namely applying any substitution transformation does not change the applicability of any
other substitution transformation. The same goes for insertions. However, since the insertion may
provide new opportunities for the substitution to apply, we always perform insertion first then

substitutions later. This way every transformation only needs to be considered once, which is a

simple, clean approach to applying transformations. Note that different orders of the application of

transformations can result in different programs. However, this is not an issue because we only
require resultant programs to be semantically equivalent to original inputs regardless of their
syntactic properties.
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3 METHODOLOGY

In this section, we first give a detailed presentation on our discrete adversarial attack. Next, we
prove the applicability of adversarial training to defending against discrete adversarial attack.
Motivated by the theoretical results, we then introduce our realization of adversarial training.

3.1 Discrete Adversarial Attack

Attack Workflow. The workflow of our attack consists of three key components:

o Destroyer (Section 3.1.1). For starters, given an input program, we tamper with its features to
weaken the signal that models rely on to make predictions. We choose to tamper with the entire
program so that models can not confidently predict any label. As previously explained, we apply
exclusively semantically-preserving transformations when tampering with input programs.

o Finder (Section 3.1.2). For a target label we aim to fool models to predict, we first find a set
of programs for which models predict the target label (hereafter referred to as suppliers). Then,
we compute the critical features of each supplier, which can be deemed as the strongest, most
concentrated features for making models predict the target label.

o Merger (Section 3.1.3). With the critical features of each supplier at our disposal, we simply
inject them into the tampered program to generate the discrete adversarial example. Because
suppliers’ critical features are strong, concentrated features that are likely to overpower the
remaining features in the tampered program, models should predict the target label for the discrete
adversarial example. Because the semantics of input programs must be preserved throughout the
workflow of the discrete adversarial attack, we insert the critical features of a supplier as dead
code into the tampered program.

In the rest of Section 3.1, we explain in detail how we generate the discrete adversarial example
for the program in Figure 1a (hereafter referred to as the attack program) that successfully evades
the bug finder powered by GGNN.

3.1.1  Destr oyer. When tampering with iHPUt Algorithm 1 Destroyer (Tampering with Input programs).
programs, a natural idea is to dismantle exclu- 1. rocedure Destrover(p, M, TList)
sively their critical features such that models > p is an input program. M represents the model. TList stands

. . for transformation list, which contain insertion transformations
no longer predlCt the label that they predlCt for first in random order, then substitutions (also in random order)

original inputs. However, the issue with this ap- 2: foreacht € TList do
> find all the elements in p to which t is applicable.

ProaCh is that dlsmanthng EXCIUSIV(-:ly the criti- 3: TransformableElements «— TransformableElements (p, t)
cal features, albeit would significantly decrease ‘;2 foreach eler;l (E TrlamfogmableElements dfO 1

s . : p’ — Apply(p, elem, t > perform t on elem in p
the prObablhty that models predlCt the label be- > p’ is taken into account only when it produces a lower
fore, may considerably increase the probability standard deviation (SD) among prediction probabilities of

all labels from M than p
p < ReturnTheProgramWithLowerSD(p, p’, M)
end foreach

models predict a different label. The cause of ¢
7
8:  end foreach
9
0

this phenomenon, which frequently occurs in a
preliminary study we conducted, is that under
the suppression of the critical features, other 1
features cannot exert their influence as effec-
tively, but once the critical features were disrupted, some becomes the new critical features which
is certainly capable of making models predict another label with high probability.

Considering the method in Figure 3a, which is generated through transformations of only the
critical features of the attack program (we explain what we mean by critical features and how to
find them in Section 3.1.2). GGNN now predicts a new label total with 66.6% probability, a value
that is still considerably higher than the probabilities that GGNN predicts other labels. This means
strong features still exist which can be difficult for our attack method to overcome. To address this

return p
: end procedure
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void ProcessRecord(long presetRead) { ...
foreach (ContentHolder holder in contentStreams) {

long total = holder.Reader.Count;

long alreadyRead = 0; ...

IList results = null;

do {
long actualRead = presetRead;
if((total>0)&&(total -actualRead<presetRead))
{ actualRead = total - alreadyRead; } ...
try {results = holder.Reader.Read(alreadyRead,

actualRead); } catch(Exception e) { ... } ...

if (results != null && results.Count > 0)
alreadyRead += results.Count;
while (results != null && results.Count > 0 &&
(a}feadyReaé«?{e{a}total > alreadyRead)); } ... }

void ProcessRecord(long presetRead) { ...
foreach (ContentHolder holder in contentStreams) {
long total = holder.Reader.Count;
long alreadyRead = 0; ...
IList results = null;
do {
long aetualReadinit = presetRead;
1f((tota1>0)&&(total aehm}mﬁw1n1t<presetkead))
{ actualReadinit = total - alreadyRead; } ...
try {results = holder.Reader.Read(alreadyRead,
actualReadinit);} catch(Exception e) {...} ...

if (results != null && results.Count > @)
alreadyRead += results.Count;
while (results != null && results.Count > 0 &&

(a}ﬁaxbﬂem&<&{0ﬁﬂtotal > alreadyRead)); } ... }

(@)

(b)

Fig. 3. (a) depicts the result of tampering with exclusively the critical features of the attack program. The box at
the bottom shows the predictions made by GGNN. Clearly, the predicted probability of the top-1 label total
is still significantly higher than others. (b) depicts the result of tampering with the whole program. Apparently,
GGNN now predicts uniformly low probabilities for all labels. The transformations applied are M Operands
Permutation: (e.g, alreadyRead<total — total>alreadyRead) and @ Renaming: (actualRead —
init). New variable names are randomly selected from common identifiers which we crawled from GGNN’s
training set. Because they appear in a vast amount of code, they are not particularly indicative of any label
GGNN may predict. + code (resp., eede) signals added (resp., removed) code. icode are critical features.

issue, we opt to tamper with the entire input program such that ideally all labels will be predicted
with low probabilities. In theory, finding the global optimal requires a brute-force search through
all combinations of transformations, which yields an exponential time algorithm that is likely to be
infeasible in practice. For efficiency purposes, we propose an optimization instead. The key idea is
to apply a transformation only if the standard deviation of model’s prediction probabilities for all
labels on the resultant program decreases. This is because a decreased standard deviation means
the transformation is effective in evening out discrepancies among model’s prediction probabilities,
which also indicates we are towards wiping out all significant features from an input program.
Algorithm 1 gives the details. Given a program p and a set of transformations TList, a transfor-
mation t is applied to p only if the resultant program p’ has a lower standard deviation among
models’ prediction probabilities for all labels than p. If ¢ is applicable to multiple places in p, t’s
applicability at each place is examined individually against the same criterion (lines 3 to 7). As we
explained previously, we consider insertions first followed by substitutions (all in random order)
when applying transformations. Since deadcode insertion does not help destroy the significant
features of input programs, we exclude it at the current stage of our attack. Since the number of
our transformations is constant, assuming each transformation can be applied everywhere on an
input program with size n (i.e., the number of tokens), the time complexity of the algorithm is
O(n). As a greedy approach, Destroyer may only find a local optimal, however, we find substantial
evidence that original programs are sufficiently tampered (Table 9), paving the way for the creation
of highly effective adversarial examples. Following Algorithm 1, we tamper with the attack program
in its entirety. Figure 3b shows the resultant program in which alreadyRead<total is replaced
with total>alreadyRead, and actualRead is renamed into init. GGNN predicts all labels with
uniformly low probabilities, a sign that we erased all significant features from the original program.

3.1.2 Finder. As we explained in the attack workflow, the goal of Finder is to find the critical
features of suppliers. Finding suppliers themselves is in general an easy task because all we require
is that the model under attack predicts the target label for suppliers; in addition, suppliers can be
easily acquired from public datasets or open-source projects. In VARMISUSE task, finding suppliers is
slightly more complicated in engineering terms. The reason is the prediction labels are not a fixed
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set of words or phrases but rather the variables that are in scope w.r.t. the variable being predicted
for one particular program. Clearly, those in-scope variables vary from program to program, which
makes it harder to find the program with the target label. Figure 4 shows the supplier that we find
for the attack program. We defer to Section 4.1.2 for a detailed discussion on how it is found.

After obtaining a supplier, now we can focus
on finding its critical features. Obviously, the
first challenge we need to resolve is to define
what we mean by critical features. In this regard,
we refer to Wang et al. [2021], which define two
concrete criteria that statements/expressions
must comply with in order to be critical fea-
tures: (1) models make the same predictions for
the critical features as they do for original pro-
grams, (2) models make different predictions for
the remaining code after critical features are re-
moved from the original program. We illustrate the two criteria with code2vec [Alon et al. 2019b], a
pioneering model for method name prediction. Given the method in Figure 5a, Figure 5b shows that
with the first statement — int n = Math.min(values.length, data.length-start); — alone in
the method body, code2vec still predicts 1oad, the label it predicts for the original method. Moreover,
removing this statement makes code2vec alter its prediction to set (Figure 5c). Therefore, Wang et al.
[2021] regard int n = Math.min(values.length, data.length-start); to be the critical features
that code2vec uses to predict the name of the method in Figure 5a. We note Wang et al. [2021]’s
definition supersedes the prior work [Rabin et al. 2021], which only considers the first criterion.
We illustrate the flaw of Rabin et al. [2021] with an example in Figure 6. Figure 6a shows another
statement in the same method, data[start+i] = (short) (values[i] &mask) ;, complies with the
first criterion, thus would have been considered as the critical features by Rabin et al. [2021]. How-
ever, as Figure 6b demonstrates, removing data[start+i] = (short)(values[i] & mask); from
the method body does not alter code2vec’s prediction, indicating that code2vec does not even
need data[start+i] = (short)(values[i] &mask); let alone uses it as the critical features for
prediction. Below, we define critical features based on Wang et al. [2021]’s definition'.

public void onResume() { ... lPrediction:presetRead(QS.2%)
long presetRead = all; ...

long now = SystemClock.elapsedRealtime();

int hash = mActivityAcd.getCause();

long consume = now - start;

presetRead = presetRead - consume;

if (hash != 0 && (threshold - consume < presetRead))
{ for (Widget widget : mWidgetsMap.values()) {...} }
mNotificationHashTime = now; ... }

Fig. 4. A supplier for the attack program. GGNN’s
prediction in the top-right corner is made for the vari-
able highlighted in lcode, in particular, the predicted
label corresponds to our target label presetRead.

Definition 3.1. (critical features) The critical features that M uses for predicting the label of p is a
set of statements p such that (1) p is a constituent of p: p’s token sequence, denoted by (t2),cn, is a

subsequence of p’s denoted by (t,) merr. Formally, (tf)neN = (tg’lk)kEN where (my)ken is a strictly
increasing sequence of positive integers. (2) p is sufficient: p is predicted by M to be in the same
class as p (i.e, M(p) = M(p) = c); (3) p is necessary: p \ p is predicted by M to be in a different

void load(int start, int[] values, int mask) {
int n = Math.min(values.length,
data.length - start);

void load(int start, int[] values, int mask) {
int n = Math.min(values.length,
data.length - start);

void set(int start, int[] values, int mask) {

for (int i = @; i < n; i++) {
System.out.println("index: "+start+" "+i);
data[start+i] = (short)(values[i] & mask);

rout-pri ste ,,

for (int i = @; i < n; i++) {
System.out.println("index: "+start+" "+i);
data[start+i] = (short)(values[i] & mask);

b ki b

(@) (b) (©
Fig. 5. (a) shows an example method whose name is correctly predicted by code2vec [Alon et al. 2019b]. (b)
shows the first statement alone (ie, int n = Math.min(values.length, data.length-start);)
makes code2vec predict the same label 1load. (c) shows removing the statement alters the prediction of
code2vec to set. eede signals removed code. icode are method names predicted by code2vec.

1We note that Wang et al. [2021] name critical features “wheat” and the rest “chaff” for an input program.
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void load(int start, int[] values, int mask) { void load(int start, int[] values, int mask) {
int—n—=Math-mintvalues—tength;—datalength—start); int n = Math.min(values.length, data.length-start);
for—int—i—=0—i—<n—i+)—f for (int i = @; i < n; i++) {
g —pri = —t Uty System.out.println("index: "+start+" "+i);
data[start + i] = (short) (values[i]l & mask); 3} datafstart——il—=(short)—(vatuestil & mask); }}
(a) (b)

Fig. 6. Demonstrating the flaw of Rabin et al. [2021]. (a) shows the statement data[start+i]=(short)
(values[i] &mask); alone keeps the prediction that code2vec makes for the method in Figure 5a,
thus would have been considered critical features by Rabin et al. [2021]. However, (b) shows removing
the statement does not alter code2vec’s prediction, which strongly indicates data[start+i]=(short)
(values[i] &mask) ; are not the critical features. eede, lcode denote the same meaning as in Figure 5.

class from p (i.e, M(p \ p) # M(p)) where p \ p denotes the operation that subtracts program p
from p (Remark 1). Finally (4) p is I-minimal: removing any token from p causes p to violate either
sufficient or necessary requirement, or both.

Remark 1. (Subtraction) Given a program p and a set of statements p, subtraction p \ p means for
each statement s in p, first locate the subtree, which is equivalent to the Abstract Syntax Tree (AST)
of s, within the AST of p; then remove the located subtree from the AST of p. Finally, serialize the
resultant AST of p’s back to source code.

Unlike Wang et al. [2021]’s definition, we do not require critical features to be the global minimum
code because 1-minimality already ensures the precision of critical features, in turn, the strength of
resultant adversarial examples as our extensive evaluation demonstrates.

Identifying critical features from an input program is a challenging problem. We apply a two-step,
coarse-to-fine method, called Reduce and Mutate proposed by Wang et al. [2021]. Conceptually,
the method first finds the minimum fragment of code that contains critical features, then it further
mutates the minimum fragment to pinpoint the fine-grained critical features. Technically, [Wang
et al. 2021] queries models with fragments sorted by size in ascending order (i.e., starting from one
statement, then two, three statements until reaching the entire program). Under this approach,
Reduce returns the first and smallest code fragment (i.e., with the least number of statements)
that satisfies both sufficient and necessary requirement. For the supplier in Figure 4, statement
presetRead = presetRead - consume; is the fragment produced by Reduce. Next, Mutate aims
to remove the irrelevant code within the fragment discovered in Reduce step. The remaining
code, which keeps both sufficient and necessary requirement satisfied, will be regarded as the
critical features (e.g., the statement presetRead = presetRead - consume; is further mutated into
presetRead = consume; as the critical features). Because the code that Reduce and Mutate produce
satisfies all three requirements in Definition 3.1, it is indeed the critical features of an input program.
Interested readers may refer to [Wang et al. 2021] for the details of Reduce and Mutate.
Collecting a Multitude of Suppliers. To increase the success rate of our discrete attack, we collect
a set of suppliers for an input program because if any of them helps create a successful adversarial
example, we have achieved our goal.

3.1.3 Merger. Given the tampered input program (i.e., the output of Destroyer) and the critical
features of a supplier (i.e., the output of Finder), we are ready to create discrete adversarial examples.
Specifically, we insert critical features of a supplier into the tampered input programs as dead code
such that the semantics of the original input is preserved. Considering critical features are likely
to overpower any feature left in the tampered input, we randomly select a position in the input
program to insert critical features.

Ranking Suppliers. We rank the set of suppliers according to the strength of the signal their
critical features emit. We approximate the signal strength for critical features from the following
two sources: (1) the probability that models predict the correct label (denoted by ¢) in order to have
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critical features satisfy the sufficient requirement; and (2) the difference between the probabilities
that models predict ¢ for the original input and the resultant code of the subtraction operation
(Remark 1) when critical features satisfy the necessary requirement. In both cases, the higher the
value, the more powerful the critical features are deemed to be. We adopt the addition of the
two values which is shown to work better than either value alone in practice. Figure 1 in the
supplemental material illustrates the strength of the critical features of the supplier in Figure 4.
Following the ranking of suppliers, we use each to create an adversarial example, in particular, we
take two measures:

(1) We inject critical features within a branch (e.g., if, switch, etc) whose condition is always
evaluated to false. We do not place critical features into unreachable code blocks (e.g., after
return), otherwise, they will be easily removed by compilers, which can be deemed as the first
line of defense for code models.

(2) In light of deadcode elimination, we construct common (i.e., will not make adversarial examples
clear outliers) but non-obvious (i.e., complicated enough to bypass compilers) branch or loop
conditions to guard injected critical features. In particular, we define a set of rules for creating
expressions guaranteed to be evaluated to false, such as the result of multiplication of an integer
with itself is less than zero (as exemplified in Figure 7); the size of empty strings is greater
than zero; the return value of Min() (resp., Max()) function is greater (resp., less) than any of its
parameters; efc. Although state-of-the-art SMT solvers may recognize the disguised conditions,
we can still confuse them with more complicated opaque predicates [Pierazzi et al. 2020].

When attack GGNN in VARMISUSE task, cre- [oi4 processrecord(long pre- [ Prediction: presetRead(84.4%)

. . . setRead) { ...
atlng fidversarlz.il example req}nres an e.x.tra Step' foreach (ContentHolder holder in contentStreams){
That is, renaming variables in the critical fea- long total = holder.Reader.Count;
. . .. . long alreadyRead = 0; ...
tures of a supplier to those in the original input IList results = null,
do {

so that the critical features no longer contain long init = presetRead; ...

foreign variables, thus, the adversarial example |*  if (presetRead+init<e){presetRead = alreadyRead;}
if ((total > @) && (total - init < presetRead))

to be created still compiles. On the other hand, { init = total - alreadyRead;} ...
Variable renamin must be done il’l a manner try {results = holder.Reader.Read(alreadyRead,
g init);} catch(Exception e) { ... } ...
that does not affect the validity of the supplier, if (results != null 8& results.Count > 0)
. K alreadyRead += results.Count;
meaning, GGNN must predict the target label } while (results != null && results.Count > @ &&
(total > alreadyRead)); } ... }

also for the renamed supplier. Technically, we
adopt a brute-force approach to enumerate all ~ Fig- 7. A complete adversarial example for which
mappings between variables in the critical fea- CGGNN no longer predicts presetRead (highlighted
tures and input program. Considering the small in [code)) as misused. + code signals added code.
number of variables in both critical features and the input program, an exhaustive approach is still
efficient. If none of the mappings serves our purpose, we will discard the supplier and move on to
the next in the ranking. Given the supplier shown in Figure 4 and the tampered attack program in
Figure 3b, Figure 7 depicts the complete adversarial example. Specifically, we first rename consume
to alreadyRead and inject the renamed critical features, presetRead = alreadyRead, within an if
branch, whose condition presetRead * init < 0 will always be evaluated to false.

3.2 Defenses against Discrete Adversarial Attack

To apply adversarial training to defend against discrete adversarial attacks, the first problem we
must solve is to specify a new threat model for the inner maximization problem of the saddle
point formulation (Figure 2) because continuous perturbation like #,-ball is no longer applicable.
Equation 1 below first defines the power of discrete adversaries, in particular, they create adversarial
examples by transforming original inputs in a semantically-preserving manner; furthermore, it gives
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the overall new saddle point formulation for discrete adversarial attacks. Now, we face the same
challenge: how do we compute gradients Vgp,(6) for the outer minimization problem if we were
to apply stochastic gradient descent to find optimal model parameters . If we borrow Madry et al.
[2018]’s approach of computing gradients at the maximizer of the inner maximization problem, we
can compute the gradients VgL (6, R*(x), y) of the loss function on the strongest discrete adversarial
example induced by the transformations R* s.t. R* = arg maxg L(0, R(x), y). However, this approach
lacks a scientific foundation because the theory behind Madry et al. [2018]’s approach makes the
assumption on the continuous differentiability of the adversarial loss w.r.t. network parameters as
well as adversarial perturbations, which clearly does not hold for discrete adversaries.

min pg(6). where py(6) = E(xy)~p | max L(6,R(x).y)| 8

where 7/ ={T | T € T A[T(x)] = [x]|} and 7 is defined in Definition 2.2.

Proving the validity of Madry et al. [2018]’s approach. To validate Madry et al. [2018]’s
approach in the setting of discrete adversarial attack, a natural idea is to prove the directional
derivative Vy, (g,r* (x),y)Pd(0) of py(6) along VoL (0, R*(x),y) at any point 0 is greater than zero.
Because if Vy,1(g,r#(x),4)Pa(0) can be proven to be a positive value at all times, then moving 0
along the opposite direction of VyL(0, R*(x), y) is guaranteed to reduce p4(60), which is precisely
the goal we intend to accomplish in training robust models using the saddle point formulation.
Conceptually, our proof for the positivity of Vy,1,r (x),y)Pa () consists of two major components:
first, finding the lower bound of Vy,1 (g r(x),4)Pa(0); and second, proving the lower bound of
VyuaL(6,R (x),y) Pd(0) is greater than zero.

Theorem 3.1. Let R* be the maximizer for maxgcs L(6, R(x), y) in formulation 1, formally, R* =
arg maxg L(0, R(x),y). Then, the directional derivative of maxgc s L(6, R(x),y) along VoL (0, R*(x),
y) is positive at any point 6.

ProoF. Assume 0, is an arbitrary set of model parameters, moving 8, in the direction of
VoL(0, R*(x),y) with an infinitely small step size y € R, arrives at 0po5. Thus,

epost - epre = YVG'L(epre: R#(x)> y) (2

We now turn to the difference quotient to compute the directional derivative of maxge 7+ L(6, R(x),y)
along voL(0, R*(x),y) at Opre- Opost — Opre denotes that 0, is infinitely close to O,y

maxpeg” L(eposbR(x): Y) — maxgeq L(epre’R(x)y y)

lim 3
e Bpost — Opre @
Part I: find the lower bound of Equation 3.
First, we define R ,R* to be:
gpos[ gpre
Rzpw = argmax L(0post, R(x), y) Rgpm = argmax L(0pre, R(x), y)
ReT” ReT”
Thus, Equation 3 can be rewritten into:
max L(@post, R(x),y) - max L(Opre, R(x),y) L(Opost, R L (0.9) = L(Opre; R (@)Y
lim = lim P P =
Opost— Opre [0post — Oprel Opost—Opre |Opost — Oprel
i L(gpost’ Rgpm (x),y) - L(gposta Rgpre (x),y) + L(eposta Rgpre(x), y) - L(Qprea R#gpm (x),y) _
Opost—Opre [Opost — Oprel
L(epost: Rg st (x),y) - L(eposta Rg " (%), ) L(epost’ Rz " (x),y) - L(epre’ Rz " (%), 9)
lim L L + lim P P
Opost—Opre |Opost — Oprel Opost—Opre [Opost — Oprel
()
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Because RZM = argmaXpe g+ L(Opost, R(x), y), the numerator of the first term on the third line of
Equation 4 — L(0, Rzp (%), y) = L(Opost Rzp (x),y) — is no less than zero, thus,
max L(Opost, R(x), y) = max L(Opre, R(x), y) L(Bposts Ry (x),4) = L(Opre. Ky (x),4)

lim > lim
Opost— Opre |0pust - 9pre| Opost—Opre |0post - 9pre|

(5)
According to Equation 5, we find the lower bound of Equation 3 to be limg,,,, 0, (L (Opost, RZ (x),y)—
® pre

L(Gprea Rzpre (x), y))/|9post - eprel-
Part II: prove limg,,,,0,,, (L(Opost, Rgpre (x),y) = L(Opre, Rgpre (%), ¥))/1post — Oprel, the lower bound

of Equation 3, to be positive.
Because L(6, R}, (x),y) is a continuous function over the complete set of values of °, we apply
pre

mean value theorem in several variables to (L(0pos:, RZW (%), y) = L(Opre, Rzpre (%), Y))/10post — Oprel:

L(Bpost. Ry (x).y) = L(Opre. Ry (x).y) (Opost = Opre) - VoL(0". Ry (x).y)
lim r £ = lim £

Opost— Opre [Opost — Oprel Opost—Opre |Opost — Oprel

(6)

where 0’ = (1 — )0, + @005 for some a within (0, 1). Specifically, 8’ is some point on the segment
joining O,y to Opes:. Because 0, is infinitely close to 0,,, 0" will also be infinitely close to 0.
Thus, taking the limit of VoL (¢’, Rzm(x), y) as Opost approaches to O leads to VoL (O, Rgm(x), y).
Then, the right side of Equation 6 equals to:

(Opost = Opre) - VoL (Opre, Rgpm (x),y)

7
[Opost — Oprel @

Because of Equation 2, Equation 7 can be rewritten into:
(epost - epre) ' (epost - epre)/)/ ®)

|9post - 9pre|
Because 0y # Oposr and y € R, is a positive number, Equation 8 is positive, thus we prove
limg,,, 0, (L(Oposts RE (), y) = L(Opre, Ry (%), 4))/|0post — Oprel, the lower bound of Equation 3,
pre 'pre
is positive. Substituting the right side of Equation 6 with Equation 8 gives rise to
# #
L(Bpost, Repm (%), y) = L(Opre, Repye (x),y) ~ (Bpost = Opre)  (Opost — Opre) [ o

lim
Opost— Opre |9 ost‘e re| |9 ost_e rel
P f p p p p

©)

Finally, putting Equation 5 and 9 together established the following:

‘ }?3}7)'(’ L(epost,R(x)a y) - }223775, L(epre,R(x)a y)
lim >0

Opost—Opre |Opost — Oprel

Because 0, is an arbitrary set of model parameters, we prove the directional derivative of
maxgeq L(0, R(x),y) along vyL(0, R*(x), y) is positive at any point 6. O

In fact, our proof is general since it does not depend on any specific implementations of R(-),
therefore, it applies to both discrete adversaries (e.g., R(:) specifies program transformations)

2The regular loss function is indeed continuously differentiable w.r.t. network parameters when adversarial examples are
created through a fixed set of transformations of original inputs.

Proc. ACM Program. Lang., Vol. 7, No. PLDI, Article 113. Publication date: June 2023.



Discrete Adversarial Attack to Models of Code 113:15

and continuous adversaries (e.g., R(-) represents #,-ball). Guided by Theorem 3.1, our primary
contribution on the defense side, we present our realization of adversarial training.

Enhanced Adversarial Training. A key challenge in realizing adversarial training is solving the
inner maximization problem in the saddle point formulation. For efficiency reasons, prior works [Li
et al. 2022; Yefet et al. 2020] opt for successful adversarial examples found by an attack as solutions
to the inner maximization problem. Clearly, adversarial examples that succeeded in fooling a
model to make wrong predictions may not be those that maximize the model’s adversarial loss, a
condition that is required for applying Madry et al. [2018]’s approach to training robust models
(as Theorem 3.1 shows). To tackle this issue, we propose Enhanced Adversarial Tralning (Everl)
which is generally applicable to defending against any adversarial attack in principle. The idea is to
train a model only on the strongest adversarial example possible. Specifically, to defend against an
attack, we aim to exhaustively enumerate all adversarial examples found by the attack for a given
input to find the strongest. For the case specific to DaK, we first compute the transitive closure
of the set of transformations presented in Table 1 on an input program. For each program within
the transitive closure, we combine it with the critical features of each supplier to find the overall
strongest adversarial example that achieves the maximum loss of the model. As for other adversarial
attacks, specifically for continuous/classical adversaries like DAMP, we increase the adversarial
step [Madry et al. 2018] and introduce random initialization for adversarial perturbation [Wong
et al. 2020] to find the strongest adversarial example;for discrete adversaries like Imitator [Quiring
et al. 2019], we increase the width and the depth of the search tree for program transformations.
Although in theory Everl is not guaranteed to find the strongest among all adversarial examples
an attack generates, the adversarial examples Everl uses to train a model are more likely to be the
strongest than existing realizations of adversarial training use. Thus, Everl is more effective than
existing adversarial training against DaK and many other attacks according to our evaluation.

4 EVALUATION

Our evaluation aims to answer two main questions: (1) how effective is DaK in attacking code
models whether or not existing defenses mechanisms are in place to aid models in resisting attacks;
(2) how effective is enhanced adversarial training against state-of-the-art attacks as well as DaK.

4.1 Effectiveness of DaK

4.1.1 Attack Setups. To evaluate the effectiveness of DaK, we set out to compare DaK against
existing attacks in the exact setting each attack method considers when it is originally proposed.
This means we deploy DaK to attack the same model (i.e., same neural architecture trained on
the same dataset) using the same programs and aiming for the same target labels as the existing
attack in its original setting. Among all existing attacks to code models, we find DAMP [Yefet
et al. 2020] to be the only eligible baseline while others either target models that predict non-
semantically-adhering properties [Li et al. 2022; Quiring et al. 2019], or are incapable of performing
targeted attack [Zhang et al. 2022; Zhou et al. 2022]. Yefet et al. [2020] consider three models:
code2vec [Alon et al. 2019b], GGNN [Allamanis et al. 2018] and GNN-FILM [Brockschmidt 2020].
code2vec predicts a descriptor (in natural language) about the functionality of a method which is
obviously a semantically-adhering property. Similarly, GGNN/GNN-FILM, which predicts variable
misuses, is also valid for discrete adversarial attack. This is because whether or not variables
are misused does not vary with semantically-preserving transformations. Yefet et al. [2020] train
code2vec on Java-large [Alon et al. 2019a], and GGNN/GNN-FILM on a C# dataset [Allamanis et al.
2018] respectively. Considering GNN-FILM and GGNN are built upon similar neural architectures
for the same downstream tasks, and DAMP achieved significantly better results with GGNN, we do
not include GNN-FILM in our evaluation. Regarding target labels for attacks to code2vec, Yefet
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et al. [2020] randomly sampled labels that occurred at least 10k times in Java-large. As for attacks
to GGNN, since all examples in the C# dataset have at least one type-correct replacement variable
other than the correct variable. Thus, they pick each replacement variable in turn as the target
label, and average the results over all target labels. In both attacks to code2vec and GGNN, they
only focus on programs that models predicted correctly out of the test set.

To demonstrate the generality of DaK, we also consider CodeBERT [Feng et al. 2020], a model
built upon a different neural architecture from code2vec and GGNN. It achieves state-of-the-art
performance on both natural language code search and code documentation generation, the latter
of which is used in this evaluation because the former takes natural language as inputs which is
inapplicable to our setting. Since code documentation is generated according to the semantics of a
code snippet, therefore, CodeBERT also predicts semantically-adhering properties. Unfortunately,
there does not exist any work capable of performing targeted attack to CodeBERT. Therefore,
we attempt to transplant methods proposed to attack other models to attack CodeBERT. DAMP,
Imitator [Quiring et al. 2019], and ACSIA [Li et al. 2022] are the most noteworthy methods of
targeted attack. Because ACSIA relies on pre-defined rules specific to coding styles (e.g., camelCase
vs. snake_case) which do not apply to code documentation generation, we do not consider ACSIA
for attacking CodeBERT. In contrast, DAMP and Imitator are general, thus, we adapt them to attack
CodeBERT. We train CodeBERT using CodeSearchNet [Husain et al. 2019], the dataset on which
CodeBERT is evaluated when it is first proposed. To keep our engineering effort manageable, we
only use Java programs in CodeSearchNet (496,688 in total), which should be sufficient for our
evaluation. We follow DAMP’s approach in selecting target labels to attack CodeBERT. Specifically,
we randomly sampled labels that occurred at least 1k times in the training set of CodeSearchNet,
which should mount a good challenge given that the model should have learned the pattern for
those labels sufficiently well. To select programs to attack CodeBERT, like DAMP, we also focus on
programs which CodeBERT correctly predicts out of the test set.

4.1.2  Finding Suppliers. Suppliers are randomly selected out of the test set of the model under
attack. A program qualifies to be a supplier if it is predicted by the model under attack to have the
target label. We use 50 suppliers for an input program to attack models. Here we describe a simple
yet effective technique for finding suppliers in VARMISUSE task:

(1) First, we seek a program p that has a statement/expression § such that § is syntactically iden-
tical/similar to the statement/expression s (in the original input p) in which GGNN predicts
whether a variable v is misused. Figure 8a gives an example of p.

(2) Then, we feed p to GGNN to get a prediction ¢ (which is a variable in p) for 9, a variable in
§ that corresponds to v in s. Figure 8a depicts GGNN’s prediction ¢ (i.e., rest) for o (i.e., rest
also). Note that the value of ¢ is irrelevant; no matter what it is, the variable will be renamed to
the target label as described in the next step.

(3) Next, we rename the variable identified by ¢ to the target label we aim to fool GGNN to predict
for v, and check if GGNN’s prediction for ¢ switches from ¢ to the target label. If it does, we
consider p (after renaming ¢) a supplier, otherwise, we go back to (1) to find a different program.
Figure 8b shows GGNN indeed predicts presetRead after rest is renamed into presetRead.

4.1.3 Metric. For all experiments throughout the evaluation (including both attack and defense),
we measure the strength of attacks/defenses with the robustness score of the model under attack,
which is originally proposed by Yefet et al. [2020]. Specifically, robustness score is defined as the
percentage of input programs for which the correctly predicted label was not changed to the
adversary’s desired label. If the predicted label was changed to a label that is not the adversarial
label, we consider the model to be robust. The metric implies that the lower (resp., higher) model
robustness, the higher effectiveness of the attack (resp., defense).
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public void onResume() { ... Prediction: rest(94.5%) || public void onResume() { ... | Prediction: presetRead(95.2%)
long rest = all; ... long restpresetRead = all; ...
long now = SystemClock.elapsedRealtime(); long now = SystemClock.elapsedRealtime();
int hash = mActivityAcd.getCause(); int hash = mActivityAcd.getCause();
long consume = now - start; long consume = now - start;
rest = rest - consume; restpresetRead = restpresetRead - consume;
if (hash != @ && (threshold - consume < [rest)) if (hash != @ && (threshold-consume<restpresetRead))
{ for (Widget widget : mWidgetsMap.values()) {...} } { for (Widget widget : mWidgetsMap.values()) {...} }
mNotificationHashTime = now; ... } mNotificationHashTime = now; ... }
(a) (b)

Fig. 8. Finding a supplier for the attack program. The reason that (a) is selected to be a supplier is that it has
an expression (underlined) that is syntactic similar to (total>0) && (total-actualRead<presetRead),
the expression in the attack program for which GGNN predicts whether presetRead is misused. GGNN’s
prediction in the top-right corner is made for the variable highlighted in code. (b) shows that after renaming
variable rest (i.e., GGNN'’s prediction) in (a) to the target label presetRead, GGNN changes its prediction
to presetRead. + code (resp., eede) signals added (resp., removed) code.

4.1.4 Hardware. All experiments in our evaluation are conducted on a Red Hat Linux server that
has 64 Intel(R) Xeon(R) 2.10GHz CPU, 755GB RAM and 4 Tesla V100 GPU (32GB GPU memory).

4.1.5 Attack Results. Table 2 and 3 show the results of DaK in attacking code2vec and GGNN in
DAMP’s setting. Table 4 shows the effectiveness of DAMP, Imitator and DaK in attacking CodeBERT.
It is rather clear that DaK is by far the most effective attack across the board, in particular, using
models’ average robustness score across all labels, DaK is almost ten times more effective than
DAMP in attacking code2vec (6.21 vs. 61.46), and more than three times as effective as DAMP
in attacking GGNN (Table 3). Although DaK’s advantage over DAMP and Imitator in attacking
CodeBERT decreases, DaK still outperforms both baselines by a comfortable margin. A likely cause
of DaK’s lesser advantage in this case is the type of predictions that CodeBERT makes for code
snippets, which are sentences. Thus, even if DaK manages to fool CodeBERT to predict most of the
words in a target label, it does not get partial credit for missing the few remaining ones. The reason
that DaK easily beats out the baselines in all our experiments is that (1) DAMP only explores a very
limited solution space, thus, it is less capable of finding strong adversarial examples; (2) Imitator
is in essence heuristics that are significantly less intelligent than DaK. Regarding the efficiency
of DakK, Table 5-7 show the time that DaK spent on average (in seconds) to create a successful
adversarial example to attack code2vec, GGNN and CodeBERT. Despite being slightly outperformed
by DAMP, DaK is still highly efficient.

4.1.6 Can Linters/Compilers Detect Deadcode in Adversarial Examples. In this experiment, we
investigate if compilers and linters can detect deadcode that we insert into input programs. The first
column of Table 8 shows the exhaustive list of patterns that we use to insert deadcode. Considering

Table 2. Comparing DaK with DAMP in attacking code2vec. Results of the strongest attack (i.e., the lowest
robustness scores) are marked in bold.

Attacks Labels init | mergeFrom | size | isEmpty | clear | remove | value | load | add | run
DAMP 48.44 10.39 78.27 79.04 82.80 | 63.15 76.75 | 55.65 | 68.60 | 51.52
DaK 0.00 8.11 21.29 0.00 0.00 4.27 28.40 | 0.00 | 0.00 | 0.00
Table 3. Comparing DaK with  Table 4. Comparing DaK with DAMP, Imitator in attacking CodeBERT.
DAMP in attacking GGNN. Labels | private | create an | setup | output | sets the
Attacks | Results Attacks methods | instance | fields | class | image
DAMP 70.22 89.99 84.28 88.21 78.20
DAMP >7.99 Imitator 81.20 92.28 96.24 100.0 91.90
DaK 18.20 DaK 43.20 53.28 | 56.24 | 62.64 | 50.12
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Table 5. The time (all in seconds) that DAMP and DaK take on average to attack code2vec.
Labels | . . . .
Attacks init | mergeFrom | size | isEmpty | clear | remove | value | load | add | run
DAMP 0.82 1.13 0.72 1.11 0.92 1.23 1.10 | 0.78 | 0.91 | 1.03
DaK 2.92 3.97 2.25 3.93 2.51 3.07 3.02 | 299 | 3.30 | 3.25

Table 6. Average time of DAMP Table 7. Average time of DAMP, Imitator and DaK for attacking CodeBERT.

and DaK for attacking GGNN. Labels | private | create an | setup | output | sets the
Attacks | Results Attacks methods | instance | fields | class | image
DAMP 1.42 1.71 1.19 1.11 1.32
DAMP 2.87 Imitator 5.06 5.34 4.97 4.86 4.25
DaK 5.52 DaK 4.10 4.63 421 | 4.72 4.15

that our adversarial examples are written in C# and Java, we choose compatible compilers and
linters to perform this evaluation. Specifically, for compilers, we choose javac and JIT for Java; and

Table 8. Code highlighted in grey denotes original statements in input programs. Right after them is the

deadcode that we insert. v/(resp., X) means compilers or linters catch (resp., miss) the deadcode.

How dead code is inserted Compilers Linters
Javas 1€ @505 int bea; OpenJDK: javac | X | CheckStyle | X
if (a*b<0){deadcode} OpenJDK: java JIT | v | findbugs | X
p, ARE B0 int boa; Mono: mcs X | uncrustify | X
if (axb<0){deadcode} .Net compiler: csc | X Roslyn X
Jovas 7€ 8= OpenJDK: javac X | CheckStyle | X
if (Math.pow(a,2)<0){deadcode} OpenJDK: java JIT | X findbugs X
e ANt A= Mono: mcs X | uncrustify | X
if (Math.Pow(a,2)<e){deadcode} Net Compiler: csc | X Roslyn X
Java: it x=Math.max(a,b); or int x=Math.min(a,b); Open]DK: javac X | CheckStyle | X
" if (x<a or x<b){deadcode} or if (x>a or x>b){deadcode} OpenJDK: javaJIT X ﬁndbugs X
Ci int x=Math.Max(a,b); or int x=Math.Min(a,b); Mono: mes X uncruStify X
" if (x<a or x<b){deadcode} or if (x>a or x>b){deadcode}| Net Compﬂer; csc | X Roslyn X
Java: o0 double a=Math.random(); Open.]DK: javac X CheCkStyle X
if (a<@){deadcode} OpenJDK: java JIT | X findbugs X
C#: oo Random rand=new Random(); int a=rand.Next(...); Mono: mcs X uncruStify X
if (a<@){deadcode} Net Compiler: csc | X Roslyn X
Java; String =" or "strt; OpenJDK: javac X | CheckStyle | X
if (s.length()>0 or <0){deadcode} OpenJDK: java JIT | X findbugs | X
s Sring s="* or "str'; Mono: mcs X | uncrustify | X
if (s.Length>@ or <0){deadcode} Net Compiler: csc | X Roslyn X
Java: String s=str.substring(n,m); OpenJDK: javac X CheCkStyle X
" if (!str.contains(s) or str.index0f(s)==-1){deadcode} Open_]DK: java_]IT X ﬁndbugs X
C#: String s=str.Substring(n,m); Mono: mcs X | uncrustify | X
" if (!str.Contains(s) or str.Index0f(s)==-1){deadcode} | Net Compiler: csc | X ROSlyn X
Java: String s=str.substring(n,m); OPenJDKZ javac X CheCkStyle X
if (s.length()>str.length()){deadcode} OpenJDK: java JIT | X findbugs | X
Ci: string s=str.Substring(n,m); Mono: mes X uncrustify X
if (s.Length>str.Length){deadcode} Net Compiler: csc | X Roslyn X
Java: SERINERSSSERIECELS OpenJDK: javac | X | CheckStyle | X
if (s.length()<stri.length()){deadcode} OpenJDK: javaJIT | X | findbugs | X
s, String s=striv..; Mono: mcs X | uncrustify | X
" if (s.Length<stri.Length){deadcode} Net Compiler: csc | X Roslyn X
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Table 9. Evaluating key components of DaK in attacking code2vec. “Original” denotes the robustness score of
code2vec attacked by DaK in its original form.

Metho dSLabels init | mergeFrom | size | isEmpty | clear | remove | value | load | add | run
Original 0.00 8.11 2129 | 000 | 0.00 | 427 | 2840 | 0.00 | 0.00 | 0.00
w/o Destroyer | 1002 | 3720 | 2831 | 7.89 | 890 | 19.10 | 35.12 | 14.09 | 17.83 | 20.21
w/o Finder 2290 | 30.80 | 39.02| 2568 | 2082 | 3721 | 60.75 | 12.47 | 18.75 | 34.31
w/o necessary | (o 44 55.21 74.48 | 4835 | 3221 | 5847 | 87.28 | 41.82 | 70.09 | 61.12
requirement

csc and mcs for C#. javac is the standard compiler for Java programming language that attempts to
remove deadcode in compile time. JIT is the Java just-in-time compiler that can remove deadcode
in execution time. csc is the C# compiler in the NET Framework, and mcs is a C# compiler on
Mono, an open-source implementation of .NET Framework. Regarding linters, we select CheckStyle
and findbugs for Java, uncrustify and Roslyn for C#. We examine every single adversarial example
created by DaK for attacking code2vec, GGNN, or CodeBERT using the corresponding compilers
and linters. Results show that in almost all cases the compilers and linters can not discover deadcode
in adversarial examples. The only exception goes to JIT which recognizes the opaque predicate
shown in the first row of Table 8. Overall, we conclude that common compilers and linters can not
detect deadcode that we insert into input programs to create adversarial examples.

4.1.7 Alternative Configurations of DaK. We examine the contribution of two key functions of
DaK— destroying significant features of inputs (designated as “Without Destroyer”) and finding
critical features of suppliers (designated as “Without Finder”) — considering the rest of DaK is
obviously necessary. In addition, we also validate Wang et al. [2021]’s definition of critical features
by examining the alternative proposed by Rabin et al. [2021]. For brevity, we evaluate alternative
configurations of DaK only in attacking code2vec, on which DaK achieved the best results.
Without Destroyer. To show the importance of destroying significant features of input programs,
we create adversarial examples by injecting critical features of a supplier directly into the original
version of input programs. The second row in Table 9 shows that without Destroyer, the increase
of the robustness score of code2vec is significant. This study demonstrates that even though the
greedy approach of Destroyer may only find local optimal, input programs are severely weakened,
together with the critical features of the supplier, resulting in highly effective adversarial examples.
Without Finder. In this study, we show the importance of critical features by inserting the whole
supplier into the tampered inputs, without finding their critical features beforehand. The third row
in Table 9 shows that inserting the whole supplier significantly hinders DaK’s effectiveness; the
increase of the robustness score in most cases is even higher than “Without Destroyer”.
Without Necessary Requirement As we explained previously, Rabin et al. [2021] do not consider
the necessary requirement of Definition 3.1 for critical features. To demonstrate the importance of
the necessary requirement, we remove it from Reduce and Mutate, the underlying algorithm of Finder,
such that the new critical features to be found do not need to satisfy the necessary requirement. The
last row in Table 9 shows the results. For all target labels, code2vec’s robustness scores increase the
most by far, which indicates Rabin et al. [2021]’s definition of critical features is rather inaccurate.
To sum up, this study demonstrates the necessity of Destroyer and Finder, in addition, it also
validates our definition of critical features.

4.2 Effectiveness of Everl against Existing Attacks and DaK

4.2.1 Defense Setups. First, we pick outlier detection [Yefet et al. 2020] and adversarial training,
two strongest defenses reported in Yefet et al. [2020], as baselines for this experiment. Here (and
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Table 10. Comparing Everl against outlier detection and adversarial training in defending attacks to code2vec.
Results of the strongest defense (i.e., the highest robustness scores) w.r.t. each attack are marked in bold.

Attack Defense Methods init | mergeFrom | size | isEmpty | clear | remove | value | load | add run
Methods

Outlier Detection 74.32 99.98 99.58 99.22 98.77 94.50 90.87 | 60.27 | 88.97 | 96.49

DAMP | Adversarial Training | 78.17 98.91 99.39 98.91 85.09 89.29 99.47 | 88.29 | 95.90 | 94.48
Everl 85.42 100.0 100.0 100.0 98.23 | 99.03 | 100.0 | 100.0 | 100.0 | 100.0

Outlier Detection 0.00 19.18 22.30 0.90 1.09 4.27 28.40 0.00 0.00 0.00

DaK Adversarial Training | 0.00 53.22 58.72 62.07 36.16 | 19.24 | 59.05 | 0.00 | 16.10 | 19.30
Everl 70.20 85.28 83.19 86.76 75.98 | 74.83 | 83.18 | 74.12 | 64.28 | 75.89

Table 11. Comparing Everl with out- Table 12. Comparing Everl with outlier detection, adversarial training,
lier detection and adversarial train- and RoPGen in defending against adversarial attacks to CodeBERT.

ing in defending against adversarial Attack Defense private | create an | set up | output | sets the

attacks to GGNN. Methods | Methods | methods | instance | fields | class | image

Outlier
Attack | Defemse | o Dotoation | 8328 | 9321 | 89.16 | 9038 | 86.85
Methods | Methods DAMP A%;’;’irrff;éal 8528 | 9516 | 92.23 | 90.88 | 88.82
Outlier 85.92 RoPGen 87.92 97.58 94.58 | 92.84 91.55
Detection ’ Everl 91.33 98.91 99.21 | 97.10 97.31
Ad ial Outlier 89.35 9652 | 100.0 | 100.0 | 99.51

DAMP T:zfirrf?rf;a 89.98 I?ietection1 : - : : :
; Adversarial
o : Imitator Training 93.21 99.56 100.0 100.0 100.0
ver 91.35 RoPGen 9386 | 1000 | 100.0 | 100.0 | 100.0
Outlier Everl 95.21 | 100.0 | 100.0 | 100.0 | 100.0
Detection 1938 Outlier 4320 5429 | 5729 | 64.18 | 52.18
Detection : i : . :
Dak Adversarial DaK Adversarial

29, e 56.92 69.94 78.92 80.83 84.21

Training 98 Training
RoPGen 60.10 71.85 81.46 | 80.93 87.63
Everl 67.35 Everl 68.65 80.28 89.83 | 91.83 91.86

throughout Section 4.2), adversarial training refers to Yefet et al. [2020]’s realization which treats
successful adversarial examples (i.e., any example that succeeds in fooling models to predict the
target label) found by their own attack as the solution to the inner maximization problem. Both
baselines are proposed to defend against DAMP, in particular, they consider the original setting of
DAMP presented in Section 4.1.1. For a fair comparison between baselines and Everl, we set Everl
to defend against DAMP in its original setting too. Next, we replace DAMP with DaK as the attack
method for all defenses (including Everl) to deal with so that we can evaluate DaK in attacking
hardened models w.r.t. various defense mechanisms. Same as above, DaK also considers DAMP’s
original setting; thus, their effectiveness in attacking defended models can be fairly compared. It is
worth mentioning that RoPGen [Li et al. 2022], another notable defense method in the literature, is
proposed to defend against attacks to authorship attribution models. As we previously explained,
the author of a code snippet is not a semantically-adhering property. Thus, the outcome of a defense
can not be defined in the same way the outcome of an attack can not be defined. For this reason, we
do not directly compare Everl with RoPGen in its original setting. Instead, we transplant RoPGen to
defend CodeBERT in code documentation task. Similarly, we also transplant outlier detection and
adversarial training to defend CodeBERT. In this way, we can evaluate the robustness of hardened
CodeBERT w.r.t. each defense against Imitator, DAMP, and DaK.

4.2.2 Defense Results. Table 10-12 depicts the effectiveness of every defense method in each afore-
mentioned setting. Results show that Everl is the most effective defense in all cases. The reason that
outlier detection is ineffective is (1) multiple variable names are renamed, so it is hard to determine
which one is really the outlier; (2) outlier detection cannot handle other transformations than
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Table 13. Time (in hours) taken to train code2vec Table 14. Time (in hours) taken to train GGNN with
with Everl for defending against DAMP or DaK. Everl for defending against DAMP or DaK.

Attack Methods | Defense Methods | Training Time Attack Methods | Defense Methods | Training Time
Adversarial Training 29.4 Adversarial Training 70.5
DAMP Everl 155.1 DAMP Everl 344.7
Adversarial Training 414 Adversarial Training 108.0
Dak Everl 2743 Dak Everl 528.1

variable renaming (e.g., operands permutation) for creating adversarial examples. Although adver-
sarial training outperforms outlier detection, it is not as effective as Everl because the adversarial
examples they use are very likely not as strong as those used in Everl. Despite taking extra measures
(e.g., augmenting training sets with adversarial examples, improving robustness of sub-networks),
RoPGen lacks the theoretical support that Everl enjoys, hence it is less effective than Everl in
practice. From the attack perspective, we find that DaK is the strongest among all attack methods
regardless of the model being attacked and the defense method being applied. For example, when
attacking code2vec in the presence of existing defenses (using models’ average robustness scores
again as the metric), DaK is more than ten times as effective as DAMP against outlier detection (i.e.,
7.61 vs. 90.3), and almost three times as effective as DAMP against adversarial training (i.e., 32.4 vs.
92.8). GGNN’s robustness scores display a similar margin by which DaK beats DAMP against outlier
detection or adversarial training. Together with the results reported in Section 4.1, we conclude
DaK significantly outperforms state-of-the-art in attacking either undefended or hardened models
regardless of the defense mechanism.

4.2.3  Efficiency of Everl. Table 13-15 depict the time (in Table 15. Time (in hours) taken to train
hours) taken to train code2vec, GGNN and CodeBERT CodeBERT with Everl for defending against
with adversarial training and Everl for defending against DAMP, Imitator, or DaK.

DAMP, Imitator and DaK. We can see that Everl is con-  Attack Defense Methods | Lraining
siderably less efficient than adversarial training due to ~_Methods : _ Time
Everl’s process of finding the strongest adversarial exam- ~ DAMP Adversaélal Trammg éi’;’
ples. Despite the overhead, models will only need to be . Adversarivaeerraining 95
trained once to achieve the highest robustness against Imitator Everl 186.6
potentially an arbitrary number of attacks in test-time. Dak Adversarial Training 15.5
Thus, we believe the overhead Everl incurs is justified. Everl 148.3

5 RELATED WORK

Neural Models of Code. Deep neural networks have displayed cutting-edge performance to
a variety of programming language tasks, such as method name prediction [Alon et al. 2019a,b;
Fernandes et al. 2018; Wang and Su 2020], bug prediction [Allamanis et al. 2018; Pradel and Sen 2018;
Wang et al. 2020], and program repair [Bader et al. 2019; Chen et al. 2019; Dinella et al. 2020]. As a
few notable examples, code2vec [Alon et al. 2019b] represents a snippet of code as a continuously
distributed vector and predicts a method’s name from the vector. Gated Graph Neural Networks
(GGNN) [Li et al. 2016] learns from graph structured data to find misused variables [Allamanis
et al. 2018]. Wang et al. [2018] present three neural architectures for learning semantic embeddings
from dynamic executions. CodeBERT [Feng et al. 2020] learns general-purpose representations for
downstream software engineering tasks like natural language code search and code documentation
generation.

Adversarial Attacks and Defenses for Machine Learning Models. Szegedy et al. [2014] first
discovered that tiny changes to an input image can fool state-of-the-art deep neural networks.
Later, Goodfellow et al. [2015] present a fast gradient sign method, which can generate stronger
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adversarial examples in image classification. DeepFool [Moosavi-Dezfooli et al. 2016] computes
adversarial examples based on an iterative linearization of the image classifier. CW [Carlini and
Wagner 2017], an attack based on a different formulation of the attack objective, is shown to be
general and highly effective against image classification models. In natural language processing,
HotFlip [Ebrahimi et al. 2018] generates white-box adversarial examples by mutating characters of
input for text classification. GeneticAttack [Alzantot et al. 2018] uses a black-box population-based
optimization algorithm to generate semantically and syntactically similar adversarial examples.
For models of code, Imitator [Quiring et al. 2019] adopts a Monte-Carlo tree search to find ad-
versarial examples via a series of semantically-preserving transformations. Yefet et al. [2020]
propose a gradient-based white-box approach capable of performing both targeted and untargeted
attack. Srikant et al. [2020] use program obfuscations to generate perturbed adversarial programs
for untargeted attack. ALERT [Yang et al. 2022] proposes a black-box method to generate natu-
ralness aware adversarial programs for untargeted attack. Zhang et al. [2022] iteratively attack
code snippets with semantically equivalent code mutators for untargeted attack. Zhou et al. [2022]
propose an untargeted attack based on identifier substitution which can mislead DNNs to produce
irrelevant code comments. All the above-mentioned attacks perform untargeted attack. The only
exception is DAMP which adopts a white-box, gradient-based method whereas DaK performs
black-box, discrete attack. From the defense perspective, adversarial training [Madry et al. 2018] is
by far the most successful algorithm for training robust classifiers. To defend code models, Yefet
et al. [2020] empirically examine two classes of defense (with and without re-training) and find
adversarial training and outlier detection achieve the highest model robustness w.r.t. each cate-
gory. Bielik and Vechev [2020] find that adversarial training alone is insufficient, and further refine
program representations by focusing on parts most relevant to a given prediction. RoPGen [Li
et al. 2022] combines data and gradient augmentation to improve the effectiveness of adversarial
training. [Wang et al. 2022] propose a learning framework that utilize the normal form of data
points to achieve guaranteed robustness, however, their approach is limited in practice because
many program transformations can not be normalized (e.g., deadcode injection in Merger). Com-
pared to prior works, we propose a method that significantly outperforms the state-of-the-art in
targeted attack. Defensively, our main contribution is a theoretical foundation for the application
of adversarial training to defending against discrete adversarial attacks.

6 CONCLUSION

In this paper, we study discrete adversarial attack to code models, in which attackers create
adversarial examples by transforming the original programs in a semantically-preserving manner.
Technically, we present a novel and general discrete attack method with three key components:
Destroyer, Finder and Merger. Our primary contribution from the defense side is a proof of the
applicability of adversarial training to both discrete and continuous adversarial attacks. Empirically,
we show our attack method, DaK significantly outperforms the state-of-the-art in attacking either
undefended or hardened models; our defense method, Everl, is more effective than state-of-the-art
in defending against adversarial attacks.
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