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Cyclic Redundancy Check (CRC) codes provide a simple yet powerful method 
of error detection during digital data transmission. Use of a table look-up in 
computing the CRC bits will efficiently implement these codes in software. 

COIWPUTATIOIU OF CYCLIC REDUUDAUCY 
CHECKS VIA TABLE LOOKdIP 

DILIP V. SARWATE 

A Cyclic Redundancy Check (CRC) code provides a 
simple, yet powerful method for the detection of errors 
during digital data transmission. The transmitter, in a 
system employing CRC coding, transmits data bits fol- 
lowed by parity check bits that are usually called CRC 
bits. The CRC bits are related to the data bits as follows. 
The data bits are treated as the coefficients of a data 
polynomial. The CRC bits are the coefficients of the 
remainder when the data polynomial is divided by a 
fixed polynomial known as the CRC polynomial. 
Because of the presence of noise or other interference 
on the data link, the transmitted bits may not be 
received correctly, that is, the received data bits and 
CRC bits need not be the same as those transmitted. 

The receiver detects the occurrence of such errors 
during transmission in the following ways. The 
received data bits are treated as the coefficients of a 
received data polynomial and the corresponding CRC 
bits are computed as the remainder when the received 
data polynomial is divided by the CRC polynomial. If 
the computed CRC bits are not the same as the received 
CRC bits, then the receiver knows that errors have 
occurred during the transmission. Usually a re- 
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transmission is requested in such cases. If the com- 
puted CRC bits are identical to the received CRC bits, 
the receiver assumes that the received data bits are 
error-free. This assumption is not always correct, and 
the received data bits may contain undetected errors. 
Fortunately, the probability of such undetected errors 
is quite small. Further discussion of CRC codes and re- 
transmission schemes may be found in [2] and [5]. 

Typical CRC code implementations in hardware use 
feedback shift registers to implement polynomial divi- 
sion via the familiar long division method. Examples of 
such circuits for commonly used CRC codes; are given 
in [l]. These circuits process one bit per clock cycle. 
Since much data transmission is also bit-by-bit or serial 
transmission, this approach can be quite satisfactory. 
This approach, however, requires the transmitter to 
determine the CRC bits after the data has been con- 
verted from parallel format (as in most digital systems, 
framed in bytes and words) to serial format. At the 
same time, the receiver must compute CRC bits and 
decide whether errors have occurred before the data 
has been converted from serial format to parallel for- 
mat. On the other hand, in many communication net- 
works, the data link layer [2] (which is resplonsible for 
error control and thus handles the CRC computations) 
is implemented in software. The development of effi- 
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cient methods for the implementation of CRC codes in 
software is of particular interest since a program that 
simply mimics the hardware method does far too many 
bit manipulations and runs far too slowly on most pro- 
cessors. An efficient software implementation must 
take advantage of the fact that computers handle bits in 
groups of bytes and words, and not as a serial bit 
stream. 

We will focus on one efficient method for polynomial 
division and CRC code implementation, Instead of 
working on one bit of the dividend at a time, this 
method uses table look-ups to handle eight bits (one 
byte) at a time. A detailed description of the computa- 
tion of CRC bits using a CRC polynomial of degree 16 is 
given. Depending on the capabilities of the processor, 
either two tables of 256 8-bit bytes (each accessed once 
for each byte of the dividend) or one table of 256 16-bit 
words (accessed once for each byte of the dividend) can 
be used. With appropriate changes, the same technique 
can be applied to the computation of CRCs using CRC 
polynomials of degree 32 in which case four tables of 
256 8-bit bytes are needed. These tables can also be 
organized as two tables of 256 Is-bit words or as one 
table of 256 32-bit double words. In all cases, each table 
is accessed once for each byte of the dividend. The 
method described in this paper requires fewer tables 
and fewer instructions, and thus is more efficient than 
the tea-leaf reader algorithm proposed by Griffiths and 
Stones [3]. 

CRC CODES AND ERROR DETECTION 
Let g(x) denote a CRC polynomial of degree 16. Three 
commonly used polynomials are x’” + xl5 + xl3 + x8 + 
x6 + x3 + x + 1 used by Griffiths and Stones [3] in their 
examples; xl6 + x” + x5 + 1, used in the X.25 standard 
(this polynomial is also called the CRC-CCITT or the 
ADCCP polynomial); and the CRC-16 polynomial xl6 + 
xy5 +x2 + 1 [l, 2, 51. Let dN-,, dNm2, dN-3, . . . , dz, dl, do 
denote the N data bits to be transmitted in descending 
order of subscripts. The data polynomial d(x) is defined 
to be dN-,xN+15 + dN-2xN+14 + dN-3xN+13 + . . . + dlx17 
+ &x1”. On dividing d(x) by g(x), a remainder b(x) = 
b15x15 + b,4x14 + . . . + blx + bo of degree at most I5 is 
obtained. Note that when performing the polynomial 
division, the various terms are added modulo 2. The 
CRC bits are the coefficients b15, b14, . . . , bl, bo of b(x). 
The N + 16 bits transmitted are dN-,, dNm2, dN-3, . . . , 

4, 4, do, b,s, h4,. . . t bl, bo. The transmitted codeword 
polynomial is c(x) where 

c(x) = CN+15XN+= + CN+*4XN+14 + CN+,3XN+‘3 

+ * * * + c,7x’7 + C16X I6 + ClSX15 + c*4xi4 

+ Cl9 
13 + * * * + c2x* + c,x + co 

= dj.-,XN+‘5 + d,+zXN+‘4 + dN-3XN+‘3 

+ . . . + dlx” + dox16 + b,5x’5 + b,4x14 

+ b13x= + . . . + b2xZ + b,x + bo 

= d(x) + b(x). 
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Since d(x) = h(x)g(x) + b(x) implies that d(x) + b(x) = 
h(x)g(x) modulo 2, the transmitted codeword polyno- 
mial c(x) is a multiple of g(x), the CRC polynomial. 

Let rN+,5, rN+14, rN+l3, . . . , rz, rl, r. denote the bits 
received when the codeword bits c~+~5, cN+141 cN+13, 
* . . , cZ, cl, co are transmitted. Let the received word 
polynomial be r(x) where 

r(x) = rN+15xN+‘5 + rN+14xN+14 + rN+13xN+13 

+ . . . + r16x l6 + r15x’s + r14x14 + r13x13 

+ . . . + rzx2 + rIx + r. 

= d(x) + r15x’s + r14x14 + r13x13 

+ -. - + rzx2 + rlx + r. 

where 

d(x) = ‘&-IX~+~~ + &,-2xN+‘4 + *** + &x” + &,x1” 

is the received data polynomial. In the absence of 
errors, r(x) equals c(x) and is therefore a multiple of 
g(x). If r(x) is not a multiple of g(x), then it is certain 
that errors must have occurred during transmission. On 
the other hand, if r(x) is a multiple of g(x), the receiver 
cannot be sure that errors did not occur (because errors 
could have changed the transmitted multiple c(x) = 
h(x)g(x) into some other multiple h(x)g(x)). Fortunately, 
such a transmutation is quite unlikely, and the receiver 
accepts d(x) as an error-free data polynomial whenever 
r(x) is a multiple of g(x). 

The receiver checks whether r(x) is a multiple of g(x) 
by the obvious method of dividing r(x) by g(x) to see if a 
zero remainder is obtained. This can also be viewed as 
computing the CRC bits that correspond to the received 
data polynomial d(x) and checking to see whether they 
are the same as the received CRC bits r15, r14, . . . , rI, 
ro. To see this, note that if d(x) = ci(x)g(x) + 6(x) where 
i(x) is the remainder (the computed CRC bits), then 
d(x) + g(x) modulo 2 is a multiple of g(x). Thus,r(x) 
is a multiple of g(x) if and only if r(x) + d(x) + b(x) is a 
multiple of g(x). Nevertheless, r(x) + d(x) + 6(x) = r15x15 
+ r14x14 + . . . + rIx + r. + b(x) modulo 2. Since the 
right hand side is of degree at most 15, while g(x) is of 
degree 16, it follows that r(x) is a multiple of g(x) if and 
only if the right hand side is identically zero. That is, if 
and only if the computed CRC bits &,,, &,,, . . . , &, i. 
are identical to the received CRC bits r15, r14, . . . , rl, ro. 

For implementation purposes, a third approach is 
useful. The polynomial r(x) is a multiple of g(x) if and 
only if x’?(x) is a multiple of g(x). Thus, one can divide 
x’?(x) by g(x) instead of dividing r(x) by g(x). The 
advantage to this approach is that the algorithms for 
computing CRC bits at the transmitter, and error detec- 
tion at the receiver, become nearly identical, and can 
be implemented via a single procedure. This procedure 
processes its input until the last bit (do at the transmit- 
ter, r. at the receiver) has been used. Following the 
processing of the last input bit, the remainder (which 
can be thought of as the value returned by the proce- 
dure) can be interpreted at the transmitter as the set of 
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CRC bits to be transmitted, while the receiver accepts 
the received data only if the remainder is zero. Anolher 
advantage of the procedure is in packet communica- 
tions with variable-length packets: the CRC procedure 
does not need to know the number of bits to be pro- 
cessed but simply operates until an end-of-file mark is 
read, or until the last bit (or byte in an array) has been 
used. 

CRC ALGORITHMS USING TABLE LOOKUP 
Let N = 8n, and suppose that the N data bits d,+, , dNez, 
dNq,..., d,, d, , do form n eight-bit data bytes D,-, , 
LL-2, Dn--3, . . . , Dz, D,, Do to be transmitted in descend- 
ing order of subscripts. The CRC bits bls, b14, . . . , bl. b. 
form two CRC bytes B1 and Bo, and are transmitted 
following the last data byte DO. The II + z bytes trans- 
mitted are called the codeword bytes Cncl, C,, Cnml, 
. . . , Cz, Cl, Co, where Ci = Di-2 for n + 1 2 i > 2, and Cl 
= B, and Co = B. are the CRC bytes. Corresponding to 
these n + z transmitted code bytes, the n + 2 received 
bytes are R,,,, R,, R,-, , . . . , Rz, RI, Ro, of which R,,,, 
Rn, Rx-I, . . . , R2 are the received data bytes finml, 6,-,, 
en-3, . . . , &, and RI and R. are the received CRC 
bytes. 

The program fragment that follows computes two 
CRC bytes C, and Co from m data bytes stored in an 
array A. Two arrays (tables) f, and f0 of 256 bytes each 
are used. The byte T is used to compute the relative 
address of the table elements to be looked up at each 
step. Note that the elements of the array A are not 
modified at all. A detailed discussion of the derivation 
of this algorithm and the construction of the tables fi 
and fi, is given in the appendix. 

c, c 0; co c 0; 
for i +-m -1 step -1 until 0 do 

begin 

comment @ denotes the 
Exclusive-OR (XOR) operation; 

T +- Cl 63 A[i] ; 

CI + Co @ f, [Tl i 

Co + fo[Tl 

end 

The program fragment can be used as part of a proce- 
dure whose arguments include the array A and its size 
m, and which returns C1 and Co as the value computed 
by the procedure. In fact, if the procedure arguments 
include the arrays f0 and f,, then the same procedure 
can be used to compute CRC bytes for different CRC 
polynomials of degree 16. If m = II and the array A 
contains the transmitted data bytes D,-, , D,-, , D,-, , 
. . . , Dz, D, , Do, then C, = B1 and Co = B, are the CRC 
bytes to be transmitted. If m = n + 2 and the array A 
contains the received bytes R,,,, R,, R,-,, . . . , Rz, RI, 
Ro, then the received data bytes R,+,, R,, Rnml, . . . , RZ 
are ac:cepted as error-free if and only if C1 and Co are 
zero. Thus, the same procedure can be used at the 
transmitter and the receiver provided that the results 

returned by the procedure are interpreted iappropri- 
ately. 

In the program fragment just described, both table 
lookup operations use the same index T. Since many 
processors can fetch 16-bit operands in one memory 
cycle, it may be advantageous to combine the two byte 
tables f, and f0 into a word table f containing 256 Is-bit 
words. The high-order byte of the table entry f [T] (the 
T-th word in the table f, where T is interpreted as an 
integer in the range 0 to 255) is fi [T], and the low-order 
byte is f,[T], so that a single table lookup of a Is-bit 
word fetches both fi [T] and fo[T], The reader is 
reminded that a minor complication arises if assembly 
language is used for the implementation. Generally, 
memory is organized so that each byte has a different 
address. Thus, the addresses of the two bytes fetched 
are offset by 2T and 2T + 1 from the base address f of 
the table, and T may need to be multiplied by two 
(shifted left one bit) before being used as an. index for 
the word table f. High-level languages, of course, take 
care of the address conversion if f is declared to be an 
array of Is-bit words. 

One other speed-up relies on the fact that many pro- 
cessors can Exclusive OR the contents of a Is-bit word 
in memory into a 16-bit register or a 16-bit word. Thus, 
a single instruction can be used to change both C, and 
Co. The program fragment shown previously is easily 
modified to use a single table. In the modified version 
that follows, it is assumed that C1 and C, are respec- 
tively the high-order and low-order bytes of a 16-bit 
register or word denoted by C. 

Ct 0; 
for i + m - 1 step -1 until 0 do 

begin 
comment @ denotes the 

Exclusive-OR (XOR) operation; 
T+ C, @ A[i]; 
Cl + co; co c 0; 
comment f [T] denotes the 

T-th word in the table f; 

Ct C @ f[T] 
end 

Both program fragments process the data bytes in the 
array A one at a time, and can be readily modified to 
process the data on-line, for example, by replacing the 
loop controlled by the for statement with a loop con- 
trolled by a while statement which reads and processes 
bytes until an end-of-file is encountered. 

Algorithms for the computation of 32 bit CRCs are 
very similar to the ones shown above. If the discussion 
in the appendix is carefully followed there will be no 
difficulty in understanding how the following pro- 
gram fragment was obtained or how the tables were 
designed. This program fragment uses tables f and f 
with 256 16-bit words that are always accessed with a 
single address. (In fact, a single 32-bit operand fetch 
could also be used, or conversely, the two tables could 
be split into four tables each containing 256 8-bit bytes). 
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Note that X and Y are two 16-bit registers or words 
containing four CRC bytes. The high-order bytes in X 
and Y are denoted as X1 and Y, respectively, while the 
low-order bytes are denoted respectively as X0 and YO. 
At the transmitter, the CRC bytes would be transmitted 
in the order X7, X0, Y1, YO. 

X4-- 0; Yt 0; 
for i +m - 1 step -1 until 0 do 

begin 
T-X, @ A[i]; 

x1 *x0; x0 - l-1 i Y? - Yo; Yo c 0; 
comment f [T] and i[TJ denote the 

T-th words in the tables f and 2; 
X+-X@ f[T]; Yc Y @ i[T] 
end 

If the word tables f and f are split up into four 256- 
byte tables, then the last line in this procedure would 
read as 

X1 + XI @fi[T]; Xo + Xo @fo[T]; 

Yl + Yl @ f1[T]; Yo + fop-1 

In this form, the algorithm uses four shifts and four 
Exclusive ORs for each byte that is processed. 

It is interesting to compare this algorithm to the tea- 
leaf reader algorithm proposed by Griffiths and Stones 
[3]. The latter uses five 256-byte tables while the algo- 
rithm proposed here uses only four 256-byte tables. 
Four shifts and five Exclusive OR instructions are re- 
quired by the tea-leaf algorithm compared to four shifts 
and only four Exclusive OR instructions for the algo- 
rithm proposed here. Thus, the algorithm described 
here is faster and requires less memory space for tables 
than the tea-leaf reader algorithm. Furthermore, the 
tables are all accessed with the same address (the tea- 
leaf reader algorithm does not enjoy this property) so 
that table lookups can be combined together. The abil- 
ity to combine byte-to-byte Exclusive-OR instructions 
into word-to-word Exclusive OR instructions provides 
further speed advantages to the algorithm described 
here. 

Thus the algorithms described in this article provide 
the most efficient means of computing CRCs of the ta- 
ble look-up in software. 
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APPENDIX 

A brief review of polynomial division is helpful in 
understanding the development of the CRC algorithms 
described in this article. A CRC polynomial of degree 
16 is used, and some of the details are explained using 
the CRC-CCITT polynomial xl6 + x1* + x5 + 1. The 
method can be applied to other CRC polynomials of 
degree 16, however, and is readily adapted for use with 
CRC polynomials of degrees 24 or 32 or more. 

Polynomial Division 
In the familiar process of polynomial division, multiples 
of the divisor g(x) are subtracted from the dividend d(x) 
until the remainder is of smaller degree than g(x). The 
classical polynomial division algorithm has two impor- 
tant characteristics. First, the process is essentially iter- 
ative in that the highest degree term of d(x) is removed 
by subtracting off an appropriate multiple of g(x), and 
then the highest degree term in what is left is^removed 

by subtracting off some other appropriate multiple of 
g(x), and so on. Since each subtraction changes the val- 
ues of the remaining high-degree terms, the later sub- 
tractions must wait for the completion of the earlier 
ones. The second important characteristic is that the 
multiples, which are subtracted, are all of the form 
trx’g(x) since the use of this form facilitates the compu- 
tation of the quotient (indeed the i-th degree term of 
the quotient is just axi). In CRC computations, how- 
ever, the quotient is of no interest at all: it is the 
remainder that is important. For any arbitrary poly- 
nomial p(x), the remainder, when d(x) - p(x)g(x) is 
divided by g(x), is the same as the remainder when d(x) 
is divided by g(x). When only the remainder is of inter- 
est, polynomial division can be speeded up by careful 
choice of p(x). In fact, by using different multiples of 
g(x), several steps can be done simultaneously. A very 
useful set of multiples of g(x) is exhibited as follows: 
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Let g0W g1 (xb gdx), . . . , g&) denote polynomial 
multiples of g(x). Each gi(X) is of the form 

X16+i + gi,1sX*5 + gi,14X14 

+ gi,13x’3 + f * * + gi,ZX* + gi,lX + gi,O. 

These polynomials can be found easily as follows: 

go(x) = g(x), 

gi(X) = Xgi-l(X) - gi-l,lsg(X), 0 < i < 8. 

For example, if g(x) is the CRC-CCITT polynomial 
xl6 + x1* + x5 + 1, then 

Note that gi(x) - x1’+’ has degree less than 16, and 
its coefficients can be stored in two bytes Gi,l and Gi,o. 
For example, G5,1 = (0010010) *-, xX3 f x1’, and Gs,% = 
(01100010) f* x6 + x5 + x. Linear combinations of the 
coefficients of these polynomials are stored in two 
256byte tables whose entries are obtained as follows. 

For 0 I i < 256, let I = (i,, is, . . . , iI, io) be the binary 
representation of i such that i = i727 + i626 + . . s -I- i12 
+ io. The i-th entry in the byte table fi is referred to as 
fi[I] and is given by &GT,~ @ &Gs.~ 63 + . . @ ioGo,l. Here 
@ denotes the bit-by-bit Exclusive OR of the bytes. 
Similarly, the i-th entry in the byte table f. is referred 
to as fo[I] and is given by &G:,,o 63 isGa,o @ + . . 8 ioGo.0. 
Note that the three bytes I, fi [I] and fo[l] together spec- 
ify the coefficients of the polynomial &g,(x) + &86(x) f 
. . . -t. iogo(x). This fact is crucial to understanding the 
speeded-up division algorithm. 

Consider the process of dividing x’%(x) by g(x) where 

u(x) = u6,-lx8m-1 f a~,-2x8m--2 + B + f + aIx + ao. 

The c:oefficients of a(x) are stored in m bytes A,-l, 
Am--z, Am-+, . . . , AI, Ao, where Ai = (asi+ uSi+ &i+5, 
. . . , oai). In particular, note that 

A,-, = (uscm-1)+7, a8(m-1)+6r ~w+T)+s, . . . , u~(~-~I) 

= (a6m-19 a6m-2, &m-3, . . . , &(rn-2)) 

It is assumed that two zero bytes A+ and A+ follow 
A0 and are used to store the remainder. The highest 
degree term in x’%(x), namely as,-1x8(m+*)+7, can be 
removed by subtracting a8m-1x8(m-1)g7(x) from x’“a(x). 
Since g7(x) has no terms of degrees 22, 21, . . . , 16, 
x8(“-1)g7(x) has no terms of degree 8(m + 1) + 6, 8(m + 
1) + 5, . . * ) 8(m + 1). Thus the highest degree term in 
the remainder after subtracting off ug,-#“--l)g7 (x) 

from x’6a(x) is clearly ugm-Zx*fm+11+6, and this can be 
removed by subtracting a6m-zx8(m-*)g6(x) from the 
remainder. Since xs(“-‘)gs(x) has no terms of degree 
8(m + 1) + 5, 8(m + 1) + 4, . . . , 8(m + l), the highest 
degree term in the remainder is clearly a6m..3x6(m+*)+5 
which can be removed by subtracting u6m-3x8(m-11g5(x), 
and so on. In short, x8(m-1f[us,,+Ig~(x) + &m-&(x) 
+ - . . + &(m-I&(x)] can be subtracted from. x16a(x), 
thus completing eight iterations of the division algo- 
rithm simultaneously. 

All this looks very complicated but is actually quite 
simple. The coefficients of the polynomial ti!8m--1g7(x) + 
usm-zg6(X) + * * . + uB+l,go(x) are the three bytes A,,,-%, 
fi[A,,+l], and fo[A,-*I. Consequently, all that actually 
needs to be done is to replace A,,,+ and A,,,-3 by A,-, @ 
fi[A,-l] and AmT3 @ fo[Am-$1, respectively, and then 
discard A,-, . This leaves a polynomial of degree 8(m + 
1) - 8, and the process can be repeated. At each itera- 
tion, the table entries in fi and f. addressed by the high- 
order byte are added (Exclusive OR addition) into the 
next two lower order bytes, and the high order byte is 
discarded. For the last two iterations during which AI 
and A0 are being processed, the lower order bytes A-% 
and A+ (which are initially zero) are used, and at the 
end of the division process, these contain the remain- 
der. Note that two table lookups and two Exclusive OR 
operations are used to process each byte in .a&). 

A More Useful Division Algorithm 
The method for polynomial division just given, is very 
similar to the one given by Knuth [4]. The coefficients 
of the dividend a(x) are modified at each step, giving 
this method an undesirable property. Both the trans- 
mitter and the receiver, however, need the unmodified 
coefficients of the dividend, since, at the transmitter, 

1012 Communications of the ACM August 1988 Volume 31 Number 8 



the dividend consists of the data bytes to be transmit- 
ted, while at the receiver, the dividend consists of the 
data bytes that may (or may not) be accepted as error- 
free received data. Of course, the array can be copied 
so that the CRC algorithms can work on a private copy 
of the array. Copying arrays, however, is very time- 
consuming. Instead, the division algorithm can be mod- 
ified so that the dividend is not changed at all. To 
understand how the modified division algorithm works, 
consider that in the straightforward division algorithm, 
the byte Aiv2 is modified during exactly two iterations, 
namely, when the bytes Ai and Ai+ are the high order 
bytes in what is left. The modifications to be made to 
Ai- during these iterations can be saved separately. 

Also, since the only use of each modified Ai is as an 
address for a table lookup (followed by the byte dis- 
carded in the straightforward division algorithm), the 
address to be used can also be formed separately. The 
modified division algorithm follows. At the beginning of 
each iteration, the modifications to Ai (generated during 
the previous two iterations] are in byte C1 while the 
modification to Ai- (generated during the previous iter- 
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ation) is in byte Co. The address for table lookup is 
formed in byte T. The modifications to Ai- and Ai- 
generated during this iteration are fi [T] and fo[T], 
respectively. The former is stored in byte C, together 
with the contents of Co which contains the modification 
to Ai+ generated during the previous iteration. In this 
manner, Co is made available for storing f0 [T]. Although 
this modified algorithm does require additional storage 
as compared to the straightforward division algorithm, 
the amount is trivially small and easily justified in 
view of the savings in time achieved. 

c,co; c,to; 
for i c m - 1 step -1 until 0 do 

begin 
comment 83 denotes the 

Exclusive-OR (XOR) operation; 
T + Ai gt C, ; 

C, + Co @ f, [ Tl i 

co +-- fo[Tl 
end 
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