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Mitigating threats from authorized users – those with malicious intent or not – remains a hard problem 
across government, industry, and academia. Among the many factors that led to ranking insider threats 
among information security “hard problems” are “capability gaps” for technical solutions, such as the lack 
of standard metrics or methods for measuring success in reducing the insider threat, and the lack of real 
world data sets that can be used to evaluate prototype countermeasures. (INFOSEC Research Council Hard 
Problems List, Nov 2005, https://www.nitrd.gov/cybersecurity/documents/IRC_Hard_Problem_List.pdf) 
Also contributing to this challenge is the need to address high false positive rates, measure potential risk, 
and examine behavioral as well as technical indicators. These challenges, and the accompanying need for 
“serious research and development … to characterize intent and to recommend appropriate responses” 
are as relevant today as they were when the INFOSEC hard problems list was published 15 years ago. 
 
The goal of this special issue is to stimulate and advance evidence-based research and discussion on issues 
related to insider risk management, including both malicious and unintentional insider threats.  Insider 
Risk Management describes the practice and applied science of measuring and mitigating these insider 
threats from authorized users. Since this is an interdisciplinary and multidisciplinary activity, we call upon 
findings and lessons learned across a broad spectrum of the research and operational communities, 
including the computational sciences, behavioral sciences, public policy, law, and industry. 
 
The topics of interest of this special issue include but are not limited to: 

• Addressing Technical Factors 
o Advancements in the design of indicators, controls, and policies 
o Enterprise monitoring  
o Tools for data collection, correlation, analysis, and incident management 
o Predictive and detective analytics 

• Addressing Behavioral Factors 
o Counterproductive workplace behavior & insider threat risk 
o Behavioral models, adversarial and game theory models 
o Application of text analytics and unstructured data mining 

• Risk Measurement & Management 
o Applications of FAIR, NIST, other risk frameworks 
o Applications of ML, Probabilistic Modeling  
o Curation of insider incident data 
o Positive Incentives  
o Insider Threat Programs 

• Diverse Contexts 
o Remote Work / Work from Home 
o Monitoring threats from employees on customer sites / during work trips 
o IoT and Mobile Devices 

• The Future of Insider Threat 
o Horizon scan of future threats to the integrity of technical systems 
o Innovative solutions that maximize protection against threats 



• Administrative, Policy, and Legal Road Bumps 
o Managing Employee Privacy & Insider Threat 
o BYOD Policies 
o Usage of Publicly Available Electronic Information (PAEI) 
o Organizational factors as insider threat risks 

 
Expected Contributions and Submission Information 
We welcome the following types of research contributions: 
 

• Research Manuscripts reporting novel methodologies and results (up to 25 pages) 
• Field Notes 
• Benchmark, Datasets, Repositories, and Demonstration Systems that enable further research and 

facilitate research on insider risk management 
 
More information about each category, as well as the DTRAP author guidelines, can be found here 
https://dl.acm.org/journal/dtrap/author-guidelines. Please submit your papers to 
https://mc.manuscriptcentral.com/dtrap and select the “Special Issue on Human-Machine Teaming” 
paper type.  
 
Financial support for author publication fees is generously provided by sponsorship from The CERT Division 
of the Software Engineering Institute at Carnegie Mellon University. 
 
Important Dates: 
Submission Deadline:  September 30, 2020 
First-round Reviews Complete:  December 30, 2020 
Revisions due:  January 31, 2021 
Publication Date:  TBD 2021 
 
For questions or further information, please write to DTRAP_InsiderThreat@acm.org. 
 


