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Modern automobiles are today aptly referred to as “computers on wheels”. High-end cars now have more than 
100 control computers or electronic control units (ECUs) embedded in them, that run hundreds of millions of lines 
of software code implementing a range of diverse functions. These functions span across engine and brake control, 
to the body and entertainment domains. Cars are also equipped with a variety of cameras, radars, and lidar 
sensors that are used to perceive the external world and take the appropriate control actions as a part of driver 
assistance features that are common today. As such features continue to accelerate the evolution and adoption 
of fully autonomous vehicles, the role of electronics and software in the automotive domain is increasing at an 
unprecedented pace.  

These developments raise important questions about the safety and security of modern cars. Safety has always 
been an important engineering concern for the automotive domain. With increased software volumes, and 
automotive OEMs relying to many suppliers providing them, safety concerns are no longer restricted to the 
mechanical engineering domain. Automotive ECUs are also not simple microcontrollers any more, but are 
heterogeneous multicore processors with decreasing semiconductor geometries. These are susceptible to a variety 
of manufacturing variabilities, transient faults and aging issues, that might impact the software execution and the 
results they produce. Such concerns are amplified by the lack of cooling possibilities, more extreme temperature 
exposures and increased electromagnetic interferences that semiconductors in cars are subjected to, compared 
to their counterparts in regular computers.  

In addition to these safety issues, security continues to be an important concern. Cars are increasingly becoming 
“connected” and communicate with the external world using a variety of mechanisms. These include 
communication between charging stations and battery management systems in an electric vehicle, to over-the-
air software updates, various vehicle-to-vehicle and vehicle-to-infrastructure communication mechanisms for 
autonomous and semi-autonomous vehicles, as well as infotainment connectivity options where passengers might 
wirelessly connect their smartphones to a vehicle’s electronics in order to control the air conditioner or heating or 
for streaming their music. In the future, software in cars will become more “dynamic” and will use external 
infrastructure such as the cloud for various computation tasks. The number of sensors on autonomous vehicles 
will also continue to grow. Each of these developments and connections with the external world will introduce 
new attack vectors and new possibilities for the vehicle’s safety to be compromised.   

It is not sufficient to study these automotive safety and security issues from a purely computer systems or 
software perspective. The electronics and software in cars interact with multiple sensors, cameras, and mechanical 
actuators. Hence, a cyber-physical systems-oriented approach to studying these challenges is necessary. Further, 
many of the sensor and image/video processing tasks in cars now routinely employ machine learning (ML) 
techniques. While formal verification and certification techniques might be employed for the core control functions, 
since they receive their inputs from ML-based perception processing tasks, ensuring the safety and security of 
the closed-loop system is now very challenging and largely unsolved.  

The aim of this special issue will be to feature articles on new models and techniques to help address these 
emerging safety and security challenges in the automotive domain. They might be articles on new automotive 
electrical/electronic (E/E) architectures that allow fault monitoring and fault tolerance, automotive software design 
to mitigate hardware faults, software architectures addressing safety and security concerns, new automotive 
controller design techniques to mitigate both hardware and software faults, different possible security threats in 



the automotive domain and possible techniques to mitigate them, certification and standardization issues in the 
automotive domain to address safety and security, formal verification techniques for improving automotive safety 
and security, security threats targeting ML components in modern cars, and case studies and industry 
experiences.  

An important goal of this special issue is to bring together perspectives from multiple research communities such 
as machine learning, formal verification, control theory, software engineering, security, fault tolerance, embedded 
systems and software, vision processing, and real-time systems - all of whom are going to play an important role 
in shaping how future automobiles can be made more safe and secure. 
 

Topics 
This special issue seeks submissions reporting on projects and associated research on one or more of the following 
topics: 

• Safety and security-oriented automotive E/E architectures   

• Fault monitoring and fault tolerance in automotive CPS  

• Automotive software architectures and design to mitigate faults and/or security threats  

• Automotive controller design techniques to mitigate faults and/or security threats 

• Security threats in the automotive domain, their modeling and mitigation  

• Certification and standardization in the automotive domain for safety and security  

• Technologies for safety and security of autonomous vehicles 

• Formal verification techniques for improving automotive safety and security    

• Security threats stemming from machine learning components in cars  

• Safety/security-oriented management and control of electric vehicles and infrastructure 

• Case studies, testbeds, prototypes, for safety and security of automotive CPS 

• Tools and design flows for improving automotive safety and security  

• Automotive safety and security-relevant communication technologies   

• Analyses on portability of safety & security issues into and out of the automotive domain 

• Development process enhancements targeting safety and security in vehicle software  

 
Important Dates 

• Full paper submission deadline: July 1, 2021 

• First author notification: October 15, 2021 

• Revised paper due: January 1, 2022 

• Final author notification: April 1, 2022 

• Expected publication: July, 2022 

 
Submission Information 

All original manuscripts or revisions to the ACM TCPS must be submitted online at ScholarOne Manuscripts 
(manuscriptcentral.com). The author guidelines for ACM TCPS can be found at TCPS Author Guidelines (acm.org).  
Select the paper type "Paper for Automotive Safety and Security" upon submission to ensure that the article is 
considered for this special issue. Authors must also mention the same in their submission cover letter. 

For questions and further information, please contact Samarjit Chakraborty (first name@cs.unc.edu) 

https://mc.manuscriptcentral.com/tcps
https://mc.manuscriptcentral.com/tcps
https://dl.acm.org/journal/tcps/author-guidelines
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