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Several recent developments like the advent of the Internet-of-Things, network
softwarization, mission-critical applications, and artificial intelligence have posed
challenges for the Internet, and more generally for networks and distributed systems:
(1: IoT) The Internet-of-Things will boost the number of Internet nodes well beyond the
billions, lead to new traffic patterns (e.g., high-frequency low-volume), and accelerate
the other developments described hereafter.
(2: SDN++) Softwarization "conquers" the net. What has started with SDN and NFV will
continue to lead to more flexibility and enable disruptive change, such as the
competitive co-existence of old and new, e.g., content-centric, world-wide networks. As
this softwarization significantly increases the complexity of today's networks, new and
more security problems will result. Moreover, softwarization comes at a performance
price, which is at odds with mission-critical, real-time communication.
(3: MCA) Mission-critical applications, formerly confined to dedicated real-time systems
and (TSN, industrial Ethernet, ...) networks, are conquering public and wide area
networks. This impacts technologies and protocols (such as 5G URLLC) as well as
architectures, such as approaches to move cloud functionality closer to the action scene,
e.g., via fog and edge computing.
(4: AI.net) The resurgence of AI, evoked by stunning successes of machine learning,
boosts the need for computing resources that cannot be embedded in myriads of IoT
devices and energy-critical handhelds like smartphones. This and the need for joint
processing, requires shuffling 'big data' from the action scene to those resources,
accelerating the need for offloading approaches and, depending on the application and
the distribution of stakeholders, aggravating the three aforementioned challenges.
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