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Special Issue on Recent Trends in Medical Data Security for e-health applications 
 

Recently, implementing e-health solutions has become a trend amongst the various research teams at 

global level. It primarily focuses on employing latest information and communication technologies (ICT) to 

cater the requirements of people associated with the health industry, healthcare professionals, patients, 

and policy makers. The applications include tele-medicine, tele-radiology, tele-ophthalmology and tele-

diagnosisare are very promising and have great potentials. They can play a very important role in service 

provision by improving access, equity and quality through connecting healthcare facilities and healthcare 

professionals and diminishing geographical and physical barriers. However, the transmission and access 

technologies of medical information raise critical issues that urgently need to be addressed, especially 

those related to security.  Further, medical identity theft is a growing and dangerous crime in the current 

time. Therefore, the authenticity of the medical information and images is of prime concern as they form 

the basis of inference for diagnostic purposes. Potential researchers are using some imperceptible marks 

to ensure the tamper proofing, cost effective and guaranteed originality of the medical records. However, 

robustness, security, efficient image archiving and retrieval of medical data/information against the 

surviving attacks are an interesting challenging area for researchers in the field of e-health applications.  

The objective of this special issue is to concentrate on all aspects and future research directions related to 

this specific area. In this context, we invite researchers to contribute original research articles as well as 

review articles that will seek the continuing efforts to understand the novel techniques/algorithms that 

lead to future improvements for medical information security. Therefore, the topics of interest for this 

special issue include, but are not limited to, the following areas: 

• Information Security solutions for Tele-health applications 

• Medical data Hiding for e-Health applications 

• Encrypted Medical data  

• Medical Information Security in wireless network  

• Medical data Security in IoT based e-Health Applications 

• Secure medical systems 

• Security Techniques for the Electronic Health Records 

• Security solutions in bigdata, cloud computing, data mining environments  for e-Health 

applications 

• Medical data compression 

• Cyber Security in e-health 

• Biometrics security and privacy for patient data 

• Blockchain technology for e-Health applications 

• Security Architectures/protocols for Mobile E-Health Applications 

• Medical information security using artificial intelligence/Machine learning  



Important Dates: 

Submission Deadline: February 15th, 2020 

First Review Notification:  April 15th, 2020 

Revision Submission: June 15th, 2020 

Final Decision:  August 15th, 2020 

 

Review Process:  

The review process will comply with the standard review process of the ACM TOMM journal. Each paper 

will receive at least three reviews from experts in the field. 

Submission Instructions:  

Prospective authors are invited to submit their manuscripts electronically after the “open for submissions” 

date, adhering to the ACM TOMM journal guidelines (see https://tomm.acm.org/authors.cfm). Please 

submit your papers through the online system (https://mc.manuscriptcentral.com/tomm) and be sure to 

select the special issue in the TOMM Manuscript Central Website. Manuscripts should not be published or 

currently submitted for publication elsewhere. Submitted manuscripts should not have been published 

previously, nor be under consideration for publication elsewhere. If the submission is an extended work of 

a previously published conference paper, please include the original work and a cover letter describing 

the changes that have been made. According to ACM TOMM publication policy previously published 

conference papers can be eligible for publication provided that at least 25% new material is included in 

the journal version. 
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